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Microsoft's Security Patches for August Fix 95 Security Vulnerabilities Threat Alert 

 

Date of Release: August 19, 2019  

Overview  

Microsoft released August 2019 security patches on Tuesday that fix 95 vulnerabilities ranging from simple spoofing attacks to remote code 

execution in various products, including Active Directory, HTTP/2, Microsoft Bluetooth Driver, Microsoft Browsers, Microsoft Dynamics, 

Microsoft Edge, Microsoft Graphics Component, Microsoft JET Database Engine, Microsoft Malware Protection Engine, Microsoft NTFS, 

Microsoft Office, Microsoft Office SharePoint, Microsoft Scripting Engine, Microsoft Windows, Microsoft XML, Microsoft XML Core 

Services, Online Services, Visual Studio, Windows - Linux, Windows DHCP Client, Windows DHCP Server, Windows Hyper-V, Windows 

Kernel, Windows RDP, Windows Scripting, Windows Shell, and Windows SymCrypt.  

Details can be found in the following table. 

Product CVE ID CVE Title Severity Level 
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Active Directory ADV190023 

Microsoft Guidance for Enabling 

LDAP Channel Binding and LDAP 

Signing 

 

HTTP/2 CVE-2019-9511 
HTTP/2 Server Denial-of-Service 

Vulnerability 
Important 

HTTP/2 CVE-2019-9512 HTTP/2 Server Denial-of-Service 

Vulnerability 
Important 

HTTP/2 CVE-2019-9513 HTTP/2 Server Denial-of-Service 

Vulnerability 
Important 

HTTP/2 CVE-2019-9514 HTTP/2 Server Denial-of-Service 

Vulnerability 
Important 

HTTP/2 CVE-2019-9518 HTTP/2 Server Denial-of-Service 

Vulnerability 
Important 

Microsoft Bluetooth Driver CVE-2019-9506 
Encryption Key Negotiation of 

Bluetooth Vulnerability 
Important 

Microsoft Browsers CVE-2019-1192 
Microsoft Browsers Security 

Feature Bypass Vulnerability 
Important 
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Microsoft Browsers CVE-2019-1193 
Microsoft Browser Memory 

Corruption Vulnerability 
Low 

Microsoft Dynamics CVE-2019-1229 
Dynamics On-Premise Privilege 

Escalation Vulnerability 
Important 

Microsoft Edge CVE-2019-1030 
Microsoft Edge Information 

Disclosure Vulnerability 
Important 

Microsoft Graphics Component CVE-2019-1078 

Microsoft Graphics Component 

Information Disclosure 

Vulnerability 

Important 

Microsoft Graphics Component CVE-2019-1143 

Windows Graphics Component 

Information Disclosure 

Vulnerability 

Important 

Microsoft Graphics Component CVE-2019-1144 
Microsoft Graphics Remote Code 

Execution Vulnerability 
Critical 

Microsoft Graphics Component CVE-2019-1145 
Microsoft Graphics Remote Code 

Execution Vulnerability 
Critical 
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Microsoft Graphics Component CVE-2019-1148 

Windows Graphics Component 

Information Disclosure 

Vulnerability 

Important 

Microsoft Graphics Component CVE-2019-1149 Microsoft Graphics Remote Code 

Execution Vulnerability 
Critical 

Microsoft Graphics Component CVE-2019-1150 Microsoft Graphics Remote Code 

Execution Vulnerability 
Critical 

Microsoft Graphics Component CVE-2019-1151 Microsoft Graphics Remote Code 

Execution Vulnerability 
Critical 

Microsoft Graphics Component CVE-2019-1152 Microsoft Graphics Remote Code 

Execution Vulnerability 
Critical 

Microsoft Graphics Component CVE-2019-1153 
Windows Graphics Component 

Information Disclosure 

Vulnerability 

Important 

Microsoft Graphics Component CVE-2019-1154 
Windows Graphics Component 

Information Disclosure 

Vulnerability 

Important 

Microsoft Graphics Component CVE-2019-1158 
Windows Graphics Component 

Information Disclosure 

Vulnerability 

Important 

Microsoft JET Database Engine CVE-2019-1146 
Jet Database Engine Remote Code 

Execution Vulnerability 
Important 
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Microsoft JET Database Engine CVE-2019-1147 Jet Database Engine Remote Code 

Execution Vulnerability 
Important 

Microsoft JET Database Engine CVE-2019-1155 Jet Database Engine Remote Code 

Execution Vulnerability 
Important 

Microsoft JET Database Engine CVE-2019-1156 Jet Database Engine Remote Code 

Execution Vulnerability 
Important 

Microsoft JET Database Engine CVE-2019-1157 Jet Database Engine Remote Code 

Execution Vulnerability 
Important 

Microsoft Malware Protection Engine CVE-2019-1161 
Microsoft Defender Privilege 

Escalation Vulnerability 
Important 

Microsoft NTFS CVE-2019-1170 
Windows NTFS Privilege 

Escalation Vulnerability 
Important 

Microsoft Office CVE-2019-1199 
Microsoft Outlook Memory 

Corruption Vulnerability 
Critical 

Microsoft Office CVE-2019-1200 
Microsoft Outlook Memory 

Corruption Vulnerability 
Critical 

Microsoft Office CVE-2019-1201 
Microsoft Word Remote Code 

Execution Vulnerability 
Critical 
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Microsoft Office CVE-2019-1204 
Microsoft Outlook Memory 

Corruption Vulnerability 
Important 

Microsoft Office CVE-2019-1205 
Microsoft Word Remote Code 

Execution Vulnerability 
Critical 

Microsoft Office CVE-2019-1218 
Outlook iOS Spoofing 

Vulnerability 
Important 

Microsoft Office SharePoint CVE-2019-1202 
Microsoft SharePoint Information 

Disclosure Vulnerability 
Important 

Microsoft Office SharePoint CVE-2019-1203 
Microsoft Office SharePoint XSS 

Vulnerability 
Important 

Microsoft Scripting Engine CVE-2019-1131 
Chakra Scripting Engine Memory 

Corruption Vulnerability 
Critical 

Microsoft Scripting Engine CVE-2019-1133 
Scripting Engine Memory 

Corruption Vulnerability 
Critical 

Microsoft Scripting Engine CVE-2019-1139 Chakra Scripting Engine Memory 

Corruption Vulnerability 
Critical 
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Microsoft Scripting Engine CVE-2019-1140 Chakra Scripting Engine Memory 

Corruption Vulnerability 
Critical 

Microsoft Scripting Engine CVE-2019-1141 Chakra Scripting Engine Memory 

Corruption Vulnerability 
Critical 

Microsoft Scripting Engine CVE-2019-1194 
Scripting Engine Memory 

Corruption Vulnerability 
Critical 

Microsoft Scripting Engine CVE-2019-1195 Chakra Scripting Engine Memory 

Corruption Vulnerability 
Critical 

Microsoft Scripting Engine CVE-2019-1196 Chakra Scripting Engine Memory 

Corruption Vulnerability 
Critical 

Microsoft Scripting Engine CVE-2019-1197 Chakra Scripting Engine Memory 

Corruption Vulnerability 
Critical 

Microsoft Windows CVE-2019-1172 
Windows Information Disclosure 

Vulnerability 
Important 

Microsoft Windows CVE-2019-1173 Windows Information Disclosure 

Vulnerability 
Important 

Microsoft Windows CVE-2019-1174 Windows Information Disclosure 

Vulnerability 
Important 

Microsoft Windows CVE-2019-1175 Windows Information Disclosure 

Vulnerability 
Important 
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Microsoft Windows CVE-2019-1178 Windows Information Disclosure 

Vulnerability 
Important 

Microsoft Windows CVE-2019-1179 Windows Information Disclosure 

Vulnerability 
Important 

Microsoft Windows CVE-2019-1180 Windows Information Disclosure 

Vulnerability 
Important 

Microsoft Windows CVE-2019-0716 
Windows Denial-of-Service 

Vulnerability 
Important 

Microsoft Windows CVE-2019-1162 
Windows ALPC Privilege 

Escalation Vulnerability 
Important 

Microsoft Windows CVE-2019-1163 
Windows File Signature Security 

Feature Bypass Vulnerability 
Important 

Microsoft Windows CVE-2019-1168 
Microsoft Windows p2pimsvc 

Privilege Escalation Vulnerability 
Important 

Microsoft Windows CVE-2019-1176 
DirectX Privilege Escalation 

Vulnerability 
Important 
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Microsoft Windows CVE-2019-1177 
Windows Privilege Escalation 

Vulnerability 
Important 

Microsoft Windows CVE-2019-1186 
Windows Privilege Escalation 

Vulnerability 
Important 

Microsoft Windows CVE-2019-1188 
LNK Remote Code Execution 

Vulnerability 
Critical 

Microsoft Windows CVE-2019-1198 
Microsoft Windows Privilege 

Escalation Vulnerability 
Important 

Microsoft XML CVE-2019-1187 
XmlLite Runtime Denial-of-

Service Vulnerability 
Important 

Microsoft XML Core Services CVE-2019-1057 
MS XML Remote Code Execution 

Vulnerability 
Important 

Online Services ADV190014 
Microsoft Live Accounts Privilege 

Escalation Vulnerability 
Important 
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Visual Studio CVE-2019-1211 
Git for Visual Studio Privilege 

Escalation Vulnerability 
Important 

Windows - Linux CVE-2019-1185 
Windows Subsystem for Linux 

Privilege Escalation Vulnerability 
Important 

Windows DHCP Client CVE-2019-0736 
Windows DHCP Client Remote 

Code Execution Vulnerability 
Critical 

Windows DHCP Server CVE-2019-1206 
Windows DHCP Server Denial-of-

Service Vulnerability 
Important 

Windows DHCP Server CVE-2019-1212 
Windows DHCP Server Denial-of-

Service Vulnerability 
Important 

Windows DHCP Server CVE-2019-1213 
Windows DHCP Server Remote 

Code Execution Vulnerability 
Critical 

Windows Hyper-V CVE-2019-0965 
Windows Hyper-V Remote Code 

Execution Vulnerability 
Critical 
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Windows Hyper-V CVE-2019-0714 
Windows Hyper-V Denial-of-

Service Vulnerability 
Important 

Windows Hyper-V CVE-2019-0715 Windows Hyper-V Denial-of-

Service Vulnerability 
Important 

Windows Hyper-V CVE-2019-0717 Windows Hyper-V Denial-of-

Service Vulnerability 
Important 

Windows Hyper-V CVE-2019-0718 Windows Hyper-V Denial-of-

Service Vulnerability 
Important 

Windows Hyper-V CVE-2019-0720 
Hyper-V Remote Code Execution 

Vulnerability 
Critical 

Windows Hyper-V CVE-2019-0723 
Windows Hyper-V Denial-of-

Service Vulnerability 
Important 

Windows Kernel CVE-2019-1159 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 

Windows Kernel CVE-2019-1164 
Windows Kernel Privilege 

Escalation Vulnerability 
Important 
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Windows Kernel CVE-2019-1169 
Win32k Privilege Escalation 

Vulnerability 
Important 

Windows Kernel CVE-2019-1190 
Windows Image Privilege 

Escalation Vulnerability 
Important 

Windows Kernel CVE-2019-1227 
Windows Kernel Information 

Disclosure Vulnerability 
Important 

Windows Kernel CVE-2019-1228 
Windows Kernel Information 

Disclosure Vulnerability 
Important 

Windows RDP CVE-2019-1181 
Microsoft Windows Remote Code 

Execution Vulnerability 
Critical 

Windows RDP CVE-2019-1182 Microsoft Windows Remote Code 

Execution Vulnerability 
Critical 

Windows RDP CVE-2019-1222 Microsoft Windows Remote Code 

Execution Vulnerability 
Critical 

Windows RDP CVE-2019-1223 

Windows Remote Desktop Protocol 

(RDP) Denial-of-Service 

Vulnerability 

Important 
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Windows RDP CVE-2019-1224 

Remote Desktop Protocol Server 

Information Disclosure 

Vulnerability 

Important 

Windows RDP CVE-2019-1225 

Remote Desktop Protocol Server 

Information Disclosure 

Vulnerability 

Important 

Windows RDP CVE-2019-1226 
Microsoft Windows Remote Code 

Execution Vulnerability 
Critical 

Windows Scripting CVE-2019-1183 
Windows VBScript Engine Remote 

Code Execution Vulnerability 
Critical 

Windows Shell CVE-2019-1184 
Windows Privilege Escalation 

Vulnerability 
Important 

Windows SymCrypt CVE-2019-1171 
SymCrypt Information Disclosure 

Vulnerability 
Important 
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Recommended Mitigation Measures 

Microsoft has released security updates to fix these issues. Please download and install them as soon as possible. 

 

Appendix 

ADV190014 - Microsoft Live Accounts Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

ADV190014 

MITRE 

NVD 

CVE Title: Microsoft Live Accounts Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in Outlook Web Access (OWA) regarding a 

possible unsigned token. An attacker who successfully exploited this vulnerability could have 

access to another person's email inbox. 

To exploit this vulnerability, an attacker would first have to replace an unsigned token with a 

different one. 

This vulnerability has been mitigated for all users' Microsoft Live accounts. 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=ADV190014
https://web.nvd.nist.gov/view/vuln/detail?vulnId=ADV190014


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

FAQ: 

Does my network administrator need to do anything to protect me from this attack? 

No, Microsoft has mitigated the attack vector to protect online mailboxes from this 

vulnerability. No further action is required. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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ADV190014 

Product KB Article Severity Impact Supersedence CVSS Score Set Restart Required 

Microsoft Exchange Online  Important Elevation of Privilege  

Base: N/A 

Temporal: N/A 

Vector: N/A 

 

Microsoft Office 365  Important Elevation of Privilege  

Base: N/A 

Temporal: N/A 

Vector: N/A 

 

Outlook.com  Important Elevation of Privilege  

Base: N/A 

Temporal: N/A 

Vector: N/A 

 

CVE-2019-0714 - Windows Hyper-V Denial of Service Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

0714 

MITRE 

NVD 

CVE Title: Windows Hyper-V Denial of Service Vulnerability  

Description:  
Important 

Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0714
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0714
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

A denial of service vulnerability exists when Microsoft Hyper-V Network Switch on a host server 

fails to properly validate input from a privileged user on a guest operating system. An attacker 

who successfully exploited the vulnerability could cause the host server to crash. 

To exploit the vulnerability, an attacker who already has a privileged account on a guest operating 

system, running as a virtual machine, could run a specially crafted application that causes a host 

machine to crash. 

The update addresses the vulnerability by modifying how virtual machines access the Hyper-V 

Network Switch. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-0714 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

x64-based 

Systems Service 

Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems Service 

Pack 1 (Server 

Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-0714 

Windows 

Server 2008 R2 

for x64-based 

Systems Service 

Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-0714 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-0714 

Windows 10 for 

x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Important 

Denial 

of 

Service 

4507455 
Base: 5.8 

Temporal: 5.2 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-0714 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-0714 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems Service 

Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507452 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems Service 

Pack 2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507452 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-0715 - Windows Hyper-V Denial of Service Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

0715 

MITRE 

NVD 

CVE Title: Windows Hyper-V Denial of Service Vulnerability  

Description:  

A denial of service vulnerability exists when Microsoft Hyper-V Network Switch on a host server 

fails to properly validate input from a privileged user on a guest operating system. An attacker 

who successfully exploited the vulnerability could cause the host server to crash. 

To exploit the vulnerability, an attacker who already has a privileged account on a guest operating 

system, running as a virtual machine, could run a specially crafted application that causes a host 

machine to crash. 

The update addresses the vulnerability by modifying how virtual machines access the Hyper-V 

Network Switch. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0715
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0715
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-0715 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

x64-based 

Systems Service 

Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-0715 

Windows 

Server 2008 R2 

for x64-based 

Systems Service 

Pack 1 (Server 

Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems Service 

Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-0715 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-0715 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 for 

x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-0715 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-0715 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems Service 

Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Important 

Denial 

of 

Service 

4507452 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-0715 

Only 

 

Windows 

Server 2008 for 

x64-based 

Systems Service 

Pack 2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507452 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2019-0716 - Windows Denial of Service Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

0716 

MITRE 

NVD 

CVE Title: Windows Denial of Service Vulnerability  

Description:  

A denial of service vulnerability exists when Windows improperly handles objects in memory. An 

attacker who successfully exploited the vulnerability could cause a target system to stop 

responding. 

Important 
Denial of 

Service 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0716
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0716


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

To exploit this vulnerability, an attacker would have to log on to an affected system and run a 

specially crafted application. The vulnerability would not allow an attacker to execute code or to 

elevate user rights directly, but it could be used to cause a target system to stop responding. 

The update addresses the vulnerability by correcting how Windows handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2019-0716 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 7 for 

x64-based 

Systems Service 

Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems Service 

Pack 1 (Server 

Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-0716 

Windows 

Server 2008 R2 

for Itanium-

Based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems Service 

Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507452 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-0716 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
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CVE-2019-0716 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-0716 

Only 

 

Windows 10 for 

32-bit Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 for 

x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-0716 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4512501 

Security 
Important 

Denial 

of 

Service 

4507435 
Base: 5.8 

Temporal: 5.2 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-0716 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-0716 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Denial 

of 

Service 

4507453 
Base: 5.8 

Temporal: 5.2 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-0716 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

Itanium-Based 

Systems Service 

Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507452 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Important 

Denial 

of 

Service 

4507452 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-0716 

Only 

 

Windows 

Server 2008 for 

x64-based 

Systems Service 

Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507452 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems Service 

Pack 2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507452 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-0717 - Windows Hyper-V Denial of Service Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

0717 

MITRE 

NVD 

CVE Title: Windows Hyper-V Denial of Service Vulnerability  

Description:  

A denial of service vulnerability exists when Microsoft Hyper-V Network Switch on a host server 

fails to properly validate input from a privileged user on a guest operating system. An attacker 

who successfully exploited the vulnerability could cause the host server to crash. 

To exploit the vulnerability, an attacker who already has a privileged account on a guest operating 

system, running as a virtual machine, could run a specially crafted application that causes a host 

machine to crash. 

The update addresses the vulnerability by modifying how virtual machines access the Hyper-V 

Network Switch. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0717
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0717
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-0717 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 
Important 

Denial 

of 

Service 

4507469 
Base: 5.8 

Temporal: 5.2 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-0717 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-0718 - Windows Hyper-V Denial of Service Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

0718 

MITRE 

NVD 

CVE Title: Windows Hyper-V Denial of Service Vulnerability  

Description:  

A denial of service vulnerability exists when Microsoft Hyper-V Network Switch on a host server 

fails to properly validate input from a privileged user on a guest operating system. An attacker 

who successfully exploited the vulnerability could cause the host server to crash. 

To exploit the vulnerability, an attacker who already has a privileged account on a guest operating 

system, running as a virtual machine, could run a specially crafted application that causes a host 

machine to crash. 

The update addresses the vulnerability by modifying how virtual machines access the Hyper-V 

Network Switch. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0718
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0718
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-0718 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-0718 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-0718 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-0718 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-0718 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-0720 - Hyper-V Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

0720 

MITRE 

NVD 

CVE Title: Hyper-V Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when Windows Hyper-V Network Switch on a host 

server fails to properly validate input from an authenticated user on a guest operating system. To 

exploit the vulnerability, an attacker could run a specially crafted application on a guest operating 

system that could cause the Hyper-V host operating system to execute arbitrary code. 

An attacker who successfully exploited the vulnerability could execute arbitrary code on the host 

operating system. 

The security update addresses the vulnerability by correcting how Windows Hyper-V Network 

Switch validates guest operating system network traffic. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0720
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0720
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-0720 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-0720 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-0720 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-0720 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-0720 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-0720 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-0723 - Windows Hyper-V Denial of Service Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

0723 

MITRE 

NVD 

CVE Title: Windows Hyper-V Denial of Service Vulnerability  

Description:  

A denial of service vulnerability exists when Microsoft Hyper-V Network Switch on a host server 

fails to properly validate input from a privileged user on a guest operating system. An attacker 

who successfully exploited the vulnerability could cause the host server to crash. 

To exploit the vulnerability, an attacker who already has a privileged account on a guest operating 

system, running as a virtual machine, could run a specially crafted application that causes a host 

machine to crash. 

The update addresses the vulnerability by modifying how virtual machines access the Hyper-V 

Network Switch. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0723
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0723
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-0723 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

x64-based 

Systems Service 

Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-0723 

Windows 

Server 2008 R2 

for x64-based 

Systems Service 

Pack 1 (Server 

Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems Service 

Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-0723 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-0723 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 for 

x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-0723 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-0723 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.8 

Temporal: 5.2 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-0736 - Windows DHCP Client Remote Code Execution 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-0736 

MITRE 

NVD 

CVE Title: Windows DHCP Client Remote Code Execution Vulnerability  

Description:  

A memory corruption vulnerability exists in the Windows DHCP client when an attacker sends 

specially crafted DHCP responses to a client. An attacker who successfully exploited the 

vulnerability could run arbitrary code on the client machine. 

To exploit the vulnerability, an attacker could send specially crafted DHCP responses to a client. 

The security update addresses the vulnerability by correcting how Windows DHCP clients 

handle certain DHCP responses. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0736
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0736
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-0736 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-0736 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for Itanium-

Based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-0736 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-0736 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-0736 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-0736 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

4512507 

Security 
Critical 

Remote 

Code 

Execution 

4507450 
Base: 9.8 

Temporal: 8.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-0736 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-0736 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

Itanium-Based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

4512476 

Monthly 

Rollup 

Critical 

Remote 

Code 

Execution 

4507452 
Base: 9.8 

Temporal: 8.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
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CVE-2019-0736 

32-bit Systems 

Service Pack 2 

4512491 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-0965 - Windows Hyper-V Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

0965 

MITRE 

NVD 

CVE Title: Windows Hyper-V Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when Windows Hyper-V on a host server fails to 

properly validate input from an authenticated user on a guest operating system. To exploit the 

vulnerability, an attacker could run a specially crafted application on a guest operating system that 

could cause the Hyper-V host operating system to execute arbitrary code. 

An attacker who successfully exploited the vulnerability could execute arbitrary code on the host 

operating system. 

The security update addresses the vulnerability by correcting how Hyper-V validates guest 

operating system user input. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0965
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0965
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-0965 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 7.6 

Temporal: 6.8 

Vector: 

CVSS:3.0/AV:A/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4512501 

Security 
Critical 

Remote 

Code 

Execution 

4507435 
Base: 7.6 

Temporal: 6.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-0965 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:A/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.6 

Temporal: 6.8 

Vector: 

CVSS:3.0/AV:A/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.6 

Temporal: 6.8 

Vector: 

CVSS:3.0/AV:A/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.6 

Temporal: 6.8 

Vector: 

CVSS:3.0/AV:A/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.6 

Temporal: 6.8 

Vector: 

CVSS:3.0/AV:A/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.6 

Temporal: 6.8 

Vector: 

CVSS:3.0/AV:A/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-0965 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.6 

Temporal: 6.8 

Vector: 

CVSS:3.0/AV:A/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2019-1030 - Microsoft Edge Information Disclosure Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1030 

MITRE 

NVD 

CVE Title: Microsoft Edge Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists when Microsoft Edge improperly handles objects in 

memory. An attacker who successfully exploited the vulnerability could obtain information to 

further compromise the userâ€™s system. 

To exploit the vulnerability, in a web-based attack scenario, an attacker could host a website in an 

attempt to exploit the vulnerability. In addition, compromised websites and websites that accept or 

host user-provided content could contain specially crafted content that could exploit the 

vulnerability. However, in all cases an attacker would have no way to force a user to view the 

Important 
Information 

Disclosure 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1030
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1030
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

attacker-controlled content. Instead, an attacker would have to convince a user to take action. For 

example, an attacker could trick a user into clicking a link that takes the user to the attacker's site. 

The update addresses the vulnerability by modifying how Microsoft Edge handles objects in 

memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability by bypassing a security feature that is built in to prevent cookies from being read is 

cookies data and cached sessions. By reading a session cookie, an attacker would be able to sign 

into the victimâ€™s accounts on a different computer. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1030 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Microsoft 

Edge on 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 
Information 

Disclosure 
4507458 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

for x64-

4512497 

Security 

Update 

 

Important 
Information 

Disclosure 
4507458 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-1030 

based 

Systems 

Microsoft 

Edge on 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Low 
Information 

Disclosure 
4507460 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 

1607 for 32-

bit Systems 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 

1607 for 

x64-based 

Systems 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1030 

1703 for 32-

bit Systems 

Microsoft 

Edge on 

Windows 10 

Version 

1703 for 

x64-based 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 

1709 for 32-

bit Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 

1709 for 

x64-based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1030 

Microsoft 

Edge on 

Windows 10 

Version 

1803 for 32-

bit Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 

1803 for 

x64-based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 

1803 for 

ARM64-

based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

4511553 

Security 
Important 

Information 

Disclosure 
4507469 

Base: 4.3 

Temporal: 3.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1030 

Windows 10 

Version 

1809 for 32-

bit Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge on 

Windows 10 

Version 

1809 for 

x64-based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 

1809 for 

ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Low 
Information 

Disclosure 
4507469 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1030 

Microsoft 

Edge on 

Windows 10 

Version 

1709 for 

ARM64-

based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 

1903 for 32-

bit Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 

1903 for 

x64-based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

4512508 

Security 
Important 

Information 

Disclosure 
4507453 

Base: 4.3 

Temporal: 3.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1030 

Windows 10 

Version 

1903 for 

ARM64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

CVE-2019-1057 - MS XML Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1057 

MITRE 

NVD 

CVE Title: MS XML Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when the Microsoft XML Core Services MSXML 

parser processes user input. An attacker who successfully exploited the vulnerability could run 

malicious code remotely to take control of the userâ€™s system. 

To exploit the vulnerability, an attacker could host a specially crafted website designed to invoke 

MSXML through a web browser. However, an attacker would have no way to force a user to visit 

such a website. Instead, an attacker would typically have to convince a user to either click a link in 

an email message or instant message that would then take the user to the website. When Internet 

Important 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1057
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1057
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Explorer parses the XML content, an attacker could run malicious code remotely to take control of 

the userâ€™s system. 

The update addresses the vulnerability by correcting how the MSXML parser processes user input. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2019-1057 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 

1 (Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1057 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1057 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507462 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507462 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
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CVE-2019-1057 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Important 

Remote 

Code 

Execution 

4507448 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1057 

Only 

 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1057 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4512501 

Security 
Important 

Remote 

Code 

Execution 

4507435 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1057 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1057 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Remote 

Code 

Execution 

4507453 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1057 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

4512476 

Monthly 

Rollup 

4512491 

Security 

Important 

Remote 

Code 

Execution 

4507452 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1057 

Service Pack 

2 

Only 

 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1078 - Microsoft Graphics Component Information Disclosure 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-

1078 

MITRE 

NVD 

CVE Title: Microsoft Graphics Component Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists when the Windows Graphics component 

improperly handles objects in memory. An attacker who successfully exploited this vulnerability 

could obtain information to further compromise the userâ€™s system. 

An authenticated attacker could exploit this vulnerability by running a specially crafted 

application. 

The update addresses the vulnerability by correcting how the Windows Graphics Component 

handles objects in memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

Important 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1078
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1078
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is memory layout - the vulnerability allows an attacker to collect information that 

facilitates predicting addressing of the memory. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2019-1078 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1078 

Core 

installation) 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

4512476 

Monthly 

Rollup 

4512491 

Security 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1078 

Core 

installation) 

Only 

 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507462 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507462 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
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CVE-2019-1078 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1078 

Only 

 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 
Information 

Disclosure 
4507458 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 
Information 

Disclosure 
4507458 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1078 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4512501 

Security 
Important 

Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1078 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

4511553 

Security 
Important 

Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1078 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1078 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1078 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1131 - Chakra Scripting Engine Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1131 

MITRE 

NVD 

CVE Title: Chakra Scripting Engine Memory Corruption Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the Chakra scripting engine handles 

objects in memory in Microsoft Edge. The vulnerability could corrupt memory in such a way that 

an attacker could execute arbitrary code in the context of the current user. An attacker who 

successfully exploited the vulnerability could gain the same user rights as the current user. If the 

current user is logged on with administrative user rights, an attacker who successfully exploited the 

vulnerability could take control of an affected system. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed to 

exploit the vulnerability through Microsoft Edge and then convince a user to view the website. The 

attacker could also take advantage of compromised websites and websites that accept or host user-

provided content or advertisements. These websites could contain specially crafted content that 

could exploit the vulnerability. 

The security update addresses the vulnerability by modifying how the Chakra scripting engine 

handles objects in memory. 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1131
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1131
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1131 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2019-1131 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1803 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1131 

for x64-based 

Systems 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

4511553 

Security 
Critical 

Remote 

Code 

Execution 

4507469 
Base: 4.2 

Temporal: 3.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1131 

Version 1809 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge on 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1131 

for x64-based 

Systems 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

ChakraCore 

Release 

Notes 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Maybe 

CVE-2019-1133 - Scripting Engine Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

CVE Title: Scripting Engine Memory Corruption Vulnerability  

Description:  
Critical 

Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

1133 

MITRE 

NVD 

A remote code execution vulnerability exists in the way that the scripting engine handles objects in 

memory in Internet Explorer. The vulnerability could corrupt memory in such a way that an 

attacker could execute arbitrary code in the context of the current user. An attacker who 

successfully exploited the vulnerability could gain the same user rights as the current user. If the 

current user is logged on with administrative user rights, an attacker who successfully exploited the 

vulnerability could take control of an affected system. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed to 

exploit the vulnerability through Internet Explorer and then convince a user to view the website. An 

attacker could also embed an ActiveX control marked "safe for initialization" in an application or 

Microsoft Office document that hosts the IE rendering engine. The attacker could also take 

advantage of compromised websites and websites that accept or host user-provided content or 

advertisements. These websites could contain specially crafted content that could exploit the 

vulnerability. 

The security update addresses the vulnerability by modifying how the scripting engine handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1133
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1133


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1133 

Product KB Article Severity Impact Supersedence CVSS Score Set 
Restart 

Required 

Internet 

Explorer 9 

on 

Windows 

4512476 

Monthly 

Rollup 

4511872 IE 

Moderate 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
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CVE-2019-1133 

Server 2008 

for 32-bit 

Systems 

Service 

Pack 2 

Cumulative 

 

Internet 

Explorer 9 

on 

Windows 

Server 2008 

for x64-

based 

Systems 

Service 

Pack 2 

4512476 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Moderate 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 7 

for 32-bit 

Systems 

Service 

Pack 1 

4512506 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Critical 

Remote 

Code 

Execution 

4507434 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1133 

Internet 

Explorer 11 

on 

Windows 7 

for x64-

based 

Systems 

Service 

Pack 1 

4512506 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Critical 

Remote 

Code 

Execution 

4507434 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service 

Pack 1 

4512506 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Moderate 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

4511872 IE 

Cumulative 

 

Moderate 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
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CVE-2019-1133 

Windows 

Server 2012 

Internet 

Explorer 11 

on 

Windows 

8.1 for 32-

bit systems 

4512488 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Critical 

Remote 

Code 

Execution 

4507434 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

8.1 for x64-

based 

systems 

4512488 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Critical 

Remote 

Code 

Execution 

4507434 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Moderate 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
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CVE-2019-1133 

Internet 

Explorer 11 

on 

Windows 

RT 8.1 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 for 32-

bit Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 for x64-

based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4507460 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1133 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1607 for 

32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1607 for 

x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1703 for 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1133 

32-bit 

Systems 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1703 for 

x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1709 for 

32-bit 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1133 

1709 for 

x64-based 

Systems 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1803 for 

32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1803 for 

x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1133 

10 Version 

1803 for 

ARM64-

based 

Systems 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1809 for 

32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1809 for 

x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1133 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1809 for 

ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4507469 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1709 for 

ARM64-

based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1133 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1903 for 

32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1903 for 

x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1903 for 

ARM64-

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1133 

based 

Systems 

Internet 

Explorer 10 

on 

Windows 

Server 2012 

4512518 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Moderate 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2019-1139 - Chakra Scripting Engine Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1139 

MITRE 

NVD 

CVE Title: Chakra Scripting Engine Memory Corruption Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the Chakra scripting engine handles 

objects in memory in Microsoft Edge. The vulnerability could corrupt memory in such a way that 

an attacker could execute arbitrary code in the context of the current user. An attacker who 

successfully exploited the vulnerability could gain the same user rights as the current user. If the 

current user is logged on with administrative user rights, an attacker who successfully exploited the 

Critical 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1139
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1139
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

vulnerability could take control of an affected system. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed to 

exploit the vulnerability through Microsoft Edge and then convince a user to view the website. The 

attacker could also take advantage of compromised websites and websites that accept or host user-

provided content or advertisements. These websites could contain specially crafted content that 

could exploit the vulnerability. 

The security update addresses the vulnerability by modifying how the Chakra scripting engine 

handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1139 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Microsoft 

Edge on 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4507460 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1139 

Microsoft 

Edge on 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1703 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1139 

for x64-based 

Systems 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

4512501 

Security 
Critical 

Remote 

Code 

Execution 

4507435 
Base: 4.2 

Temporal: 3.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1139 

Version 1803 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1139 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1139 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

ChakraCore 

Release 

Notes 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Maybe 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1140 - Chakra Scripting Engine Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1140 

MITRE 

NVD 

CVE Title: Chakra Scripting Engine Memory Corruption Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the Chakra scripting engine handles 

objects in memory in Microsoft Edge. The vulnerability could corrupt memory in such a way that 

an attacker could execute arbitrary code in the context of the current user. An attacker who 

successfully exploited the vulnerability could gain the same user rights as the current user. If the 

current user is logged on with administrative user rights, an attacker who successfully exploited the 

vulnerability could take control of an affected system. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed to 

exploit the vulnerability through Microsoft Edge and then convince a user to view the website. The 

attacker could also take advantage of compromised websites and websites that accept or host user-

provided content or advertisements. These websites could contain specially crafted content that 

could exploit the vulnerability. 

The security update addresses the vulnerability by modifying how the Chakra scripting engine 

handles objects in memory. 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1140
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1140
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1140 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2019-1140 

Microsoft 

Edge on 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4507460 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

4512517 

Security 
Critical 

Remote 

Code 

Execution 

4507460 
Base: 4.2 

Temporal: 3.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1140 

Version 1607 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge on 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1140 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1803 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1140 

for ARM64-

based Systems 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

4511553 

Security 
Moderate 

Remote 

Code 

Execution 

4507469 
Base: 4.2 

Temporal: 3.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1140 

Windows 

Server 2019 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

4512508 

Security 
Critical 

Remote 

Code 

Execution 

4507453 
Base: 4.2 

Temporal: 3.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1140 

Version 1903 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

ChakraCore 

Release 

Notes 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

CVE-2019-1141 - Chakra Scripting Engine Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1141 

MITRE 

NVD 

CVE Title: Chakra Scripting Engine Memory Corruption Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the Chakra scripting engine handles 

objects in memory in Microsoft Edge. The vulnerability could corrupt memory in such a way that 

an attacker could execute arbitrary code in the context of the current user. An attacker who 

successfully exploited the vulnerability could gain the same user rights as the current user. If the 

current user is logged on with administrative user rights, an attacker who successfully exploited the 

Critical 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1141
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1141
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

vulnerability could take control of an affected system. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed to 

exploit the vulnerability through Microsoft Edge and then convince a user to view the website. The 

attacker could also take advantage of compromised websites and websites that accept or host user-

provided content or advertisements. These websites could contain specially crafted content that 

could exploit the vulnerability. 

The security update addresses the vulnerability by modifying how the Chakra scripting engine 

handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1141 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1809 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1141 

for ARM64-

based Systems 

Microsoft 

Edge on 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1141 

for ARM64-

based Systems 

ChakraCore 

Release 

Notes 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

CVE-2019-1143 - Windows Graphics Component Information Disclosure 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-

1143 

MITRE 

NVD 

CVE Title: Windows Graphics Component Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists when the Windows GDI component improperly 

discloses the contents of its memory. An attacker who successfully exploited the vulnerability 

could obtain information to further compromise a userâ€™s system. 

Important 
Information 

Disclosure 

https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1143
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1143
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

There are multiple ways an attacker could exploit the vulnerability, such as by convincing a user 

to open a specially crafted document or by convincing a user to visit an untrusted webpage. 

The update addresses the vulnerability by correcting how the Windows GDI component handles 

objects in memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is uninitialized memory. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1143 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

4512486 

Security 
Important 

Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
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CVE-2019-1143 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

Only 

4512506 

Monthly 

Rollup 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1143 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507462 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507462 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1143 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 
Important 

Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1143 

Rollup 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 
Information 

Disclosure 
4507458 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 
Information 

Disclosure 
4507458 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

4512517 

Security 
Important 

Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1143 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1143 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1143 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Important 

Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1143 

for ARM64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

4512476 

Monthly 
Important 

Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
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CVE-2019-1143 

for Itanium-

Based 

Systems 

Service Pack 

2 

Rollup 

4512491 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

4512476 

Monthly 

Rollup 

4512491 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1143 

Service Pack 

2 (Server 

Core 

installation) 

Security 

Only 

 

CVE-2019-1144 - Microsoft Graphics Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1144 

MITRE 

NVD 

CVE Title: Microsoft Graphics Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when the Windows font library improperly handles 

specially crafted embedded fonts. An attacker who successfully exploited the vulnerability could 

take control of the affected system. An attacker could then install programs; view, change, or delete 

data; or create new accounts with full user rights. Users whose accounts are configured to have 

fewer user rights on the system could be less impacted than users who operate with administrative 

user rights. 

There are multiple ways an attacker could exploit the vulnerability: 

Critical 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1144
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1144
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 In a web-based attack scenario, an attacker could host a specially crafted website that is 

designed to exploit the vulnerability and then convince users to view the website. An 

attacker would have no way to force users to view the attacker-controlled content. Instead, 

an attacker would have to convince users to take action, typically by getting them to click a 

link in an email or instant message that takes users to the attacker's website, or by opening 

an attachment sent through email. 

 In a file-sharing attack scenario, an attacker could provide a specially crafted document file 

designed to exploit the vulnerability and then convince users to open the document file. 

The security update addresses the vulnerability by correcting how the Windows font library handles 

embedded fonts. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1144 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1144 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for Itanium-

Based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1144 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1144 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1144 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1144 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

4512507 

Security 
Critical 

Remote 

Code 

Execution 

4507450 
Base: 8.8 

Temporal: 7.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1144 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1144 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1144 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Critical 

Remote 

Code 

Execution 

4507453 
Base: 8.8 

Temporal: 7.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1144 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

Itanium-Based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1144 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1145 - Microsoft Graphics Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1145 

MITRE 

NVD 

CVE Title: Microsoft Graphics Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when the Windows font library improperly handles 

specially crafted embedded fonts. An attacker who successfully exploited the vulnerability could 

take control of the affected system. An attacker could then install programs; view, change, or delete 

data; or create new accounts with full user rights. Users whose accounts are configured to have 

fewer user rights on the system could be less impacted than users who operate with administrative 

user rights. 

There are multiple ways an attacker could exploit the vulnerability: 

 In a web-based attack scenario, an attacker could host a specially crafted website that is 

designed to exploit the vulnerability and then convince users to view the website. An 

attacker would have no way to force users to view the attacker-controlled content. Instead, 

an attacker would have to convince users to take action, typically by getting them to click a 

link in an email or instant message that takes users to the attacker's website, or by opening 

an attachment sent through email. 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1145
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1145
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 In a file-sharing attack scenario, an attacker could provide a specially crafted document file 

designed to exploit the vulnerability and then convince users to open the document file. 

The security update addresses the vulnerability by correcting how the Windows font library handles 

embedded fonts. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1145 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1145 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for Itanium-

Based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1145 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1145 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1145 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1145 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Critical 

Remote 

Code 

Execution 

4507455 
Base: 8.8 

Temporal: 7.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1145 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1145 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Critical 

Remote 

Code 

Execution 

4507455 
Base: 8.8 

Temporal: 7.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1145 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

Itanium-Based 

4512476 

Monthly 

Rollup 

4512491 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1145 

Systems 

Service Pack 2 

Security 

Only 

 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1145 

(Server Core 

installation) 

Only 

 

CVE-2019-1146 - Jet Database Engine Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1146 

MITRE 

NVD 

CVE Title: Jet Database Engine Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when the Windows Jet Database Engine 

improperly handles objects in memory. An attacker who successfully exploited this 

vulnerability could execute arbitrary code on a victim system. 

An attacker could exploit this vulnerability by enticing a victim to open a specially crafted file. 

The update addresses the vulnerability by correcting the way the Windows Jet Database Engine 

handles objects in memory. 

 

FAQ: 

Are Active Directory and Exchange Server affected by this vulnerability? 

No, Active Directory and Exchange Server are not affected. 

Important 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1146
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1146
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1146 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 



 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1146 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1146 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1146 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
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CVE-2019-1146 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1146 

Only 

 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1146 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507450 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507450 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4512501 

Security 
Important 

Remote 

Code 

Execution 

4507435 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1146 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1146 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Remote 

Code 

Execution 

4507453 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1146 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1146 

Only 

 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1147 - Jet Database Engine Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1147 

MITRE 

NVD 

CVE Title: Jet Database Engine Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when the Windows Jet Database Engine 

improperly handles objects in memory. An attacker who successfully exploited this 

vulnerability could execute arbitrary code on a victim system. 

An attacker could exploit this vulnerability by enticing a victim to open a specially crafted file. 

The update addresses the vulnerability by correcting the way the Windows Jet Database Engine 

handles objects in memory. 

 

FAQ: 

Are Active Directory and Exchange Server affected by this vulnerability? 

No, Active Directory and Exchange Server are not affected. 

 

 

Mitigations: 

None  

Workarounds: 

Important 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1147
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1147
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1147 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1147 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1147 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1147 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1147 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-1147 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

4512507 

Security 
Important 

Remote 

Code 

Execution 

4507450 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1147 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507450 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1147 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1147 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Remote 

Code 

Execution 

4507453 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1147 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1147 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1148 - Microsoft Graphics Component Information Disclosure 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-

1148 

MITRE 

NVD 

CVE Title: Microsoft Graphics Component Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists when the Microsoft Windows Graphics 

Component improperly handles objects in memory. An attacker who successfully exploited the 

vulnerability could obtain information to further compromise the userâ€™s system. 

To exploit this vulnerability, an attacker would have to log on to an affected system and run a 

specially crafted application. 

The update addresses the vulnerability by correcting the way in which the Windows Graphics 

Component handles objects in memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

Important 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1148
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1148
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is memory layout - the vulnerability allows an attacker to collect information that 

facilitates predicting addressing of the memory. 

 

Is the Preview Pane an attack vector for this vulnerability? 

No, the Preview Pane is not an attack vector. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1148 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

4512486 

Security 
Important 

Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
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CVE-2019-1148 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

Only 

4512506 

Monthly 

Rollup 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1148 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507462 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507462 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1148 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 
Important 

Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1148 

Rollup 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 
Information 

Disclosure 
4507458 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 
Information 

Disclosure 
4507458 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

4512517 

Security 
Important 

Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1148 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1148 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1148 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1148 

Microsoft 

Office 2019 

for Mac 

Release 

Notes 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1148 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

4512476 

Monthly 

Rollup 

4512491 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1148 

Service Pack 

2 

Security 

Only 

 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

CVE-2019-1149 - Microsoft Graphics Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1149 

CVE Title: Microsoft Graphics Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when the Windows font library improperly handles 

specially crafted embedded fonts. An attacker who successfully exploited the vulnerability could 

Critical 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

MITRE 

NVD 

take control of the affected system. An attacker could then install programs; view, change, or delete 

data; or create new accounts with full user rights. Users whose accounts are configured to have 

fewer user rights on the system could be less impacted than users who operate with administrative 

user rights. 

There are multiple ways an attacker could exploit the vulnerability: 

 In a web-based attack scenario, an attacker could host a specially crafted website that is 

designed to exploit the vulnerability and then convince users to view the website. An 

attacker would have no way to force users to view the attacker-controlled content. Instead, 

an attacker would have to convince users to take action, typically by getting them to click a 

link in an email or instant message that takes users to the attacker's website, or by opening 

an attachment sent through email. 

 In a file-sharing attack scenario, an attacker could provide a specially crafted document file 

designed to exploit the vulnerability and then convince users to open the document file. 

The security update addresses the vulnerability by correcting how the Windows font library handles 

embedded fonts. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1149
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1149
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

No, the Preview Pane is not an attack vector. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1149 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2019-1149 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1149 

Windows 

Server 2008 R2 

for Itanium-

Based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1149 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
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CVE-2019-1149 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1149 

Only 

 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1149 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4512501 

Security 
Critical 

Remote 

Code 

Execution 

4507435 
Base: 8.8 

Temporal: 7.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1149 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1149 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Microsoft 

Office 2019 for 

Mac 

Release 

Notes 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1149 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

Itanium-Based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1149 

Only 

 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1150 - Microsoft Graphics Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1150 

MITRE 

NVD 

CVE Title: Microsoft Graphics Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when the Windows font library improperly handles 

specially crafted embedded fonts. An attacker who successfully exploited the vulnerability could 

take control of the affected system. An attacker could then install programs; view, change, or delete 

data; or create new accounts with full user rights. Users whose accounts are configured to have 

fewer user rights on the system could be less impacted than users who operate with administrative 

user rights. 

There are multiple ways an attacker could exploit the vulnerability: 

 In a web-based attack scenario, an attacker could host a specially crafted website that is 

designed to exploit the vulnerability and then convince users to view the website. An 

attacker would have no way to force users to view the attacker-controlled content. Instead, 

an attacker would have to convince users to take action, typically by getting them to click a 

link in an email or instant message that takes users to the attacker's website, or by opening 

an attachment sent through email. 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1150
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1150
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 In a file-sharing attack scenario, an attacker could provide a specially crafted document file 

designed to exploit the vulnerability and then convince users to open the document file. 

The security update addresses the vulnerability by correcting how the Windows font library handles 

embedded fonts. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1150 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1150 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for Itanium-

Based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1150 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1150 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1150 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1150 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Critical 

Remote 

Code 

Execution 

4507455 
Base: 8.8 

Temporal: 7.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1150 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1150 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Critical 

Remote 

Code 

Execution 

4507455 
Base: 8.8 

Temporal: 7.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1150 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

Itanium-Based 

4512476 

Monthly 

Rollup 

4512491 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1150 

Systems 

Service Pack 2 

Security 

Only 

 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1150 

(Server Core 

installation) 

Only 

 

CVE-2019-1151 - Microsoft Graphics Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1151 

MITRE 

NVD 

CVE Title: Microsoft Graphics Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when the Windows font library improperly handles 

specially crafted embedded fonts. An attacker who successfully exploited the vulnerability could 

take control of the affected system. An attacker could then install programs; view, change, or delete 

data; or create new accounts with full user rights. Users whose accounts are configured to have 

fewer user rights on the system could be less impacted than users who operate with administrative 

user rights. 

There are multiple ways an attacker could exploit the vulnerability: 

 In a web-based attack scenario, an attacker could host a specially crafted website that is 

designed to exploit the vulnerability and then convince users to view the website. An 

attacker would have no way to force users to view the attacker-controlled content. Instead, 

Critical 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1151
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1151
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

an attacker would have to convince users to take action, typically by getting them to click a 

link in an email or instant message that takes users to the attacker's website, or by opening 

an attachment sent through email. 

 In a file-sharing attack scenario, an attacker could provide a specially crafted document file 

designed to exploit the vulnerability and then convince users to open the document file. 

The security update addresses the vulnerability by correcting how the Windows font library handles 

embedded fonts. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

No, the Preview Pane is not an attack vector. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1151 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1151 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 

1 (Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1151 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1151 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1151 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-1151 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

4512507 

Security 
Critical 

Remote 

Code 

Execution 

4507450 
Base: 8.8 

Temporal: 7.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1151 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1151 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1151 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Microsoft 

Office 2019 

for Mac 

Release 

Notes 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1151 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

4512476 

Monthly 

Rollup 

Critical 

Remote 

Code 

Execution 

4507452 
Base: 8.8 

Temporal: 7.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
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CVE-2019-1151 

Systems 

Service Pack 

2 

4512491 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1152 - Microsoft Graphics Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1152 

MITRE 

NVD 

CVE Title: Microsoft Graphics Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when the Windows font library improperly handles 

specially crafted embedded fonts. An attacker who successfully exploited the vulnerability could 

take control of the affected system. An attacker could then install programs; view, change, or delete 

data; or create new accounts with full user rights. Users whose accounts are configured to have 

fewer user rights on the system could be less impacted than users who operate with administrative 

user rights. 

There are multiple ways an attacker could exploit the vulnerability: 

 In a web-based attack scenario, an attacker could host a specially crafted website that is 

designed to exploit the vulnerability and then convince users to view the website. An 

attacker would have no way to force users to view the attacker-controlled content. Instead, 

an attacker would have to convince users to take action, typically by getting them to click a 

link in an email or instant message that takes users to the attacker's website, or by opening 

an attachment sent through email. 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1152
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1152
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 In a file-sharing attack scenario, an attacker could provide a specially crafted document file 

designed to exploit the vulnerability and then convince users to open the document file. 

The security update addresses the vulnerability by correcting how the Windows font library handles 

embedded fonts. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1152 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1152 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for Itanium-

Based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1152 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1152 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1152 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1152 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Critical 

Remote 

Code 

Execution 

4507455 
Base: 8.8 

Temporal: 7.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1152 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1152 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Critical 

Remote 

Code 

Execution 

4507455 
Base: 8.8 

Temporal: 7.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1152 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

Itanium-Based 

4512476 

Monthly 

Rollup 

4512491 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1152 

Systems 

Service Pack 2 

Security 

Only 

 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 8.8 

Temporal: 7.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1152 

(Server Core 

installation) 

Only 

 

CVE-2019-1153 - Microsoft Graphics Component Information Disclosure 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-

1153 

MITRE 

NVD 

CVE Title: Microsoft Graphics Component Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists when the Microsoft Windows Graphics 

Component improperly handles objects in memory. An attacker who successfully exploited the 

vulnerability could obtain information to further compromise the userâ€™s system. 

To exploit this vulnerability, an attacker would have to log on to an affected system and run a 

specially crafted application. 

The update addresses the vulnerability by correcting the way in which the Windows Graphics 

Component handles objects in memory. 

 

FAQ: 

Important 
Information 

Disclosure 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1153
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1153
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is uninitialized memory. 

 

Is the Preview Pane an attack vector for this vulnerability? 

No, the Preview Pane is not an attack vector. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1153 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

4512486 

Security 
Important 

Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
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CVE-2019-1153 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

Only 

4512506 

Monthly 

Rollup 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1153 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507462 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507462 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1153 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 
Important 

Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1153 

Rollup 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 
Information 

Disclosure 
4507458 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 
Information 

Disclosure 
4507458 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

4512517 

Security 
Important 

Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1153 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1153 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1153 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1153 

Microsoft 

Office 2019 

for Mac 

Release 

Notes 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1153 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

4512476 

Monthly 

Rollup 

4512491 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1153 

Service Pack 

2 

Security 

Only 

 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

CVE-2019-1154 - Windows Graphics Component Information Disclosure 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-

1154 

CVE Title: Windows Graphics Component Information Disclosure Vulnerability  

Description:  
Important 

Information 

Disclosure 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

MITRE 

NVD 

An information disclosure vulnerability exists when the Windows GDI component improperly 

discloses the contents of its memory. An attacker who successfully exploited the vulnerability 

could obtain information to further compromise a userâ€™s system. 

There are multiple ways an attacker could exploit the vulnerability, such as by convincing a user 

to open a specially crafted document or by convincing a user to visit an untrusted webpage. 

The update addresses the vulnerability by correcting how the Windows GDI component handles 

objects in memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is memory layout - the vulnerability allows an attacker to collect information that 

facilitates predicting addressing of the memory. 

 

 

Mitigations: 

None  

Workarounds: 

None  

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1154
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1154
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1154 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1154 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1154 

Service Pack 

1 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

4512476 

Monthly 

Rollup 

4512491 

Security 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1154 

Service Pack 

2 

Only 

 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1154 

Core 

installation) 

CVE-2019-1155 - Jet Database Engine Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1155 

MITRE 

NVD 

CVE Title: Jet Database Engine Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when the Windows Jet Database Engine 

improperly handles objects in memory. An attacker who successfully exploited this 

vulnerability could execute arbitrary code on a victim system. 

An attacker could exploit this vulnerability by enticing a victim to open a specially crafted file. 

The update addresses the vulnerability by correcting the way the Windows Jet Database Engine 

handles objects in memory. 

 

FAQ: 

Are Active Directory and Exchange Server affected by this vulnerability? 

No, Active Directory and Exchange Server are not affected. 

Important 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1155
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1155
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1155 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2019-1155 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1155 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1155 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
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CVE-2019-1155 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Microsoft 

Office 2010 

Service Pack 2 

(32-bit 

editions) 

4475506 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4464567 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://www.microsoft.com/download/details.aspx?id=100096
https://www.microsoft.com/download/details.aspx?id=100096
https://www.microsoft.com/download/details.aspx?id=100096
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CVE-2019-1155 

Microsoft 

Office 2010 

Service Pack 2 

(64-bit 

editions) 

4475506 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4464567 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Microsoft 

Office 2013 

Service Pack 1 

(32-bit 

editions) 

4464599 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4464561 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft 

Office 2013 

Service Pack 1 

(64-bit 

editions) 

4464599 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4464561 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/download/details.aspx?id=100088
https://www.microsoft.com/download/details.aspx?id=100088
https://www.microsoft.com/download/details.aspx?id=100088
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://www.microsoft.com/download/details.aspx?id=100087
https://www.microsoft.com/download/details.aspx?id=100087
https://www.microsoft.com/download/details.aspx?id=100087
https://www.microsoft.com/download/details.aspx?id=100086
https://www.microsoft.com/download/details.aspx?id=100086
https://www.microsoft.com/download/details.aspx?id=100086


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1155 

Microsoft 

Office 2013 

RT Service 

Pack 1 

4464599 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4464561 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Microsoft 

Office 2016 

(32-bit 

edition) 

4475538 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4464551 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft 

Office 2016 

(64-bit 

edition) 

4475538 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4464551 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Windows 

Server 2016 

4512517 

Security 
Important 

Remote 

Code 

Execution 

4507460 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://www.microsoft.com/download/details.aspx?id=100108
https://www.microsoft.com/download/details.aspx?id=100108
https://www.microsoft.com/download/details.aspx?id=100108
https://www.microsoft.com/download/details.aspx?id=100092
https://www.microsoft.com/download/details.aspx?id=100092
https://www.microsoft.com/download/details.aspx?id=100092
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1155 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507450 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507450 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1155 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1155 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 
Important 

Remote 

Code 

Execution 

4507469 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1155 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Microsoft 

Office 2019 

for 32-bit 

editions 

Click to 

Run 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Microsoft 

Office 2019 

for 64-bit 

editions 

Click to 

Run 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Office 365 

ProPlus for 

32-bit Systems 

Click to 

Run 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Office 365 

ProPlus for 

64-bit Systems 

Click to 

Run 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1155 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1155 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1155 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2019-1156 - Jet Database Engine Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1156 

MITRE 

NVD 

CVE Title: Jet Database Engine Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when the Windows Jet Database Engine 

improperly handles objects in memory. An attacker who successfully exploited this 

vulnerability could execute arbitrary code on a victim system. 

An attacker could exploit this vulnerability by enticing a victim to open a specially crafted file. 

The update addresses the vulnerability by correcting the way the Windows Jet Database Engine 

handles objects in memory. 

Important 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1156
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1156
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

FAQ: 

Are Active Directory and Exchange Server affected by this vulnerability? 

No, Active Directory and Exchange Server are not affected. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2019-1156 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1156 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1156 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
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CVE-2019-1156 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1156 

Only 

 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1156 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507450 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507450 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4512501 

Security 
Important 

Remote 

Code 

Execution 

4507435 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1156 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1156 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Remote 

Code 

Execution 

4507453 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1156 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1156 

Only 

 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1157 - Jet Database Engine Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1157 

MITRE 

NVD 

CVE Title: Jet Database Engine Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists when the Windows Jet Database Engine 

improperly handles objects in memory. An attacker who successfully exploited this 

vulnerability could execute arbitrary code on a victim system. 

An attacker could exploit this vulnerability by enticing a victim to open a specially crafted file. 

The update addresses the vulnerability by correcting the way the Windows Jet Database Engine 

handles objects in memory. 

 

FAQ: 

Are Active Directory and Exchange Server affected by this vulnerability? 

No, Active Directory and Exchange Server are not affected. 

 

 

Mitigations: 

None  

Workarounds: 

Important 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1157
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1157
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1157 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1157 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1157 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1157 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1157 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-1157 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

4512507 

Security 
Important 

Remote 

Code 

Execution 

4507450 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1157 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507450 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1157 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1157 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Remote 

Code 

Execution 

4507453 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1157 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1157 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Remote 

Code 

Execution 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1158 - Windows Graphics Component Information Disclosure 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-

1158 

MITRE 

NVD 

CVE Title: Windows Graphics Component Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists when the Windows GDI component improperly 

discloses the contents of its memory. An attacker who successfully exploited the vulnerability 

could obtain information to further compromise a userâ€™s system. 

There are multiple ways an attacker could exploit the vulnerability, such as by convincing a user 

to open a specially crafted document or by convincing a user to visit an untrusted webpage. 

The update addresses the vulnerability by correcting how the Windows GDI component handles 

objects in memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is uninitialized memory. 

Important 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1158
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1158
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1158 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 

for 32-bit 

4512486 

Security 
Important 

Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
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CVE-2019-1158 

Systems 

Service Pack 

1 

Only 

4512506 

Monthly 

Rollup 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

4512486 

Security 
Important 

Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
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CVE-2019-1158 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

Only 

4512506 

Monthly 

Rollup 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 
Important 

Information 

Disclosure 
4507462 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
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CVE-2019-1158 

Only 

4512518 

Monthly 

Rollup 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507462 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1158 

Security 

Only 

 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1158 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 
Information 

Disclosure 
4507458 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 
Information 

Disclosure 
4507458 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 
Important 

Information 

Disclosure 
4507460 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1158 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1158 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1158 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1158 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

4512476 

Monthly 
Important 

Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
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CVE-2019-1158 

for 32-bit 

Systems 

Service Pack 

2 

Rollup 

4512491 

Security 

Only 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1159 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1159 

MITRE 

NVD 

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle 

objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary 

code in kernel mode. An attacker could then install programs; view, change, or delete data; or create 

new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker could 

then run a specially crafted application to take control of an affected system. 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1159
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1159
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1159 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1159 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1159 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1159 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1159 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-1159 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

4512507 

Security 
Important 

Elevation 

of 

Privilege 

4507450 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1159 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1159 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1159 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1159 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1159 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1161 - Microsoft Defender Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1161 

MITRE 

NVD 

CVE Title: Microsoft Defender Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the MpSigStub.exe for Defender allows file 

deletion in arbitrary locations. 

To exploit the vulnerability, an attacker would first have to log on to the system. An attacker could 

then run a specially crafted command that could exploit the vulnerability and delete protected files on 

an affected system once MpSigStub.exe ran again. 

The update addresses the vulnerability and blocks the arbitrary deletion. 

 

FAQ: 

References Identification 

Last version of the MpSigStub.exe affected by this 

vulnerability 

1.1.15800.1(mocamp) and 1.1.15500.2(rest of 

the world) 

First version of the MpSigStub.exe with this 

vulnerability addressed 
Version 1.1.16200.1 

Why is no action required to install this update? 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1161
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1161
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

In response to a constantly changing threat landscape, Microsoft frequently updates malware 

definitions and the Microsoft Malware Protection Engine. In order to be effective in helping protect 

against new and prevalent threats, antimalware software must be kept up to date with these updates in 

a timely manner. 

For enterprise deployments as well as end users, the default configuration in Microsoft antimalware 

software helps ensure that malware definitions and the Microsoft Malware Protection Engine are kept 

up to date automatically. Product documentation also recommends that products are configured for 

automatic updating. 

Best practices recommend that customers regularly verify whether software distribution, such as the 

automatic deployment of Microsoft Malware Protection Engine updates and malware definitions, is 

working as expected in their environment. 

How often are the malware definitions updated? 

Microsoft also typically updates the malware definitions three times daily and can increase the 

frequency when needed. 

Depending on which Microsoft antimalware software is used and how it is configured, the software 

may search for engine and definition updates every day when connected to the Internet, up to multiple 

times daily. Customers can also choose to manually check for updates at any time. 

What is the MpSigStub.exe? 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

MpSigStub.exe is a component thatâ€™s responsible for installing definition updates. 

Does this update contain any additional security-related changes to functionality? 

Yes. In addition to the changes that are listed for this vulnerability, this update includes defense-in-

depth updates to help improve security-related features. 

Where can I find more information about Microsoft antimalware technology? 

For more information, visit the Microsoft Malware Protection Center website. 

Suggested Actions Verify that the update is installed 

Customers should verify that the latest version of the Microsoft Malware Protection Engine and 

definition updates are being actively downloaded and installed for their Microsoft antimalware 

products. 

For more information on how to verify the version number for the Microsoft Malware Protection 

Engine that your software is currently using, see the section, "Verifying Update Installation", in 

Microsoft Knowledge Base Article 2510781. 

For affected software, verify that the Microsoft Malware Protection Engine version is 1.1.14700.5 or 

later. 

If necessary, install the update 

https://www.microsoft.com/security/portal/
https://support.microsoft.com/kb/2510781
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Administrators of enterprise antimalware deployments should ensure that their update management 

software is configured to automatically approve and distribute engine updates and new malware 

definitions. Enterprise administrators should also verify that the latest version of the Microsoft 

Malware Protection Engine and definition updates are being actively downloaded, approved and 

deployed in their environment. 

For end-users, the affected software provides built-in mechanisms for the automatic detection and 

deployment of this update. For these customers, the update will be applied within 48 hours of its 

availability. The exact time frame depends on the software used, Internet connection, and 

infrastructure configuration. 

End users that do not wish to wait can manually update their antimalware software. 

For more information on how to manually update the Microsoft Malware Protection Engine and 

malware definitions, refer to Microsoft Knowledge Base Article 2510781. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

https://support.microsoft.com/kb/2510781
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1161 

Product 
KB 

Article 
Severity Impact Supersedence 

CVSS Score 

Set 

Restart 

Required 

Microsoft Security Essentials  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft System Center 2012 Endpoint Protection  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 
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CVE-2019-1161 

Microsoft Forefront Endpoint Protection 2010  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft System Center Endpoint Protection  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Microsoft System Center 2012 R2 Endpoint Protection  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 7 for 32-bit Systems Service 

Pack 1 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 7 for x64-based Systems 

Service Pack 1 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 R2 for x64-based 

Systems Service Pack 1 (Server Core installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 
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CVE-2019-1161 

N/A 

Vector: N/A 

Windows Defender on Windows Server 2008 R2 for Itanium-

Based Systems Service Pack 1 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 R2 for x64-based 

Systems Service Pack 1 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 for 32-bit 

Systems Service Pack 2 (Server Core installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2012  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2012 (Server Core 

installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 
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CVE-2019-1161 

Windows Defender on Windows 8.1 for 32-bit systems  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 8.1 for x64-based systems  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2012 R2  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows RT 8.1  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2012 R2 (Server Core 

installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 for 32-bit Systems  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 
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CVE-2019-1161 

N/A 

Vector: N/A 

Windows Defender on Windows 10 for x64-based Systems  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2016  Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1607 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1607 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2016 (Server Core 

installation) 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 
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Windows Defender on Windows 10 Version 1703 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1703 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1709 for 32-bit 

Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows 10 Version 1709 for x64-

based Systems 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 for Itanium-

Based Systems Service Pack 2 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

 

Windows Defender on Windows Server 2008 for 32-bit 

Systems Service Pack 2 
 Important 

Elevation of 

Privilege 
 

Base: N/A 

Temporal: 
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N/A 

Vector: N/A 

CVE-2019-1162 - Windows ALPC Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1162 

MITRE 

NVD 

CVE Title: Windows ALPC Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when Windows improperly handles calls to 

Advanced Local Procedure Call (ALPC). 

An attacker who successfully exploited this vulnerability could run arbitrary code in the security 

context of the local system. An attacker could then install programs; view, change, or delete 

data; or create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take control 

over an affected system. 

The update addresses the vulnerability by correcting how Windows handles calls to ALPC. 

 

FAQ: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1162
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1162
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1162 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

Important 

Elevation 

of 

Privilege 

4507449 
Base: 7.8 

Temporal: 7.2 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
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CVE-2019-1162 

4512506 

Monthly 

Rollup 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for 

Itanium-Based 

4512486 

Security 

Only 

4512506 

Monthly 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1162 

Systems 

Service Pack 1 

Rollup 

 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507462 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1162 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507462 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1162 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-1162 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

4512507 

Security 
Important 

Elevation 

of 

Privilege 

4507450 
Base: 7.8 

Temporal: 7.2 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1162 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1162 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 7.8 

Temporal: 7.2 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1162 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1162 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7.2 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1163 - Windows File Signature Security Feature Bypass 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1163 

MITRE 

NVD 

CVE Title: Windows File Signature Security Feature Bypass Vulnerability  

Description:  

A security feature bypass exists when Windows incorrectly validates CAB file signatures. An 

attacker who successfully exploited this vulnerability could inject code into a CAB file without 

invalidating the file's signature. 

To exploit the vulnerability, an attacker could modify a signed CAB file and inject malicious 

code. The attacker could then convince a target user to execute the file. 

The update addresses the vulnerability by correcting how Windows validates file signatures. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Security Feature 

Bypass 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1163
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1163
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1163 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507458 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507458 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-1163 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507450 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

4512507 

Security 
Important 

Security 

Feature 

Bypass 

4507450 
Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1163 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1163 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 
Important 

Security 

Feature 

Bypass 

4507469 
Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1163 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

4512508 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1163 

Core 

installation) 

CVE-2019-1164 - Windows Kernel Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1164 

MITRE 

NVD 

CVE Title: Windows Kernel Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle 

objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary 

code in kernel mode. An attacker could then install programs; view, change, or delete data; or create 

new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker could 

then run a specially crafted application to take control of an affected system. 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1164
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1164
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1164 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2019-1164 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1164 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1164 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
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CVE-2019-1164 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1164 

Only 

 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1164 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4512501 

Security 
Important 

Elevation 

of 

Privilege 

4507435 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1164 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1164 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1164 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1164 

Only 

 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1168 - Microsoft Windows p2pimsvc Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1168 

MITRE 

NVD 

CVE Title: Microsoft Windows p2pimsvc Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege exists in the p2pimsvc service where an attacker who successfully 

exploited the vulnerability could run arbitrary code with elevated privileges. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take 

control of an affected system. 

The update addresses this vulnerability by correcting how the p2pimsvc service handles 

processes these requests. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1168
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1168
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1168 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1168 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1168 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1168 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507462 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1168 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-1168 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

4512507 

Security 
Important 

Elevation 

of 

Privilege 

4507450 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1168 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1168 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1168 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1168 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1168 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1169 - Win32k Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1169 

MITRE 

NVD 

CVE Title: Win32k Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in Windows when the Windows kernel-mode driver 

fails to properly handle objects in memory. An attacker who successfully exploited this 

vulnerability could run arbitrary code in kernel mode. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker could 

then run a specially crafted application that could exploit the vulnerability and take control of an 

affected system. 

The update addresses this vulnerability by correcting how the Windows kernel-mode driver handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1169
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1169
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1169 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1169 

Rollup 

 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1169 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1169 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1170 - Windows NTFS Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-

1170 

MITRE 

NVD 

CVE Title: Windows NTFS Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when reparse points are created by sandboxed 

processes allowing sandbox escape. An attacker who successfully exploited the vulnerability 

could use the sandbox escape to elevate privileges on an affected system. 

To exploit the vulnerability, an attacker would first have to log on to the system, and then run a 

specially crafted application to take control over the affected system. 

The security update addresses the vulnerability by preventing sandboxed processes from creating 

reparse points targeting inaccessible files. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1170
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1170
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1170 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.9 

Temporal: 7.1 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.9 

Temporal: 7.1 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1170 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.9 

Temporal: 7.1 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.9 

Temporal: 7.1 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.9 

Temporal: 7.1 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.9 

Temporal: 7.1 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.9 

Temporal: 7.1 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 7.9 

Temporal: 7.1 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1170 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.9 

Temporal: 7.1 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:L/A:L/E:P/RL:O/RC:C 

Yes 

CVE-2019-1171 - SymCrypt Information Disclosure Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1171 

MITRE 

NVD 

CVE Title: SymCrypt Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists in SymCrypt during the OAEP decryption stage. An 

attacker who successfully exploited this vulnerability could obtain information to further 

compromise the userâ€™s system. 

To exploit this vulnerability, an attacker would have to log on to an affected system and run a 

specially crafted application. The vulnerability would not allow an attacker to execute code or to 

Important 
Information 

Disclosure 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1171
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1171
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

elevate user rights directly, but it could be used to obtain information that could be used to try to 

further compromise the affected system. 

The update addresses the vulnerability through a software change to the OAEP decoding 

operations. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is the contents of OAEP decrypt information. An attacker could read the contents of 

OAEP decrypt from a user mode process. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1171 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-

based 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1171 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-

based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-

based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1171 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-

based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1171 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-

based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1171 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.6 

Temporal: 5.1 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

CVE-2019-1172 - Windows Information Disclosure Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1172 

MITRE 

NVD 

CVE Title: Windows Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists in Azure Active Directory (AAD) Microsoft 

Account (MSA) during the login request session. An attacker who successfully exploited the 

vulnerability could take over a user's account. 

To exploit the vulnerability, an attacker would have to trick a user into browsing to a specially 

crafted website, allowing the attacker to steal the user's token. 

The security update addresses the vulnerability by correcting how MSA handles cookies. 

 

FAQ: 

Important 
Information 

Disclosure 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1172
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1172
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

What type of information could be disclosed by this vulnerability? 

A victim could automatically download external content, which could disclose information to 

an attacker. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2019-1172 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507448 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-

based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1172 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507448 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 
Information 

Disclosure 
4507448 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 
Information 

Disclosure 
4507458 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-

based 

Systems 

4512497 

Security 

Update 

 

Important 
Information 

Disclosure 
4507458 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1172 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-

based 

Systems 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 
Information 

Disclosure 
4507460 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-

based 

Systems 

4512507 

Security 

Update 

 

Important 
Information 

Disclosure 
4507450 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1172 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-

based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-

based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1172 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-

based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1172 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4512516 

Security 

Update 

 

Important 
Information 

Disclosure 
4507455 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-

based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1172 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

CVE-2019-1173 - Windows Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1173 

MITRE 

NVD 

CVE Title: Windows Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the PsmServiceExtHost.dll handles 

objects in memory. An attacker who successfully exploited the vulnerability could execute code 

with elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the PsmServiceExtHost.dll properly 

handles objects in memory. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1173
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1173
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1173 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2019-1173 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1173 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1173 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2019-1174 - Windows Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1174 

MITRE 

NVD 

CVE Title: Windows Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the PsmServiceExtHost.dll handles 

objects in memory. An attacker who successfully exploited the vulnerability could execute code 

with elevated permissions. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1174
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1174
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the PsmServiceExtHost.dll properly 

handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2019-1174 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1174 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1175 - Windows Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1175 

MITRE 

NVD 

CVE Title: Windows Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the psmsrv.dll handles objects in 

memory. An attacker who successfully exploited the vulnerability could execute code with 

elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the psmsrv.dll properly handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1175
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1175
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1175 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1175 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1175 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1175 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1176 - DirectX Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1176 

MITRE 

NVD 

CVE Title: DirectX Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when DirectX improperly handles objects in memory. 

An attacker who successfully exploited this vulnerability could run arbitrary code in kernel mode. 

An attacker could then install programs; view, change, or delete data; or create new accounts with 

full user rights. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker could 

then run a specially crafted application that could exploit the vulnerability and take control of an 

affected system. 

The update addresses the vulnerability by correcting how DirectX handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1176
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1176
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1176 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 
Important 

Elevation 

of 

Privilege 

4507458 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-1176 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1176 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

4512501 

Security 
Important 

Elevation 

of 

Privilege 

4507435 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1176 

(Server Core 

Installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1176 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1176 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

CVE-2019-1177 - Windows Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1177 

MITRE 

NVD 

CVE Title: Windows Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the rpcss.dll handles objects in 

memory. An attacker who successfully exploited the vulnerability could execute code with 

elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the rpcss.dll properly handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1177
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1177
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1177 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1177 

Rollup 

 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1177 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507462 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1177 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507462 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1177 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-1177 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

4512507 

Security 
Important 

Elevation 

of 

Privilege 

4507450 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1177 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1177 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1177 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1177 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1177 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2019-1178 - Windows Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1178 

CVE Title: Windows Elevation of Privilege Vulnerability  

Description:  
Important 

Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

MITRE 

NVD 

An elevation of privilege vulnerability exists in the way that the ssdpsrv.dll handles objects in 

memory. An attacker who successfully exploited the vulnerability could execute code with 

elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the ssdpsrv.dll properly handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1178
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1178
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1178 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1178 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for 

Itanium-Based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507449 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1178 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507462 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507462 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1178 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1178 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1178 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Important 

Elevation 

of 

Privilege 

4507455 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1178 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1178 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Important 

Elevation 

of 

Privilege 

4507455 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1178 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

4512476 

Monthly 

Rollup 

4512491 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1178 

Based Systems 

Service Pack 2 

Security 

Only 

 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Important 

Elevation 

of 

Privilege 

4507452 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1178 

(Server Core 

installation) 

Only 

 

CVE-2019-1179 - Windows Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1179 

MITRE 

NVD 

CVE Title: Windows Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the unistore.dll handles objects in 

memory. An attacker who successfully exploited the vulnerability could execute code with 

elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the unistore.dll properly handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1179
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1179
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1179 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-1179 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

4512507 

Security 
Important 

Elevation 

of 

Privilege 

4507450 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1179 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1179 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1179 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1179 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2019-1180 - Windows Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1180 

MITRE 

NVD 

CVE Title: Windows Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the wcmsvc.dll handles objects in 

memory. An attacker who successfully exploited the vulnerability could execute code with 

elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1180
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1180
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by ensuring the wcmsvc.dll properly handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 



 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1180 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507462 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507462 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
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CVE-2019-1180 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Important 

Elevation 

of 

Privilege 

4507448 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1180 

Only 

 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1180 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4512501 

Security 
Important 

Elevation 

of 

Privilege 

4507435 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1180 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1180 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1180 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2019-1181 - Remote Desktop ServicesÂ Remote Code Execution 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

CVE Title: Remote Desktop ServicesÂ Remote Code Execution Vulnerability  

Description:  
Critical 

Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

1181 

MITRE 

NVD 

A remote code execution vulnerability exists in Remote Desktop Services â€“ formerly known as 

Terminal Services â€“ when an unauthenticated attacker connects to the target system using RDP 

and sends specially crafted requests. This vulnerability is pre-authentication and requires no user 

interaction. An attacker who successfully exploited this vulnerability could execute arbitrary code 

on the target system. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would need to send a specially crafted request to the target 

systems Remote Desktop Service via RDP. 

The update addresses the vulnerability by correcting how Remote Desktop Services handles 

connection requests. 

 

FAQ: 

I am running Windows 7 Service Pack 1 or Windows Server 2008 R2 Service Pack 1. Is there more 

information of which I need to be aware? 

These operating systems are only affected by this vulnerability if either RDP 8.0 or RDP 8.1 is 

installed. If you do not have either of these versions of RDP installed on Windows 7 SP1 or 

Window Server 2008 R2 SP1, then you are not affected by this vulnerability. 

 

 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1181
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1181
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Mitigations: 

 

Workarounds: 

The following workaround may be helpful in your situation. In all cases, Microsoft strongly 

recommends that you install the updates for this vulnerability as soon as possible even if you plan 

to leave these workarounds in place: 

1. Enable Network Level Authentication (NLA) on systems running supported editions of 

Windows 7, Windows Server 2008, and Windows Server 2008 R2 

You can enable Network Level Authentication to block unauthenticated attackers from exploiting 

this vulnerability. With NLA turned on, an attacker would first need to authenticate to Remote 

Desktop Services using a valid account on the target system before the attacker could exploit the 

vulnerability. 

2. Block TCP port 3389 at the enterprise perimeter firewall 

TCP port 3389 is used to initiate a connection with the affected component. Blocking this port at 

the network perimeter firewall will help protect systems that are behind that firewall from attempts 

to exploit this vulnerability. This can help protect networks from attacks that originate outside the 

enterprise perimeter. Blocking the affected ports at the enterprise perimeter is the best defense to 

help avoid Internet-based attacks. However, systems could still be vulnerable to attacks from within 

their enterprise perimeter. 

https://technet.microsoft.com/library/security/dn848375.aspx
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1181 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1181 

Rollup 

 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for Itanium-

Based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1181 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1181 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1181 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1181 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Critical 

Remote 

Code 

Execution 

4507455 
Base: 9.8 

Temporal: 8.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1181 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1181 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Critical 

Remote 

Code 

Execution 

4507455 
Base: 9.8 

Temporal: 8.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1181 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1182 - Remote Desktop ServicesÂ Remote Code Execution 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1182 

MITRE 

NVD 

CVE Title: Remote Desktop ServicesÂ Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in Remote Desktop Services â€“ formerly known as 

Terminal Services â€“ when an unauthenticated attacker connects to the target system using RDP 

and sends specially crafted requests. This vulnerability is pre-authentication and requires no user 

interaction. An attacker who successfully exploited this vulnerability could execute arbitrary code 

on the target system. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would need to send a specially crafted request to the target 

systems Remote Desktop Service via RDP. 

The update addresses the vulnerability by correcting how Remote Desktop Services handles 

connection requests. 

 

FAQ: 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1182
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1182
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

I am running Windows 7 Service Pack 1 or Windows Server 2008 R2 Service Pack 1. Is there more 

information of which I need to be aware? 

These operating systems are only affected by this vulnerability if either RDP 8.0 or RDP 8.1 is 

installed. If you do not have either of these versions of RDP installed on Windows 7 SP1 or 

Window Server 2008 R2 SP1, then you are not affected by this vulnerability. 

 

 

Mitigations: 

 

Workarounds: 

The following workaround may be helpful in your situation. In all cases, Microsoft strongly 

recommends that you install the updates for this vulnerability as soon as possible even if you plan 

to leave these workarounds in place: 

1. Enable Network Level Authentication (NLA) on systems running supported editions of 

Windows 7, Windows Server 2008, and Windows Server 2008 R2 

You can enable Network Level Authentication to block unauthenticated attackers from exploiting 

this vulnerability. With NLA turned on, an attacker would first need to authenticate to Remote 

Desktop Services using a valid account on the target system before the attacker could exploit the 

vulnerability. 

https://technet.microsoft.com/library/security/dn848375.aspx
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

2. Block TCP port 3389 at the enterprise perimeter firewall 

TCP port 3389 is used to initiate a connection with the affected component. Blocking this port at 

the network perimeter firewall will help protect systems that are behind that firewall from attempts 

to exploit this vulnerability. This can help protect networks from attacks that originate outside the 

enterprise perimeter. Blocking the affected ports at the enterprise perimeter is the best defense to 

help avoid Internet-based attacks. However, systems could still be vulnerable to attacks from within 

their enterprise perimeter. 

 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 



 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1182 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1182 

Windows 

Server 2008 R2 

for Itanium-

Based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1182 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1182 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1182 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

4512507 

Security 
Critical 

Remote 

Code 

Execution 

4507450 
Base: 9.8 

Temporal: 8.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1182 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1182 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1182 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Critical 

Remote 

Code 

Execution 

4507453 
Base: 9.8 

Temporal: 8.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1182 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2019-1183 - Windows VBScript Engine Remote Code Execution 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1183 

MITRE 

NVD 

CVE Title: Windows VBScript Engine Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the VBScript engine handles objects in 

memory. The vulnerability could corrupt memory in such a way that an attacker could execute 

arbitrary code in the context of the current user. An attacker who successfully exploited the 

vulnerability could gain the same user rights as the current user. If the current user is logged on 

Critical 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1183
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1183
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

with administrative user rights, an attacker who successfully exploited the vulnerability could take 

control of an affected system. An attacker could then install programs; view, change, or delete data; 

or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed to 

exploit the vulnerability through Internet Explorer and then convince a user to view the website. An 

attacker could also embed an ActiveX control marked "safe for initialization" in an application or 

Microsoft Office document that hosts the IE rendering engine. The attacker could also take 

advantage of compromised websites and websites that accept or host user-provided content or 

advertisements. These websites could contain specially crafted content that could exploit the 

vulnerability. 

The security update addresses the vulnerability by modifying how the scripting engine handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1183 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1183 

Windows 7 for 

x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

(Server Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for Itanium-

Based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1183 

Windows 

Server 2008 R2 

for x64-based 

Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507449 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1183 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507462 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1183 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1183 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

4512507 

Security 
Critical 

Remote 

Code 

Execution 

4507450 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1183 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1183 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1183 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Critical 

Remote 

Code 

Execution 

4507453 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1183 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

Itanium-Based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1183 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1184 - Windows Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1184 

MITRE 

NVD 

CVE Title: Windows Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when Windows Core Shell COM Server Registrar 

improperly handles COM calls. An attacker who successfully exploited this vulnerability could 

potentially set certain items to run at a higher level and thereby elevate permissions. 

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker 

could then run a specially crafted application that could exploit the vulnerability and take control 

of an affected system. 

The update addresses this vulnerability by correcting unprotected COM calls. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1184
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1184
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1184 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 6.7 

Temporal: 6 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4512501 

Security 
Important 

Elevation 

of 

Privilege 

4507435 
Base: 6.7 

Temporal: 6 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1184 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 6.7 

Temporal: 6 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 6.7 

Temporal: 6 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 6.7 

Temporal: 6 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 6.7 

Temporal: 6 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 6.7 

Temporal: 6 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1184 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 6.7 

Temporal: 6 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 6.7 

Temporal: 6 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 6.7 

Temporal: 6 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 6.7 

Temporal: 6 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 6.7 

Temporal: 6 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 6.7 

Temporal: 6 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1184 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

CVE-2019-1185 - Windows Subsystem for Linux Elevation of Privilege 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1185 

MITRE 

NVD 

CVE Title: Windows Subsystem for Linux Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists due to a stack corruption in Windows Subsystem 

for Linux. An attacker who successfully exploited the vulnerability could execute code with 

elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by correcting how Windows Subsystem for 

Linux handles objects in memory. 

 

FAQ: 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1185
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1185
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1185 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Windows 10 Version 1903 for 32-bit 

Systems 

4512508 Security 

Update 

 

Important 
Elevation of 

Privilege 
4507453 

Base: N/A 

Temporal: 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1185 

N/A 

Vector: N/A 

Windows 10 Version 1903 for x64-based 

Systems 

4512508 Security 

Update 

 

Important 
Elevation of 

Privilege 
4507453 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows 10 Version 1903 for ARM64-

based Systems 

4512508 Security 

Update 

 

Important 
Elevation of 

Privilege 
4507453 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

Windows Server, version 1903 (Server Core 

installation) 

4512508 Security 

Update 

 

Important 
Elevation of 

Privilege 
4507453 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Yes 

CVE-2019-1186 - Windows Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1186 

CVE Title: Windows Elevation of Privilege Vulnerability  

Description:  
Important 

Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

MITRE 

NVD 

An elevation of privilege vulnerability exists in the way that the wcmsvc.dll handles objects in 

memory. An attacker who successfully exploited the vulnerability could execute code with 

elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the wcmsvc.dll properly handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1186
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1186
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1186 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1186 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Important 

Elevation 

of 

Privilege 

4507455 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1186 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1186 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 7 

Temporal: 6.3 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1186 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7 

Temporal: 6.3 

Vector: 

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1187 - XmlLite Runtime Denial of Service Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1187 

MITRE 

NVD 

CVE Title: XmlLite Runtime Denial of Service Vulnerability  

Description:  

A denial of service vulnerability exists when the XmlLite runtime (XmlLite.dll) improperly 

parses XML input. An attacker who successfully exploited this vulnerability could cause a 

denial of service against an XML application. 

A remote unauthenticated attacker could exploit this vulnerability by issuing specially crafted 

requests to an XML application. 

The update addresses the vulnerability by correcting how the XmlLite runtime parses XML 

input. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Important 
Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1187
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1187


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1187 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 7 for 

x64-based 

4512486 

Security 

Only 

Important 

Denial 

of 

Service 

4507449 
Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
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CVE-2019-1187 

Systems Service 

Pack 1 

4512506 

Monthly 

Rollup 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows Server 

2008 R2 for 

x64-based 

Systems Service 

Pack 1 (Server 

Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows Server 

2008 R2 for 

Itanium-Based 

Systems Service 

Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows Server 

2008 R2 for 

x64-based 

Systems Service 

Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Important 

Denial 

of 

Service 

4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1187 

Rollup 

 

Windows Server 

2008 for 32-bit 

Systems Service 

Pack 2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows Server 

2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows Server 

2012 (Server 

Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1187 

Windows 8.1 for 

32-bit systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 for 

x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows Server 

2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1187 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows Server 

2012 R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 for 

32-bit Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 for 

x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows Server 

2016 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1187 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows Server 

2016 (Server 

Core 

installation) 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Important 

Denial 

of 

Service 

4507455 
Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1187 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1187 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows Server 

2019 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows Server 

2019 (Server 

Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Important 

Denial 

of 

Service 

4507455 
Base: 5.5 

Temporal: 5 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1187 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows Server 

2008 for 

Itanium-Based 

4512476 

Monthly 

Rollup 

4512491 

Important 

Denial 

of 

Service 

4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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Systems Service 

Pack 2 

Security 

Only 

 

Windows Server 

2008 for 32-bit 

Systems Service 

Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows Server 

2008 for x64-

based Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows Server 

2008 for x64-

based Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Important 

Denial 

of 

Service 

4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1187 

Only 

 

CVE-2019-1188 - LNK Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1188 

MITRE 

NVD 

CVE Title: LNK Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in Microsoft Windows that could allow remote code 

execution if a .LNK file is processed. 

An attacker who successfully exploited this vulnerability could gain the same user rights as the 

local user. Users whose accounts are configured to have fewer user rights on the system could be 

less impacted than users who operate with administrative user rights. 

The attacker could present to the user a removable drive, or remote share, that contains a 

malicious .LNK file and an associated malicious binary. When the user opens this drive(or remote 

share) in Windows Explorer, or any other application that parses the .LNK file, the malicious 

binary will execute code of the attackerâ€™s choice, on the target system. 

Critical 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1188
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1188
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by correcting the processing of shortcut LNK 

references. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2019-1188 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1188 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 
Critical 

Remote 

Code 

Execution 

4507469 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1188 

(Server Core 

installation) 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1188 

(Server Core 

installation) 

CVE-2019-1190 - Windows Image Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1190 

MITRE 

NVD 

CVE Title: Windows Image Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in the way that the Windows kernel image handles 

objects in memory. An attacker who successfully exploited the vulnerability could execute code 

with elevated permissions. 

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted 

application. 

The security update addresses the vulnerability by ensuring the Windows kernel image properly 

handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1190
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1190
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1190 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1190 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 7.8 

Temporal: 7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1190 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 7.8 

Temporal: 7 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2019-1192 - Microsoft Browsers Security Feature Bypass Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1192 

CVE Title: Microsoft Browsers Security Feature Bypass Vulnerability  

Description:  

A security feature bypass vulnerability exists when Microsoft browsers improperly handle requests 

of different origins. The vulnerability allows Microsoft browsers to bypass Same-Origin Policy 

Important 
Security 

Feature Bypass 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

MITRE 

NVD 

(SOP) restrictions, and to allow requests that should otherwise be ignored. An attacker who 

successfully exploited the vulnerability could force the browser to send data that would otherwise 

be restricted. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed to 

exploit the vulnerability through Microsoft browsers and then convince a user to view the website. 

The attacker could also take advantage of compromised websites, and websites that accept or host 

user-provided content or advertisements. These websites could contain specially crafted content 

that could exploit the vulnerability. 

The security update addresses the vulnerability by modifying how affected Microsoft browsers 

handle different-origin requests. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1192
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1192
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1192 

Product KB Article Severity Impact Supersedence CVSS Score Set 
Restart 

Required 

Internet 

Explorer 11 

on Windows 

7 for 32-bit 

Systems 

Service Pack 

1 

4512506 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Important 

Security 

Feature 

Bypass 

4507434 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

7 for x64-

4512506 

Monthly 

Rollup 

4511872 IE 

Important 

Security 

Feature 

Bypass 

4507434 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
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CVE-2019-1192 

based 

Systems 

Service Pack 

1 

Cumulative 

 

Internet 

Explorer 11 

on Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4512506 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Low 

Security 

Feature 

Bypass 

4507434 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

Server 2012 

4511872 IE 

Cumulative 

 

Low 

Security 

Feature 

Bypass 

4507434 

Base: 2.4 

Temporal: 2.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

8.1 for 32-bit 

systems 

4512488 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Important 

Security 

Feature 

Bypass 

4507434 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
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CVE-2019-1192 

Internet 

Explorer 11 

on Windows 

8.1 for x64-

based 

systems 

4512488 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Important 

Security 

Feature 

Bypass 

4507434 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Low 

Security 

Feature 

Bypass 

4507434 

Base: 2.4 

Temporal: 2.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

RT 8.1 

4512488 

Monthly 

Rollup 

 

Important 

Security 

Feature 

Bypass 

4507448 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

10 for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507458 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-1192 

Internet 

Explorer 11 

on Windows 

10 for x64-

based 

Systems 

4512497 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507458 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

Server 2016 

4512517 

Security 

Update 

 

Low 

Security 

Feature 

Bypass 

4507460 

Base: 2.4 

Temporal: 2.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

10 Version 

1607 for 32-

bit Systems 

4512517 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507460 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

10 Version 

1607 for 

x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507460 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1192 

Internet 

Explorer 11 

on Windows 

10 Version 

1703 for 32-

bit Systems 

4512507 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507450 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

10 Version 

1703 for 

x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507450 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

10 Version 

1709 for 32-

bit Systems 

4512516 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507455 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

10 Version 

4512516 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507455 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1192 

1709 for 

x64-based 

Systems 

Internet 

Explorer 11 

on Windows 

10 Version 

1803 for 32-

bit Systems 

4512501 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507435 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

10 Version 

1803 for 

x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507435 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

10 Version 

1803 for 

ARM64-

4512501 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507435 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1192 

based 

Systems 

Internet 

Explorer 11 

on Windows 

10 Version 

1809 for 32-

bit Systems 

4511553 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507469 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

10 Version 

1809 for 

x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507469 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

10 Version 

1809 for 

ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507469 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1192 

Internet 

Explorer 11 

on Windows 

Server 2019 

4511553 

Security 

Update 

 

Low 

Security 

Feature 

Bypass 

4507469 

Base: 2.4 

Temporal: 2.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

10 Version 

1709 for 

ARM64-

based 

Systems 

4512516 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507455 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

10 Version 

1903 for 32-

bit Systems 

4512508 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507453 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on Windows 

10 Version 

1903 for 

4512508 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507453 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1192 

x64-based 

Systems 

Internet 

Explorer 11 

on Windows 

10 Version 

1903 for 

ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507453 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 10 

on Windows 

Server 2012 

4512518 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Low 

Security 

Feature 

Bypass 

4507434 

Base: 2.4 

Temporal: 2.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507458 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-1192 

Microsoft 

Edge on 

Windows 10 

for x64-

based 

Systems 

4512497 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507458 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Low 

Security 

Feature 

Bypass 

4507460 

Base: 2.4 

Temporal: 2.2 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507460 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1607 

for x64-

based 

Systems 

4512517 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507460 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1192 

Microsoft 

Edge on 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507450 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1703 

for x64-

based 

Systems 

4512507 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507450 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507455 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

4512516 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507455 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1192 

for x64-

based 

Systems 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507435 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for x64-

based 

Systems 

4512501 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507435 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4512501 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507435 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1192 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507469 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for x64-

based 

Systems 

4511553 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507469 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507469 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

4511553 

Security 
Low 

Security 

Feature 

Bypass 

4507469 
Base: 2.4 

Temporal: 2.2 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1192 

Windows 

Server 2019 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4512516 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507455 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507453 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for x64-

based 

Systems 

4512508 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507453 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1192 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important 

Security 

Feature 

Bypass 

4507453 

Base: 4.3 

Temporal: 3.9 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C 

Yes 

CVE-2019-1193 - Microsoft Browser Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1193 

MITRE 

NVD 

CVE Title: Microsoft Browser Memory Corruption Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that Microsoft browsers access objects in 

memory. The vulnerability could corrupt memory in a way that could allow an attacker to execute 

arbitrary code in the context of the current user. An attacker who successfully exploited the 

vulnerability could gain the same user rights as the current user. If the current user is logged on 

with administrative user rights, the attacker could take control of an affected system. An attacker 

Low 
Remote Code 

Execution 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1193
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1193
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

could then install programs; view, change, or delete data; or create new accounts with full user 

rights. 

An attacker could host a specially crafted website that is designed to exploit the vulnerability 

through Microsoft browsers, and then convince a user to view the website. The attacker could also 

take advantage of compromised websites, or websites that accept or host user-provided content or 

advertisements, by adding specially crafted content that could exploit the vulnerability. In all cases, 

however, an attacker would have no way to force users to view the attacker-controlled content. 

Instead, an attacker would have to convince users to take action, typically via an enticement in 

email or instant message, or by getting them to open an email attachment. 

The security update addresses the vulnerability by modifying how Microsoft browsers handle 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1193 

Product KB Article Severity Impact Supersedence CVSS Score Set 
Restart 

Required 

Internet 

Explorer 11 

on 

Windows 7 

for 32-bit 

Systems 

Service 

Pack 1 

4512506 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Important 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
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CVE-2019-1193 

Internet 

Explorer 11 

on 

Windows 7 

for x64-

based 

Systems 

Service 

Pack 1 

4512506 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Important 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

Server 

2008 R2 for 

x64-based 

Systems 

Service 

Pack 1 

4512506 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Low 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

4511872 IE 

Cumulative 

 

Low 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
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CVE-2019-1193 

Server 

2012 

Internet 

Explorer 11 

on 

Windows 

8.1 for 32-

bit systems 

4512488 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Important 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

8.1 for x64-

based 

systems 

4512488 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Important 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

Server 

2012 R2 

4512488 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Low 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
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CVE-2019-1193 

Internet 

Explorer 11 

on 

Windows 

RT 8.1 

4512488 

Monthly 

Rollup 

 

Important 

Remote 

Code 

Execution 

4507448 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 for 32-

bit Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 for x64-

based 

Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

4512517 

Security 

Update 

 

Low 

Remote 

Code 

Execution 

4507460 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1193 

Server 

2016 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1607 for 

32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1607 for 

x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

4512507 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507450 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1193 

1703 for 

32-bit 

Systems 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1703 for 

x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507450 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1709 for 

32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1193 

10 Version 

1709 for 

x64-based 

Systems 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1803 for 

32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1803 for 

x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

4512501 

Security 
Important 

Remote 

Code 

Execution 

4507435 
Base: 6.4 

Temporal: 5.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1193 

Windows 

10 Version 

1803 for 

ARM64-

based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1809 for 

32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1809 for 

x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1193 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1809 for 

ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

Server 

2019 

4511553 

Security 

Update 

 

Low 

Remote 

Code 

Execution 

4507469 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1709 for 

ARM64-

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1193 

based 

Systems 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1903 for 

32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1903 for 

x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1193 

1903 for 

ARM64-

based 

Systems 

Internet 

Explorer 10 

on 

Windows 

Server 

2012 

4512518 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Low 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 

10 for 32-

bit Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Microsoft 

Edge on 

Windows 

10 for x64-

based 

Systems 

4512497 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507458 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
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CVE-2019-1193 

Microsoft 

Edge on 

Windows 

Server 

2016 

4512517 

Security 

Update 

 

Low 

Remote 

Code 

Execution 

4507460 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Microsoft 

Edge on 

Windows 

10 Version 

1607 for 

32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Microsoft 

Edge on 

Windows 

10 Version 

1607 for 

x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507460 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Microsoft 

Edge on 

Windows 

10 Version 

4512507 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507450 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1193 

1703 for 

32-bit 

Systems 

Microsoft 

Edge on 

Windows 

10 Version 

1703 for 

x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507450 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Microsoft 

Edge on 

Windows 

10 Version 

1709 for 

32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Microsoft 

Edge on 

Windows 

10 Version 

1709 for 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1193 

x64-based 

Systems 

Microsoft 

Edge on 

Windows 

10 Version 

1803 for 

32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Microsoft 

Edge on 

Windows 

10 Version 

1803 for 

x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Microsoft 

Edge on 

Windows 

10 Version 

1803 for 

ARM64-

4512501 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507435 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1193 

based 

Systems 

Microsoft 

Edge on 

Windows 

10 Version 

1809 for 

32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Microsoft 

Edge on 

Windows 

10 Version 

1809 for 

x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Microsoft 

Edge on 

Windows 

10 Version 

1809 for 

ARM64-

4511553 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507469 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1193 

based 

Systems 

Microsoft 

Edge on 

Windows 

Server 

2019 

4511553 

Security 

Update 

 

Low 

Remote 

Code 

Execution 

4507469 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Microsoft 

Edge on 

Windows 

10 Version 

1709 for 

ARM64-

based 

Systems 

4512516 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507455 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Microsoft 

Edge on 

Windows 

10 Version 

1903 for 

32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1193 

Microsoft 

Edge on 

Windows 

10 Version 

1903 for 

x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

Microsoft 

Edge on 

Windows 

10 Version 

1903 for 

ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important 

Remote 

Code 

Execution 

4507453 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1194 - Scripting Engine Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1194 

MITRE 

NVD 

CVE Title: Scripting Engine Memory Corruption Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the scripting engine handles objects in 

memory in Internet Explorer. The vulnerability could corrupt memory in such a way that an 

attacker could execute arbitrary code in the context of the current user. An attacker who 

successfully exploited the vulnerability could gain the same user rights as the current user. If the 

current user is logged on with administrative user rights, an attacker who successfully exploited the 

vulnerability could take control of an affected system. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed to 

exploit the vulnerability through Internet Explorer and then convince a user to view the website. An 

attacker could also embed an ActiveX control marked "safe for initialization" in an application or 

Microsoft Office document that hosts the IE rendering engine. The attacker could also take 

advantage of compromised websites and websites that accept or host user-provided content or 

advertisements. These websites could contain specially crafted content that could exploit the 

vulnerability. 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1194
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1194
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by modifying how the scripting engine handles 

objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2019-1194 

Product KB Article Severity Impact Supersedence CVSS Score Set 
Restart 

Required 

Internet 

Explorer 9 

on 

Windows 

Server 2008 

for 32-bit 

Systems 

Service 

Pack 2 

4512476 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Moderate 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 9 

on 

Windows 

Server 2008 

for x64-

based 

Systems 

Service 

Pack 2 

4512476 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Moderate 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
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CVE-2019-1194 

Internet 

Explorer 11 

on 

Windows 7 

for 32-bit 

Systems 

Service 

Pack 1 

4512506 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Critical 

Remote 

Code 

Execution 

4507434 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 7 

for x64-

based 

Systems 

Service 

Pack 1 

4512506 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Critical 

Remote 

Code 

Execution 

4507434 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

Server 2008 

R2 for x64-

4512506 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Moderate 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1194 

based 

Systems 

Service 

Pack 1 

Internet 

Explorer 11 

on 

Windows 

Server 2012 

4511872 IE 

Cumulative 

 

Moderate 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

8.1 for 32-

bit systems 

4512488 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Critical 

Remote 

Code 

Execution 

4507434 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

8.1 for x64-

based 

systems 

4512488 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Critical 

Remote 

Code 

Execution 

4507434 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
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CVE-2019-1194 

Internet 

Explorer 11 

on 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Moderate 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

RT 8.1 

4512488 

Monthly 

Rollup 

 

Critical 

Remote 

Code 

Execution 

4507448 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 for 32-

bit Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 for x64-

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1194 

based 

Systems 

Internet 

Explorer 11 

on 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4507460 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1607 for 

32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1607 for 

x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1194 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1703 for 

32-bit 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1703 for 

x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1709 for 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1194 

32-bit 

Systems 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1709 for 

x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1803 for 

32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1194 

1803 for 

x64-based 

Systems 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1803 for 

ARM64-

based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1809 for 

32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

4511553 

Security 
Critical 

Remote 

Code 

Execution 

4507469 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1194 

Windows 

10 Version 

1809 for 

x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1809 for 

ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4507469 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1194 

10 Version 

1709 for 

ARM64-

based 

Systems 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1903 for 

32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1903 for 

x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1194 

Internet 

Explorer 11 

on 

Windows 

10 Version 

1903 for 

ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Internet 

Explorer 10 

on 

Windows 

Server 2012 

4512518 

Monthly 

Rollup 

4511872 IE 

Cumulative 

 

Moderate 

Remote 

Code 

Execution 

4507434 

Base: 6.4 

Temporal: 5.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511872
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CVE-2019-1195 - Chakra Scripting Engine Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1195 

MITRE 

NVD 

CVE Title: Chakra Scripting Engine Memory Corruption Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the Chakra scripting engine handles 

objects in memory in Microsoft Edge. The vulnerability could corrupt memory in such a way that 

an attacker could execute arbitrary code in the context of the current user. An attacker who 

successfully exploited the vulnerability could gain the same user rights as the current user. If the 

current user is logged on with administrative user rights, an attacker who successfully exploited the 

vulnerability could take control of an affected system. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed to 

exploit the vulnerability through Microsoft Edge and then convince a user to view the website. The 

attacker could also take advantage of compromised websites and websites that accept or host user-

provided content or advertisements. These websites could contain specially crafted content that 

could exploit the vulnerability. 

The security update addresses the vulnerability by modifying how the Chakra scripting engine 

handles objects in memory. 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1195
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1195
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1195 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2019-1195 

Microsoft 

Edge on 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4507460 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
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CVE-2019-1195 

Microsoft 

Edge on 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1803 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1195 

for 32-bit 

Systems 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

4511553 

Security 
Critical 

Remote 

Code 

Execution 

4507469 
Base: 4.2 

Temporal: 3.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1195 

Version 1809 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1195 

for 32-bit 

Systems 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

ChakraCore 

Release 

Notes 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Maybe 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
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CVE-2019-1196 - Chakra Scripting Engine Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1196 

MITRE 

NVD 

CVE Title: Chakra Scripting Engine Memory Corruption Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the Chakra scripting engine handles 

objects in memory in Microsoft Edge. The vulnerability could corrupt memory in such a way that 

an attacker could execute arbitrary code in the context of the current user. An attacker who 

successfully exploited the vulnerability could gain the same user rights as the current user. If the 

current user is logged on with administrative user rights, an attacker who successfully exploited the 

vulnerability could take control of an affected system. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed to 

exploit the vulnerability through Microsoft Edge and then convince a user to view the website. The 

attacker could also take advantage of compromised websites and websites that accept or host user-

provided content or advertisements. These websites could contain specially crafted content that 

could exploit the vulnerability. 

The security update addresses the vulnerability by modifying how the Chakra scripting engine 

handles objects in memory. 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1196
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1196
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1196 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2019-1196 

Microsoft 

Edge on 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1196 

for x64-based 

Systems 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

4511553 

Security 
Critical 

Remote 

Code 

Execution 

4507469 
Base: 4.2 

Temporal: 3.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1196 

Version 1809 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1196 

for ARM64-

based Systems 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

ChakraCore 

Release 

Notes 

Security 

Critical 

Remote 

Code 

Execution 

4507453 
Base: 4.2 

Temporal: 3.8 
Maybe 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
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CVE-2019-1196 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

CVE-2019-1197 - Chakra Scripting Engine Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1197 

MITRE 

NVD 

CVE Title: Chakra Scripting Engine Memory Corruption Vulnerability  

Description:  

A remote code execution vulnerability exists in the way that the Chakra scripting engine handles 

objects in memory in Microsoft Edge. The vulnerability could corrupt memory in such a way that 

an attacker could execute arbitrary code in the context of the current user. An attacker who 

successfully exploited the vulnerability could gain the same user rights as the current user. If the 

current user is logged on with administrative user rights, an attacker who successfully exploited the 

vulnerability could take control of an affected system. An attacker could then install programs; 

view, change, or delete data; or create new accounts with full user rights. 

In a web-based attack scenario, an attacker could host a specially crafted website that is designed to 

exploit the vulnerability through Microsoft Edge and then convince a user to view the website. The 

attacker could also take advantage of compromised websites and websites that accept or host user-

Critical 
Remote Code 

Execution 

https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1197
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1197


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

provided content or advertisements. These websites could contain specially crafted content that 

could exploit the vulnerability. 

The security update addresses the vulnerability by modifying how the Chakra scripting engine 

handles objects in memory. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 



 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1197 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Microsoft 

Edge on 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507458 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4507460 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1197 

Microsoft 

Edge on 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507460 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507450 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1197 

for 32-bit 

Systems 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

4512501 

Security 
Critical 

Remote 

Code 

Execution 

4507435 
Base: 4.2 

Temporal: 3.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1197 

Version 1803 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1197 

Microsoft 

Edge on 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Moderate 

Remote 

Code 

Execution 

4507469 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507455 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1197 

Microsoft 

Edge on 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Yes 

ChakraCore 

Release 

Notes 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 4.2 

Temporal: 3.8 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C 

Maybe 

CVE-2019-1198 - Microsoft Windows Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1198 

CVE Title: Microsoft Windows Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege exists in SyncController.dll. An attacker who successfully exploited the 

vulnerability could run arbitrary code with elevated privileges. 

Important 
Elevation of 

Privilege 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.12
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

MITRE 

NVD 

To exploit the vulnerability, an attacker could run a specially crafted application that could exploit 

the vulnerability. This vulnerability by itself does not allow arbitrary code to be run. However, this 

vulnerability could be used in conjunction with one or more vulnerabilities (e.g. a remote code 

execution vulnerability and another elevation of privilege) that could take advantage of the elevated 

privileges when running. 

The update addresses the vulnerability by correcting how the SyncController.dll handles processes 

these requests. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1198
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1198
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1198 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507458 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1198 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507460 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507450 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Important 

Elevation 

of 

Privilege 

4507455 
Base: 6.5 

Temporal: 5.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-1198 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507435 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1198 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507469 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507455 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Elevation 

of 

Privilege 

4507453 
Base: 6.5 

Temporal: 5.9 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1198 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 

Elevation 

of 

Privilege 

4507453 

Base: 6.5 

Temporal: 5.9 

Vector: 

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:L/I:L/A:L/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1199 - Microsoft Outlook Memory Corruption Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1199 

MITRE 

NVD 

CVE Title: Microsoft Outlook Memory Corruption Vulnerability  

Description:  

A remote code execution vulnerability exists in Microsoft Outlook when the software fails to 

properly handle objects in memory. An attacker who successfully exploited the vulnerability could 

run arbitrary code in the context of the current user. If the current user is logged on with 

administrative user rights, an attacker could take control of the affected system. An attacker could 

then install programs; view, change, or delete data; or create new accounts with full user rights. 

Users whose accounts are configured to have fewer user rights on the system could be less 

impacted than users who operate with administrative user rights. 

Exploitation of the vulnerability requires that a user open a specially crafted file with an affected 

version of Microsoft Outlook software. In an email attack scenario, an attacker could exploit the 

vulnerability by sending the specially crafted file to the user and convincing the user to open the 

file. In a web-based attack scenario, an attacker could host a website (or leverage a compromised 

website that accepts or hosts user-provided content) that contains a specially crafted file designed 

to exploit the vulnerability. An attacker would have no way to force users to visit the website. 

Instead, an attacker would have to convince users to click a link, typically by way of an enticement 

in an email or instant message, and then convince them to open the specially crafted file. 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1199
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1199
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Note that where severity is indicated as Critical in the Affected Products table, the Preview Pane is 

an attack vector. 

The security update addresses the vulnerability by correcting how Outlook handles objects in 

memory. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

No, the Preview Pane is not an attack vector. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1199 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft Office 2019 for 32-bit 

editions 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 64-bit 

editions 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Office 365 ProPlus for 32-bit 

Systems 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Office 365 ProPlus for 64-bit 

Systems 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 
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CVE-2019-1200 - Microsoft Outlook Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1200 

MITRE 

NVD 

CVE Title: Microsoft Outlook Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in Microsoft Outlook software when it fails to 

properly handle objects in memory. An attacker who successfully exploited the vulnerability could 

use a specially crafted file to perform actions in the security context of the current user. For 

example, the file could then take actions on behalf of the logged-on user with the same permissions 

as the current user. 

To exploit the vulnerability, a user must open a specially crafted file with an affected version of 

Microsoft Outlook software. In an email attack scenario, an attacker could exploit the vulnerability 

by sending the specially crafted file to the user and convincing the user to open the file. In a web-

based attack scenario, an attacker could host a website (or leverage a compromised website that 

accepts or hosts user-provided content) that contains a specially crafted file that is designed to 

exploit the vulnerability. However, an attacker would have no way to force the user to visit the 

website. Instead, an attacker would have to convince the user to click a link, typically by way of an 

enticement in an email or Instant Messenger message, and then convince the user to open the 

specially crafted file. 

Note that the Preview Pane is not an attack vector for this vulnerability. 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1200
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1200
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by correcting how Microsoft Outlook handles files 

in memory. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

No, the Preview Pane is not an attack vector. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1200 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft Outlook 2013 RT Service Pack 

1 

4475563 Security 

Update 

 

Critical 
Remote Code 

Execution 
4464592 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Outlook 2010 Service Pack 2 

(32-bit editions) 

4475573 Security 

Update 

 

Critical 
Remote Code 

Execution 
4475509 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Outlook 2010 Service Pack 2 

(64-bit editions) 

4475573 Security 

Update 

 

Critical 
Remote Code 

Execution 
4475509 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Outlook 2016 (32-bit edition) 

4475553 Security 

Update 

 

Critical 
Remote Code 

Execution 
4475517 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/download/details.aspx?id=100090
https://www.microsoft.com/download/details.aspx?id=100090
https://www.microsoft.com/download/details.aspx?id=100082
https://www.microsoft.com/download/details.aspx?id=100082
https://www.microsoft.com/download/details.aspx?id=100083
https://www.microsoft.com/download/details.aspx?id=100083
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CVE-2019-1200 

Microsoft Outlook 2016 (64-bit edition) 

4475553 Security 

Update 

 

Critical 
Remote Code 

Execution 
4475517 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Outlook 2013 Service Pack 1 

(32-bit editions) 

4475563 Security 

Update 

 

Critical 
Remote Code 

Execution 
4464592 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Outlook 2013 Service Pack 1 

(64-bit editions) 

4475563 Security 

Update 

 

Critical 
Remote Code 

Execution 
4464592 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office 2019 for 32-bit editions 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
4464592 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 64-bit editions 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
4464592 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Office 365 ProPlus for 32-bit Systems 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
4464592 

Base: N/A 

Temporal: 
No 

https://www.microsoft.com/download/details.aspx?id=100103
https://www.microsoft.com/download/details.aspx?id=100103
https://www.microsoft.com/download/details.aspx?id=100071
https://www.microsoft.com/download/details.aspx?id=100071
https://www.microsoft.com/download/details.aspx?id=100098
https://www.microsoft.com/download/details.aspx?id=100098
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CVE-2019-1200 

N/A 

Vector: N/A 

Office 365 ProPlus for 64-bit Systems 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
4464592 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

CVE-2019-1201 - Microsoft Word Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1201 

MITRE 

NVD 

CVE Title: Microsoft Word Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in Microsoft Word software when it fails to properly 

handle objects in memory. An attacker who successfully exploited the vulnerability could use a 

specially crafted file to perform actions in the security context of the current user. For example, the 

file could then take actions on behalf of the logged-on user with the same permissions as the 

current user. 

To exploit the vulnerability, a user must open a specially crafted file with an affected version of 

Microsoft Word software. In an email attack scenario, an attacker could exploit the vulnerability by 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1201
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1201
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

sending the specially crafted file to the user and convincing the user to open the file. In a web-

based attack scenario, an attacker could host a website (or leverage a compromised website that 

accepts or hosts user-provided content) that contains a specially crafted file that is designed to 

exploit the vulnerability. However, an attacker would have no way to force the user to visit the 

website. Instead, an attacker would have to convince the user to click a link, typically by way of an 

enticement in an email or Instant Messenger message, and then convince the user to open the 

specially crafted file. 

Note that Microsoft Outlook Preview Pane is an attack vector for this vulnerability. 

The security update addresses the vulnerability by correcting how Microsoft Word handles files in 

memory. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

Yes, the Preview Pane is an attack vector. 

 

 

Mitigations: 

None  

Workarounds: 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1201 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft SharePoint Server 2010 Service 

Pack 2 

4475530 Security 

Update 

 

Critical 
Remote Code 

Execution 
4461611 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/download/details.aspx?id=100109
https://www.microsoft.com/download/details.aspx?id=100109
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CVE-2019-1201 

Microsoft Word 2010 Service Pack 2 (32-

bit editions) 

4475533 Security 

Update 

 

Critical 
Remote Code 

Execution 
4461619 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Word 2010 Service Pack 2 (64-

bit editions) 

4475533 Security 

Update 

 

Critical 
Remote Code 

Execution 
4461619 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office 2010 Service Pack 2 (32-

bit editions) 

4475531 Security 

Update 

 

Critical 
Remote Code 

Execution 
4462178 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office 2010 Service Pack 2 (64-

bit editions) 

4475531 Security 

Update 

 

Critical 
Remote Code 

Execution 
4462178 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office Web Apps 2010 Service 

Pack 2 

4475534 Security 

Update 

 

Critical 
Remote Code 

Execution 
4461621 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Word 2013 Service Pack 1 (32-

bit editions) 

4475547 Security 

Update 

 

Critical 
Remote Code 

Execution 
4464590 

Base: N/A 

Temporal: 
Maybe 

https://www.microsoft.com/download/details.aspx?id=100102
https://www.microsoft.com/download/details.aspx?id=100102
https://www.microsoft.com/download/details.aspx?id=100093
https://www.microsoft.com/download/details.aspx?id=100093
https://www.microsoft.com/download/details.aspx?id=100074
https://www.microsoft.com/download/details.aspx?id=100074
https://www.microsoft.com/download/details.aspx?id=100113
https://www.microsoft.com/download/details.aspx?id=100113
https://www.microsoft.com/download/details.aspx?id=100104
https://www.microsoft.com/download/details.aspx?id=100104
https://www.microsoft.com/download/details.aspx?id=100084
https://www.microsoft.com/download/details.aspx?id=100084
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CVE-2019-1201 

N/A 

Vector: N/A 

Microsoft Word 2013 Service Pack 1 (64-

bit editions) 

4475547 Security 

Update 

 

Critical 
Remote Code 

Execution 
4464590 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Word 2013 RT Service Pack 1 

4475547 Security 

Update 

 

Critical 
Remote Code 

Execution 
4464590 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office Web Apps Server 2013 

Service Pack 1 

4462216 Security 

Update 

 

Critical 
Remote Code 

Execution 
4461551 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office 2016 for Mac 

Release Notes Security 

Update 

 

Critical 
Remote Code 

Execution 
4461551 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Word 2016 (32-bit edition) 

4475540 Security 

Update 

 

Critical 
Remote Code 

Execution 
4464596 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/download/details.aspx?id=100110
https://www.microsoft.com/download/details.aspx?id=100110
https://www.microsoft.com/download/details.aspx?id=100099
https://www.microsoft.com/download/details.aspx?id=100099
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://www.microsoft.com/download/details.aspx?id=100073
https://www.microsoft.com/download/details.aspx?id=100073
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CVE-2019-1201 

Microsoft Word 2016 (64-bit edition) 

4475540 Security 

Update 

 

Critical 
Remote Code 

Execution 
4464596 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Enterprise Server 

2016 

4475549 Security 

Update 

 

Critical 
Remote Code 

Execution 
4475520 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Enterprise Server 

2013 Service Pack 1 

4462137 Security 

Update 

 

Critical 
Remote Code 

Execution 
4461589 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office 2019 for 32-bit editions 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
4461589 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 64-bit editions 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
4461589 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for Mac 

Release Notes Security 

Update 

 

Critical 
Remote Code 

Execution 
4461589 

Base: N/A 

Temporal: 
No 

https://www.microsoft.com/download/details.aspx?id=100075
https://www.microsoft.com/download/details.aspx?id=100075
https://www.microsoft.com/download/details.aspx?id=100079
https://www.microsoft.com/download/details.aspx?id=100079
https://www.microsoft.com/download/details.aspx?id=100089
https://www.microsoft.com/download/details.aspx?id=100089
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
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CVE-2019-1201 

N/A 

Vector: N/A 

Office 365 ProPlus for 32-bit Systems 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
4461589 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Office 365 ProPlus for 64-bit Systems 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
4461589 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft SharePoint Server 2019 

4475555 Security 

Update 

 

Critical 
Remote Code 

Execution 
4475529 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office Online Server 

4475528 Security 

Update 

 

Critical 
Remote Code 

Execution 
4475511 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/download/details.aspx?id=100097
https://www.microsoft.com/download/details.aspx?id=100097
https://www.microsoft.com/download/details.aspx?id=100069
https://www.microsoft.com/download/details.aspx?id=100069
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CVE-2019-1202 - Microsoft SharePoint Information Disclosure Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1202 

MITRE 

NVD 

CVE Title: Microsoft SharePoint Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists in the way Microsoft SharePoint handles session 

objects. A locally authenticated attacker who successfully exploited the vulnerability could 

hijack the session of another user. 

To exploit this vulnerability, the attacker could run a specially crafted application. 

The security update corrects how SharePoint handles session objects to prevent user session 

hijacking. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

No, the Preview Pane is not an attack vector. 

 

 

Mitigations: 

None  

Workarounds: 

Important 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1202
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1202
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1202 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft SharePoint Foundation 2010 

Service Pack 2 

4475575 Security 

Update 

 

Important 
Information 

Disclosure 
4475510 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Foundation 2013 

Service Pack 1 

4475565 Security 

Update 

 

Important 
Information 

Disclosure 
4475527 

Base: N/A 

Temporal: 
Maybe 

https://www.microsoft.com/download/details.aspx?id=100080
https://www.microsoft.com/download/details.aspx?id=100080
https://www.microsoft.com/download/details.aspx?id=100106
https://www.microsoft.com/download/details.aspx?id=100106
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CVE-2019-1202 

N/A 

Vector: N/A 

Microsoft SharePoint Enterprise Server 

2016 

4475549 Security 

Update 

 

Important 
Information 

Disclosure 
4475520 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Server 2019 

4475555 Security 

Update 

 

Important 
Information 

Disclosure 
4475529 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

CVE-2019-1203 - Microsoft Office SharePoint XSS Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1203 

MITRE 

NVD 

CVE Title: Microsoft Office SharePoint XSS Vulnerability  

Description:  

A cross-site-scripting (XSS) vulnerability exists when Microsoft SharePoint Server does not 

properly sanitize a specially crafted web request to an affected SharePoint server. An authenticated 

Important Spoofing 

https://www.microsoft.com/download/details.aspx?id=100079
https://www.microsoft.com/download/details.aspx?id=100079
https://www.microsoft.com/download/details.aspx?id=100097
https://www.microsoft.com/download/details.aspx?id=100097
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1203
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1203
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

attacker could exploit the vulnerability by sending a specially crafted request to an affected 

SharePoint server. 

The attacker who successfully exploited the vulnerability could then perform cross-site scripting 

attacks on affected systems and run script in the security context of the current user. The attacks 

could allow the attacker to read content that the attacker is not authorized to read, use the victim's 

identity to take actions on the SharePoint site on behalf of the user, such as change permissions and 

delete content, and inject malicious content in the browser of the user. 

The security update addresses the vulnerability by helping to ensure that SharePoint Server properly 

sanitizes web requests. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

Yes, the Preview Pane is an attack vector. 

 

 

Mitigations: 

None  

Workarounds: 

None  
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1203 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft SharePoint Enterprise Server 2016 

4475549 Security 

Update 

 

Important Spoofing 4475520 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft SharePoint Enterprise Server 2013 

Service Pack 1 

4475557 Security 

Update 

 

Important Spoofing 4475522 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/download/details.aspx?id=100079
https://www.microsoft.com/download/details.aspx?id=100079
https://www.microsoft.com/download/details.aspx?id=100107
https://www.microsoft.com/download/details.aspx?id=100107
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CVE-2019-1203 

Microsoft SharePoint Server 2019 

4475555 Security 

Update 

 

Important Spoofing 4475529 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

CVE-2019-1204 - Microsoft Outlook Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1204 

MITRE 

NVD 

CVE Title: Microsoft Outlook Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists when Microsoft Outlook initiates processing of 

incoming messages without sufficient validation of the formatting of the messages. An attacker 

who successfully exploited the vulnerability could attempt to force Outlook to load a local or 

remote message store (over SMB). 

To exploit the vulnerability, the attacker could send a specially crafted email to a victim. Outlook 

would then attempt to open a pre-configured message store contained in the email upon receipt of 

the email. 

This update addresses the vulnerability by ensuring Office fully validates incoming email 

formatting before processing message content. 

Important 
Elevation of 

Privilege 

https://www.microsoft.com/download/details.aspx?id=100097
https://www.microsoft.com/download/details.aspx?id=100097
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1204
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1204
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

Yes, the Preview Pane is an attack vector. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 
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CVE-2019-1204 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft Outlook 2013 RT Service Pack 1 

4475563 Security 

Update 

 

Important 
Elevation of 

Privilege 
4464592 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Outlook 2010 Service Pack 2 

(32-bit editions) 

4475573 Security 

Update 

 

Important 
Elevation of 

Privilege 
4475509 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Outlook 2010 Service Pack 2 

(64-bit editions) 

4475573 Security 

Update 

 

Important 
Elevation of 

Privilege 
4475509 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Outlook 2016 (32-bit edition) 

4475553 Security 

Update 

 

Important 
Elevation of 

Privilege 
4475517 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Outlook 2016 (64-bit edition) 

4475553 Security 

Update 

 

Important 
Elevation of 

Privilege 
4475517 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/download/details.aspx?id=100090
https://www.microsoft.com/download/details.aspx?id=100090
https://www.microsoft.com/download/details.aspx?id=100082
https://www.microsoft.com/download/details.aspx?id=100082
https://www.microsoft.com/download/details.aspx?id=100083
https://www.microsoft.com/download/details.aspx?id=100083
https://www.microsoft.com/download/details.aspx?id=100103
https://www.microsoft.com/download/details.aspx?id=100103
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CVE-2019-1204 

Microsoft Outlook 2013 Service Pack 1 

(32-bit editions) 

4475563 Security 

Update 

 

Important 
Elevation of 

Privilege 
4464592 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Outlook 2013 Service Pack 1 

(64-bit editions) 

4475563 Security 

Update 

 

Important 
Elevation of 

Privilege 
4464592 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

Microsoft Office 2019 for 32-bit editions 

Click to Run Security 

Update 

 

Important 
Elevation of 

Privilege 
4464592 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 64-bit editions 

Click to Run Security 

Update 

 

Important 
Elevation of 

Privilege 
4464592 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Office 365 ProPlus for 32-bit Systems 

Click to Run Security 

Update 

 

Important 
Elevation of 

Privilege 
4464592 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

No 

Office 365 ProPlus for 64-bit Systems 

Click to Run Security 

Update 

 

Important 
Elevation of 

Privilege 
4464592 

Base: N/A 

Temporal: 
No 

https://www.microsoft.com/download/details.aspx?id=100071
https://www.microsoft.com/download/details.aspx?id=100071
https://www.microsoft.com/download/details.aspx?id=100098
https://www.microsoft.com/download/details.aspx?id=100098
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CVE-2019-1204 

N/A 

Vector: N/A 

CVE-2019-1205 - Microsoft Word Remote Code Execution Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1205 

MITRE 

NVD 

CVE Title: Microsoft Word Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in Microsoft Word software when it fails to properly 

handle objects in memory. An attacker who successfully exploited the vulnerability could use a 

specially crafted file to perform actions in the security context of the current user. For example, the 

file could then take actions on behalf of the logged-on user with the same permissions as the 

current user. 

To exploit the vulnerability, a user must open a specially crafted file with an affected version of 

Microsoft Word software. In an email attack scenario, an attacker could exploit the vulnerability by 

sending the specially crafted file to the user and convincing the user to open the file. In a web-

based attack scenario, an attacker could host a website (or leverage a compromised website that 

accepts or hosts user-provided content) that contains a specially crafted file that is designed to 

exploit the vulnerability. However, an attacker would have no way to force the user to visit the 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1205
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1205
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

website. Instead, an attacker would have to convince the user to click a link, typically by way of an 

enticement in an email or Instant Messenger message, and then convince the user to open the 

specially crafted file. 

Note that Microsoft Outlook Preview Pane is an attack vector for this vulnerability. 

The security update addresses the vulnerability by correcting how Microsoft Word handles files in 

memory. 

 

FAQ: 

Is the Preview Pane an attack vector for this vulnerability? 

Yes, the Preview Pane is an attack vector. 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1205 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft Office 2016 for Mac 

Release Notes Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 32-bit 

editions 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Microsoft Office 2019 for 64-bit 

editions 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
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CVE-2019-1205 

Microsoft Office 2019 for Mac 

Release Notes Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Office 365 ProPlus for 32-bit 

Systems 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Office 365 ProPlus for 64-bit 

Systems 

Click to Run Security 

Update 

 

Critical 
Remote Code 

Execution 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

No 

Microsoft SharePoint Server 2019 
4475555 Security Update 

 
Critical 

Remote Code 

Execution 
4475529 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft Office Online Server 
4475528 Security Update 

 
Critical 

Remote Code 

Execution 
4475511 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://www.microsoft.com/download/details.aspx?id=100097
https://www.microsoft.com/download/details.aspx?id=100069
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CVE-2019-1206 - Windows DHCP Server Denial of Service Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-

1206 

MITRE 

NVD 

CVE Title: Windows DHCP Server Denial of Service Vulnerability  

Description:  

A memory corruption vulnerability exists in the Windows Server DHCP service when an attacker 

sends specially crafted packets to a DHCP failover server. An attacker who successfully exploited 

the vulnerability could cause the DHCP service to become nonresponsive. 

To exploit the vulnerability, an attacker could send a specially crafted packet to a DHCP server. 

However, the DHCP server must be set to failover mode for the attack to succeed. 

The security update addresses the vulnerability by correcting how DHCP failover servers handle 

network packets. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Important 
Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1206
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1206


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1206 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

Important 

Denial 

of 

Service 

4507462 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
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CVE-2019-1206 

(Server Core 

installation) 

4512518 

Monthly 

Rollup 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1206 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1211 - Git for Visual Studio Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-

1211 

MITRE 

NVD 

CVE Title: Git for Visual Studio Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in Git for Visual Studio when it improperly parses 

configuration files. An attacker who successfully exploited the vulnerability could execute code 

in the context of another local user. 

To exploit the vulnerability, an authenticated attacker would need to modify Git configuration 

files on a system prior to a full installation of the application. The attacker would then need to 

convince another user on the system to execute specific Git commands. 

The update addresses the issue by changing the permissions required to edit configuration files. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1211
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1211
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1211 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft Visual Studio 2017 

Release Notes Security 

Update 

 

Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft Visual Studio 2017 

version 15.9 

Release Notes Security 

Update 

 

Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

Microsoft Visual Studio 2019 

version 16.0 

Release Notes Security 

Update 

 

Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://my.visualstudio.com/Downloads?q=Visual%20Studio%202017
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202017
http://aka.ms/vs/15/release/latest
http://aka.ms/vs/15/release/latest
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
https://my.visualstudio.com/Downloads?q=Visual%20Studio%202019%20version%2016.0
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CVE-2019-1211 

Microsoft Visual Studio 2019 

version 16.2 

Release Notes Security 

Update 

 

Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

CVE-2019-1212 - Windows DHCP Server Denial of Service Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1212 

MITRE 

NVD 

CVE Title: Windows DHCP Server Denial of Service Vulnerability  

Description:  

A memory corruption vulnerability exists in the Windows Server DHCP service when processing 

specially crafted packets. An attacker who successfully exploited the vulnerability could cause 

the DHCP server service to stop responding. 

To exploit the vulnerability, a remote unauthenticated attacker could send a specially crafted 

packet to an affected DHCP server. 

The security update addresses the vulnerability by correcting how DHCP servers handle network 

packets. 

 

FAQ: 

None  

Important 
Denial of 

Service 

https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1212
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1212
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1212 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 for 

32-bit Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Important 

Denial 

of 

Service 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1212 

Monthly 

Rollup 

 

Windows 7 for 

x64-based 

Systems Service 

Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for x64-based 

Systems Service 

Pack 1 (Server 

Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 R2 

for Itanium-

Based Systems 

Service Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Important 

Denial 

of 

Service 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1212 

Rollup 

 

Windows 

Server 2008 R2 

for x64-based 

Systems Service 

Pack 1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507449 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507452 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
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CVE-2019-1212 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507462 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-1212 

Windows 

Server 2012 R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important 

Denial 

of 

Service 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2012 R2 

(Server Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507448 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-1212 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4512501 

Security 
Important 

Denial 

of 

Service 

4507435 
Base: 9.8 

Temporal: 8.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1212 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1212 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Denial 

of 

Service 

4507453 
Base: 9.8 

Temporal: 8.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1212 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

Itanium-Based 

Systems Service 

Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507452 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Important 

Denial 

of 

Service 

4507452 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1212 

Only 

 

Windows 

Server 2008 for 

x64-based 

Systems Service 

Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507452 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems Service 

Pack 2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 

Denial 

of 

Service 

4507452 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1213 - Windows DHCP Server Remote Code Execution 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-

1213 

MITRE 

NVD 

CVE Title: Windows DHCP Server Remote Code Execution Vulnerability  

Description:  

A memory corruption vulnerability exists in the Windows Server DHCP service when an 

attacker sends specially crafted packets to a DHCP server. An attacker who successfully 

exploited the vulnerability could run arbitrary code on the DHCP server. 

To exploit the vulnerability, an attacker could send a specially crafted packet to a DHCP server. 

The security update addresses the vulnerability by correcting how DHCP servers handle network 

packets. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1213
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1213


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1213 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1213 

Windows 

Server 2008 for 

Itanium-Based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

32-bit Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1213 

Windows 

Server 2008 for 

x64-based 

Systems 

Service Pack 2 

(Server Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Critical 

Remote 

Code 

Execution 

4507452 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2019-1218 - Outlook iOS Spoofing Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1218 

MITRE 

NVD 

CVE Title: Outlook iOS Spoofing Vulnerability  

Description:  

A spoofing vulnerability exists in the way Microsoft Outlook iOS software parses specifically 

crafted email messages. An authenticated attacker could exploit the vulnerability by sending a 

specially crafted email message to a victim. 

The attacker who successfully exploited this vulnerability could then perform cross-site scripting 

attacks on the affected systems and run scripts in the security context of the current user. 

Important Spoofing 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1218
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1218
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

The security update addresses the vulnerability by correcting how Outlook iOS parses specially 

crafted email messages. 

 

FAQ: 

How do I get the update for Outlook for IOS? 

1. Tap the Settings Icon 

2. Tap the iTunes & App Store 

3. Turn on AUTOMATIC DOWNLOADS for Apps 

Alternatively 

1. Tap the App Store Icon 

2. Scroll down to find Microsoft Outlook 

3. Tap the Update button 

 

 

Mitigations: 

None  

Workarounds: 

None  
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1218 

Product KB Article Severity Impact Supersedence CVSS Score Set Restart Required 

Outlook for iOS 
Release Notes Security Update 

 
Important Spoofing  

Base: N/A 

Temporal: N/A 

Vector: N/A 

Maybe 

https://apps.apple.com/ca/app/microsoft-outlook/id951937596
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CVE-2019-1222 - Remote Desktop ServicesÂ Remote Code Execution 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1222 

MITRE 

NVD 

CVE Title: Remote Desktop ServicesÂ Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in Remote Desktop Services â€“ formerly known as 

Terminal Services â€“ when an unauthenticated attacker connects to the target system using RDP 

and sends specially crafted requests. This vulnerability is pre-authentication and requires no user 

interaction. An attacker who successfully exploited this vulnerability could execute arbitrary code 

on the target system. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would need to send a specially crafted request to the target 

systems Remote Desktop Service via RDP. 

The update addresses the vulnerability by correcting how Remote Desktop Services handles 

connection requests. 

 

FAQ: 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1222
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1222
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1222 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2019-1222 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1222 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Critical 

Remote 

Code 

Execution 

4507453 
Base: 9.8 

Temporal: 8.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1222 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2019-1223 - Windows Remote Desktop Protocol (RDP) Denial of 

Service Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

CVE Title: Windows Remote Desktop Protocol (RDP) Denial of Service Vulnerability  

Description:  
Important 

Denial of 

Service 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

1223 

MITRE 

NVD 

A denial of service vulnerability exists in Remote Desktop Protocol (RDP) when an attacker 

connects to the target system using RDP and sends specially crafted requests. An attacker who 

successfully exploited this vulnerability could cause the RDP service on the target system to stop 

responding. 

To exploit this vulnerability, an attacker would need to run a specially crafted application against a 

server which provides Remote Desktop Protocol (RDP) services. 

The update addresses the vulnerability by correcting how RDP handles connection requests. 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1223
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1223
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1223 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4512501 

Security 
Important 

Denial 

of 

Service 

4507435 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-1223 

for ARM64-

based Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1223 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1224 - Remote Desktop Protocol Server Information Disclosure 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1224 

MITRE 

NVD 

CVE Title: Remote Desktop Protocol Server Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists when the Windows RDP server improperly 

discloses the contents of its memory. An attacker who successfully exploited this vulnerability 

could obtain information to further compromise the system. 

To exploit this vulnerability, an attacker would have to connect remotely to an affected system 

and run a specially crafted application. 

The security update addresses the vulnerability by correcting how the Windows RDP server 

initializes memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is uninitialized memory. 

Important 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1224
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1224
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1224 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 

4512501 

Security 
Important 

Information 

Disclosure 
4507435 

Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1224 

1803 for 32-

bit Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

1803 for 

x64-based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1803 for 

ARM64-

based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1809 for 32-

bit Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1224 

Windows 10 

Version 

1809 for 

x64-based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1809 for 

ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1903 for 32-

bit Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1224 

Windows 10 

Version 

1903 for 

x64-based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1903 for 

ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1225 - Remote Desktop Protocol Server Information Disclosure 

Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-1225 

MITRE 

NVD 

CVE Title: Remote Desktop Protocol Server Information Disclosure Vulnerability  

Description:  

An information disclosure vulnerability exists when the Windows RDP server improperly 

discloses the contents of its memory. An attacker who successfully exploited this vulnerability 

could obtain information to further compromise the system. 

To exploit this vulnerability, an attacker would have to connect remotely to an affected system 

and run a specially crafted application. 

The security update addresses the vulnerability by correcting how the Windows RDP server 

initializes memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is uninitialized memory. 

Important 
Information 

Disclosure 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1225
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1225
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

 

 

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1225 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 

4512501 

Security 
Important 

Information 

Disclosure 
4507435 

Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1225 

1803 for 32-

bit Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Windows 10 

Version 

1803 for 

x64-based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1803 for 

ARM64-

based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1809 for 32-

bit Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1225 

Windows 10 

Version 

1809 for 

x64-based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1809 for 

ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1903 for 32-

bit Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1225 

Windows 10 

Version 

1903 for 

x64-based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 

1903 for 

ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1226 - Remote Desktop ServicesÂ Remote Code Execution 

Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1226 

MITRE 

NVD 

CVE Title: Remote Desktop ServicesÂ Remote Code Execution Vulnerability  

Description:  

A remote code execution vulnerability exists in Remote Desktop Services â€“ formerly known as 

Terminal Services â€“ when an unauthenticated attacker connects to the target system using RDP 

and sends specially crafted requests. This vulnerability is pre-authentication and requires no user 

interaction. An attacker who successfully exploited this vulnerability could execute arbitrary code 

on the target system. An attacker could then install programs; view, change, or delete data; or 

create new accounts with full user rights. 

To exploit this vulnerability, an attacker would need to send a specially crafted request to the target 

systems Remote Desktop Service via RDP. 

The update addresses the vulnerability by correcting how Remote Desktop Services handles 

connection requests. 

 

FAQ: 

Critical 
Remote Code 

Execution 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1226
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1226
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1226 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 
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CVE-2019-1226 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507435 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1226 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507469 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Critical 

Remote 

Code 

Execution 

4507453 
Base: 9.8 

Temporal: 8.8 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1226 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Critical 

Remote 

Code 

Execution 

4507453 

Base: 9.8 

Temporal: 8.8 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C 

Yes 

CVE-2019-1227 - Windows Kernel Information Disclosure Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1227 

CVE Title: Windows Kernel Information Disclosure Vulnerability  

Description:  
Important 

Information 

Disclosure 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

MITRE 

NVD 

An information disclosure vulnerability exists when the Windows kernel improperly handles 

objects in memory. An attacker who successfully exploited this vulnerability could obtain 

information to further compromise the userâ€™s system. 

To exploit this vulnerability, an attacker would have to log on to an affected system and run a 

specially crafted application. The vulnerability would not allow an attacker to execute code or to 

elevate user rights directly, but it could be used to obtain information that could be used to try to 

further compromise the affected system. 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is Kernel memory read - unintentional read access to memory contents in kernel space 

from a user mode process. 

 

 

Mitigations: 

None  

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1227
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1227
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1227 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
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CVE-2019-1227 

Windows 10 

Version 1803 

for x64-

based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4512501 

Security 

Update 

 

Important 
Information 

Disclosure 
4507435 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for x64-

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-1227 

based 

Systems 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 
Information 

Disclosure 
4507469 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for 32-bit 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for x64-

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-1227 

based 

Systems 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important 
Information 

Disclosure 
4507453 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

CVE-2019-1228 - Windows Kernel Information Disclosure Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

1228 

CVE Title: Windows Kernel Information Disclosure Vulnerability  

Description:  
Important 

Information 

Disclosure 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

MITRE 

NVD 

An information disclosure vulnerability exists when the Windows kernel improperly handles 

objects in memory. An attacker who successfully exploited this vulnerability could obtain 

information to further compromise the userâ€™s system. 

To exploit this vulnerability, an attacker would have to log on to an affected system and run a 

specially crafted application. The vulnerability would not allow an attacker to execute code or to 

elevate user rights directly, but it could be used to obtain information that could be used to try to 

further compromise the affected system. 

The update addresses the vulnerability by correcting how the Windows kernel handles objects in 

memory. 

 

FAQ: 

What type of information could be disclosed by this vulnerability? 

The type of information that could be disclosed if an attacker successfully exploited this 

vulnerability is Kernel memory read - unintentional read access to memory contents in kernel space 

from a user mode process. 

 

 

Mitigations: 

None  

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1228
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1228
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1228 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1228 

Rollup 

 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

4512486 

Security 

Only 

4512506 

Monthly 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-1228 

Systems 

Service Pack 

1 

Rollup 

 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important 
Information 

Disclosure 
4507449 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 (Server 

Core 

installation) 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for Itanium-

Based 

Systems 

4512476 

Monthly 

Rollup 

4512491 

Security 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
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CVE-2019-1228 

Service Pack 

2 

Only 

 

Windows 

Server 2008 

for 32-bit 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512491 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 

4512476 

Monthly 

Rollup 

4512486 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2008 

for x64-based 

Systems 

Service Pack 

2 (Server 

4512476 

Monthly 

Rollup 

4512486 

Security 

Only 

 

Important 
Information 

Disclosure 
4507452 

Base: 5.5 

Temporal: 5 

Vector: 

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512491
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512476
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
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CVE-2019-1228 

Core 

installation) 

CVE-2019-1229 - Dynamics On-Premise Elevation of Privilege Vulnerability 

CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

CVE-

2019-

1229 

MITRE 

NVD 

CVE Title: Dynamics On-Premise Elevation of Privilege Vulnerability  

Description:  

An elevation of privilege vulnerability exists in Dynamics On-Premise v9. An attacker who 

successfully exploited the vulnerability could leverage a customizer privilege within Dynamics to 

gain control of the Web Role hosting the Dynamics installation. 

To exploit this vulnerability, an attacker needs to have credentials for a user that has permission 

to author customized business rules in Dynamics, and persist XAML script in a way that causes it 

to be interpreted as code. 

The update addresses the vulnerability by restricting XAML activities to a whitelisted set. 

 

FAQ: 

None  

Mitigations: 

Important 
Elevation of 

Privilege 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1229
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1229
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CVE ID Vulnerability Description 
Maximum 

Severity Rating 

Vulnerability 

Impact 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-1229 

Product KB Article Severity Impact Supersedence 
CVSS Score 

Set 

Restart 

Required 

Microsoft Dynamics 365 (on-premises) 

version 9.0 

4508724 Security 

Update 

 

Important 
Elevation of 

Privilege 
 

Base: N/A 

Temporal: 

N/A 

Vector: N/A 

Maybe 

https://www.microsoft.com/download/details.aspx?id=100114
https://www.microsoft.com/download/details.aspx?id=100114
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CVE-2019-9506 - Encryption Key Negotiation of Bluetooth Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

9506 

MITRE 

NVD 

CVE Title: Encryption Key Negotiation of Bluetooth Vulnerability  

Description:  

Executive Summary 

Microsoft is aware of the Bluetooth BR/EDR (basic rate/enhanced data rate, known as "Bluetooth 

Classic") key negotiation vulnerability that exists at the hardware specification level of any BR/EDR 

Bluetooth device. An attacker could potentially be able to negotiate the offered key length down to 1 

byte of entropy, from a maximum of 16 bytes. 

To exploit this vulnerability, an attacker would need specialized hardware and would be limited by the 

range of the Bluetooth devices in use. Using this specialized equipment, they would need to be close 

enough to communicate and interfere with the legitimate transmissions being made wirelessly. 

CERT/CC has issued CVE-2019-9506 and VU#918987 for this tampering vulnerability, which has a 

CVSS score of 9.3. 

Important Tampering 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9506
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-9506
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9506
https://www.kb.cert.org/vuls/id/918987
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

To address the vulnerability Microsoft has released a software update that enforces a default 7-octet 

minimum key length to ensure that the key negotiation does not trivialize the encryption. This 

functionality is disabled by default when the update is installed. Customers must enable this 

functionality by setting a specific flag in the registry. When the flag is set, Windows software will read 

the encryption key size and reject the Bluetooth connection if it does not meet the defined minimum key 

size. 

If your particular Bluetooth device or the Bluetooth radio in your Windows device, or the driver for that 

Bluetooth radio does not support the longer key length, this update could block connections with that 

device when the registry key EnableMinimumEncryptionKeySize is set to a value of 1. Users who have 

issues connecting their Bluetooth devices after installing and enabling this functionality should check to 

see if their manufacturer is providing additional guidance on updates and mitigations. 

To enable this enforcement feature by using Registry Editor, follow these steps: 

Note Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your 

operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry 

Editor can be solved. Use Registry Editor at your own risk. For information about how to edit the 

registry, view the "Changing Keys and Values" Help topic in Registry Editor (Regedit.exe) or view the 

"Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

2. Locate and then click the following registry subkey: 

HKLM\System\CurrentControlSet\Policies\Hardware\Bluetooth 

3. On the Edit menu, click Modify to modify the EnableMinimumEncryptionKeySize registry 

entry. 

4. In the Value data box, type 1, and then click OK. This sets the 

"EnableMinimumEncryptionKeySize"=dword value to 00000001 

5. Exit Registry Editor. 

6. Restart the computer. 

You then need to reset your Bluetooth device as follows: 

1. On the device, go to the Bluetooth Settings. 

2. Turn off Bluetooth. 

3. Open the Device Manager and locate the Bluetooth Controller. 

4. Right-click on the Bluetooth Controller and select Disable device. 

5. After the device is disabled, right-click again and select Enable device. 

Computers with incompatible Bluetooth controllers or devices may have to temporarily or permanently 

set EnableMinimumEncryptionKeySize = 0 until controllers, firmware or drivers can be updated or the 

device itself updated. Bluetooth connections on computers in this state will not be secure. 

To disable this enforcement feature: 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\System\CurrentControlSet\Policies\Hardware\Bluetooth 

3. On the Edit menu, click Modify to modify the EnableMinimumEncryptionKeySize registry 

entry. 

4. In the Value data box, type 1, and then click OK. This sets the 

"EnableMinimumEncryptionKeySize"=dword value to 00000000 

5. Exit Registry Editor. 

6. Restart the computer. 

You then need to follow the preceding instructions for resetting your Bluetooth device. 

Recommended Actions 

The best protection is to keep computers up to date. Please see Microsoft Knowledge Base Article 

4514157 for guidance on protecting Windows devices. 

If your particular device does not support the longer key length, this update could block connections 

with that device. Users who have issues connecting their Bluetooth devices after installing and enabling 

https://support.microsoft.com/help/4514157
https://support.microsoft.com/help/4514157
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

this functionality should check to see if their manufacturer is providing additional guidance on updates 

and mitigations. 

FAQ 

1. Why is this enforcement not enabled by default? 

A number of devices may not currently be able to support a longer key length and would not function 

with this fix enabled. Combined with the difficulty to use this attack and the need of specialized 

equipment and proximity to the target, this was decided to be left disabled initially to avoid any 

compatibility issues. The choice to enable this functionality would be left up to the user. 

2. Where can I find more information about enabling this functionality? 

If you determine that you need to enable this functionality to enforce a default 7-octet minimum key 

length, see Microsoft Knowledge Base Article 4514157. 

https://support.microsoft.com/help/4514157
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References 

 Thank you to ICASI for coordinating multi-vendor response. Also see Statement from the 

International Consortium for Advancement of Cybersecurity on the Internet (ICASI) on the 

Bluetooth Vulnerability 

 CERT/CC VU#918987 

 See Bluetooth SIG advisory: https://www.bluetooth.com/security/statement-key-negotiation-of-

bluetooth 

 

FAQ: 

None  

Mitigations: 

None  

Workarounds: 

None  

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 

 

https://www.icasi.org/
https://www.icasi.org/br-edr-encryption-key-bluetooth-vulnerability
https://www.icasi.org/br-edr-encryption-key-bluetooth-vulnerability
https://www.icasi.org/br-edr-encryption-key-bluetooth-vulnerability
https://www.kb.cert.org/vuls/id/918987
https://www.bluetooth.com/security/statement-key-negotiation-of-bluetooth
https://www.bluetooth.com/security/statement-key-negotiation-of-bluetooth
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-9506 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 7 

for 32-bit 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important Tampering 4507449 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 7 

for x64-based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important Tampering 4507449 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 

Server 2008 

4512486 

Security 
Important Tampering 4507449 

Base: 9.3 

Temporal: 8.1 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
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CVE-2019-9506 

R2 for x64-

based 

Systems 

Service Pack 

1 (Server 

Core 

installation) 

Only 

4512506 

Monthly 

Rollup 

 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Windows 

Server 2008 

R2 for 

Itanium-

Based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important Tampering 4507449 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 

Server 2008 

R2 for x64-

based 

Systems 

Service Pack 

1 

4512486 

Security 

Only 

4512506 

Monthly 

Rollup 

 

Important Tampering 4507449 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512486
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512506
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CVE-2019-9506 

Windows 

Server 2012 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important Tampering 4507462 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 

Server 2012 

(Server Core 

installation) 

4512482 

Security 

Only 

4512518 

Monthly 

Rollup 

 

Important Tampering 4507462 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 8.1 

for 32-bit 

systems 

4512489 

Security 

Only 

4512488 

Monthly 

Rollup 

 

Important Tampering 4507448 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512482
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512518
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
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CVE-2019-9506 

Windows 8.1 

for x64-based 

systems 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important Tampering 4507448 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 

4512488 

Monthly 

Rollup 

4512489 

Security 

Only 

 

Important Tampering 4507448 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows RT 

8.1 

4512488 

Monthly 

Rollup 

 

Important Tampering 4507448 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 

Server 2012 

R2 (Server 

Core 

installation) 

4512488 

Monthly 

Rollup 

4512489 

Security 

Important Tampering 4507448 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512488
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
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CVE-2019-9506 

Only 

 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important Tampering 4507458 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important Tampering 4507458 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important Tampering 4507460 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important Tampering 4507460 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important Tampering 4507460 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512489
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-9506 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important Tampering 4507460 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important Tampering 4507450 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important Tampering 4507450 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important Tampering 4507455 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for x64-based 

Systems 

4512516 

Security 

Update 

 

Important Tampering 4507455 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

4512501 

Security 
Important Tampering 4507435 

Base: 9.3 

Temporal: 8.1 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-9506 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important Tampering 4507435 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1803 

(Server Core 

Installation) 

4512501 

Security 

Update 

 

Important Tampering 4507435 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based 

Systems 

4512501 

Security 

Update 

 

Important Tampering 4507435 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important Tampering 4507469 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

4511553 

Security 
Important Tampering 4507469 

Base: 9.3 

Temporal: 8.1 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-9506 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Windows 10 

Version 1809 

for ARM64-

based 

Systems 

4511553 

Security 

Update 

 

Important Tampering 4507469 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important Tampering 4507469 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important Tampering 4507469 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based 

Systems 

4512516 

Security 

Update 

 

Important Tampering 4507455 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important Tampering 4507453 

Base: 9.3 

Temporal: 8.1 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-9506 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important Tampering 4507453 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based 

Systems 

4512508 

Security 

Update 

 

Important Tampering 4507453 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

Windows 

Server, 

version 1903 

(Server Core 

installation) 

4512508 

Security 

Update 

 

Important Tampering 4507453 

Base: 9.3 

Temporal: 8.1 

Vector: 

CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N/E:U/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-9511 - HTTP/2 Server Denial of Service Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

9511 

MITRE 

NVD 

CVE Title: HTTP/2 Server Denial of Service Vulnerability  

Description:  

A denial of service vulnerability exists in the HTTP/2 protocol stack (HTTP.sys) when HTTP.sys 

improperly parses specially crafted HTTP/2 requests. An attacker who successfully exploited the 

vulnerability could create a denial of service condition, causing the target system to become 

unresponsive. 

To exploit this vulnerability, an unauthenticated attacker could send a specially crafted HTTP packet to a 

target system, causing the affected system to become nonresponsive. 

The update addresses the vulnerability by modifying how the Windows HTTP protocol stack handles 

HTTP/2 requests. Note that the denial of service vulnerability would not allow an attacker to execute 

code or to elevate user rights. 

 

FAQ: 

After I install the HTTP/2 updates, is there anything else I need to do to be protected from this 

vulnerability? 

Important 
Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9511
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-9511
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Yes. The update adds configuration settings to the IIS server, but these settings are turned off by default. 

To be fully protected from the vulnerabilities, an administrator needs to configure their server to limit 

the number of HTTP/2 packets accepted. This can vary based on the environment and services running 

on each server. 

Note Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your 

operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry 

Editor can be solved. Use Registry Editor at your own risk. For information about how to edit the 

registry, view the "Changing Keys and Values" Help topic in Registry Editor (Regedit.exe) or view the 

"Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. 

Connection-specific setting 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type value Http2MaxPingsPerMinute:  

o Range between 0 and 0xFF 

o This sets the maximum number of pings per minute a client can send to the server 

4. Exit Registry Editor. 

5. Restart the computer. 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Stream-specific settings 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type values for any of the following keys:  

o Http2MaxServerResetsPerMinute  

 Range between 0 and 0xFFFF 

 This sets the maximum number of requests per minute from a client that can 

generate server reset frames 

o Http2MaxPrioritiesPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of priority frames per minute a client can send to 

the server 

o Http2MaxResetsPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of reset frames per minute a client can send to the 

server 

o Http2MaxUnknownsPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of unknown frames per minute a client can send to 

the server 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

o Http2MaxWindowUpdatesPerSend  

 Range between 0 and 0xFF 

 This sets the maximum number of window update frames per minute a client can 

send to the server 

o Http2MinimumSendWindowSize  

 Range between 0 and 0xFFFF 

 This sets the minimum send window size for data frames 

4. Exit Registry Editor. 

5. Restart the computer. 

 

 

Mitigations: 

None  

Workarounds: 

The following workaround may be helpful in your situation. In all cases, Microsoft strongly recommends 

that you install the updates for this vulnerability as soon as possible even if you plan to leave this 

workaround in place: 

Disable the HTTP/2 protocol on your web server by using the Registry Editor 

Note Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your 

operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry 

https://technet.microsoft.com/library/security/dn848375.aspx
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Editor can be solved. Use Registry Editor at your own risk. For information about how to edit the 

registry, view the "Changing Keys and Values" Help topic in Registry Editor (Regedit.exe) or view the 

"Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type values EnableHttp2TIs and EnableHttp2Cleartext to one of the following:  

o Set to 0 to disable HTTP/2 

o Set to 1 to enable HTTP/2 

4. Exit Registry Editor. 

5. Restart the computer. 

 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-9511 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-9511 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Important 

Denial 

of 

Service 

4507455 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-9511 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-9511 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Denial 

of 

Service 

4507453 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508


 

@NSFOCUS 2019  http://www.nsfocus.com 

CVE-2019-9511 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-9512 - HTTP/2 Server Denial of Service Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

9512 

MITRE 

NVD 

CVE Title: HTTP/2 Server Denial of Service Vulnerability  

Description:  

A denial of service vulnerability exists in the HTTP/2 protocol stack (HTTP.sys) when HTTP.sys 

improperly parses specially crafted HTTP/2 requests. An attacker who successfully exploited the 

vulnerability could create a denial of service condition, causing the target system to become 

unresponsive. 

To exploit this vulnerability, an unauthenticated attacker could send a specially crafted HTTP packet to a 

target system, causing the affected system to become nonresponsive. 

The update addresses the vulnerability by modifying how the Windows HTTP protocol stack handles 

HTTP/2 requests. Note that the denial of service vulnerability would not allow an attacker to execute 

code or to elevate user rights. 

 

FAQ: 

After I install the HTTP/2 updates, is there anything else I need to do to be protected from this 

vulnerability? 

Important 
Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9512
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-9512
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Yes. The update adds configuration settings to the IIS server, but these settings are turned off by default. 

To be fully protected from the vulnerabilities, an administrator needs to configure their server to limit 

the number of HTTP/2 packets accepted. This can vary based on the environment and services running 

on each server. 

Note Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your 

operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry 

Editor can be solved. Use Registry Editor at your own risk. For information about how to edit the 

registry, view the "Changing Keys and Values" Help topic in Registry Editor (Regedit.exe) or view the 

"Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. 

Connection-specific setting 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type value Http2MaxPingsPerMinute:  

o Range between 0 and 0xFF 

o This sets the maximum number of pings per minute a client can send to the server 

4. Exit Registry Editor. 

5. Restart the computer. 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Stream-specific settings 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type values for any of the following keys:  

o Http2MaxServerResetsPerMinute  

 Range between 0 and 0xFFFF 

 This sets the maximum number of requests per minute from a client that can 

generate server reset frames 

o Http2MaxPrioritiesPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of priority frames per minute a client can send to 

the server 

o Http2MaxResetsPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of reset frames per minute a client can send to the 

server 

o Http2MaxUnknownsPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of unknown frames per minute a client can send to 

the server 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

o Http2MaxWindowUpdatesPerSend  

 Range between 0 and 0xFF 

 This sets the maximum number of window update frames per minute a client can 

send to the server 

o Http2MinimumSendWindowSize  

 Range between 0 and 0xFFFF 

 This sets the minimum send window size for data frames 

4. Exit Registry Editor. 

5. Restart the computer. 

 

 

Mitigations: 

None  

Workarounds: 

The following workaround may be helpful in your situation. In all cases, Microsoft strongly recommends 

that you install the updates for this vulnerability as soon as possible even if you plan to leave this 

workaround in place: 

Disable the HTTP/2 protocol on your web server by using the Registry Editor 

Note Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your 

operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry 

https://technet.microsoft.com/library/security/dn848375.aspx
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Editor can be solved. Use Registry Editor at your own risk. For information about how to edit the 

registry, view the "Changing Keys and Values" Help topic in Registry Editor (Regedit.exe) or view the 

"Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type values EnableHttp2TIs and EnableHttp2Cleartext to one of the following:  

o Set to 0 to disable HTTP/2 

o Set to 1 to enable HTTP/2 

4. Exit Registry Editor. 

5. Restart the computer. 

 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-9512 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-9512 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Important 

Denial 

of 

Service 

4507455 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-9512 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-9512 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Denial 

of 

Service 

4507453 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-9512 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-9513 - HTTP/2 Server Denial of Service Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

9513 

MITRE 

NVD 

CVE Title: HTTP/2 Server Denial of Service Vulnerability  

Description:  

A denial of service vulnerability exists in the HTTP/2 protocol stack (HTTP.sys) when HTTP.sys 

improperly parses specially crafted HTTP/2 requests. An attacker who successfully exploited the 

vulnerability could create a denial of service condition, causing the target system to become 

unresponsive. 

To exploit this vulnerability, an unauthenticated attacker could send a specially crafted HTTP packet to a 

target system, causing the affected system to become nonresponsive. 

The update addresses the vulnerability by modifying how the Windows HTTP protocol stack handles 

HTTP/2 requests. Note that the denial of service vulnerability would not allow an attacker to execute 

code or to elevate user rights. 

 

FAQ: 

After I install the HTTP/2 updates, is there anything else I need to do to be protected from this 

vulnerability? 

Important 
Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9513
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-9513
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Yes. The update adds configuration settings to the IIS server, but these settings are turned off by default. 

To be fully protected from the vulnerabilities, an administrator needs to configure their server to limit 

the number of HTTP/2 packets accepted. This can vary based on the environment and services running 

on each server. 

Note Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your 

operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry 

Editor can be solved. Use Registry Editor at your own risk. For information about how to edit the 

registry, view the "Changing Keys and Values" Help topic in Registry Editor (Regedit.exe) or view the 

"Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. 

Connection-specific setting 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type value Http2MaxPingsPerMinute:  

o Range between 0 and 0xFF 

o This sets the maximum number of pings per minute a client can send to the server 

4. Exit Registry Editor. 

5. Restart the computer. 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Stream-specific settings 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type values for any of the following keys:  

o Http2MaxServerResetsPerMinute  

 Range between 0 and 0xFFFF 

 This sets the maximum number of requests per minute from a client that can 

generate server reset frames 

o Http2MaxPrioritiesPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of priority frames per minute a client can send to 

the server 

o Http2MaxResetsPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of reset frames per minute a client can send to the 

server 

o Http2MaxUnknownsPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of unknown frames per minute a client can send to 

the server 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

o Http2MaxWindowUpdatesPerSend  

 Range between 0 and 0xFF 

 This sets the maximum number of window update frames per minute a client can 

send to the server 

o Http2MinimumSendWindowSize  

 Range between 0 and 0xFFFF 

 This sets the minimum send window size for data frames 

4. Exit Registry Editor. 

5. Restart the computer. 

 

 

Mitigations: 

None  

Workarounds: 

The following workaround may be helpful in your situation. In all cases, Microsoft strongly recommends 

that you install the updates for this vulnerability as soon as possible even if you plan to leave this 

workaround in place: 

Disable the HTTP/2 protocol on your web server by using the Registry Editor 

Note Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your 

operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry 

https://technet.microsoft.com/library/security/dn848375.aspx
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Editor can be solved. Use Registry Editor at your own risk. For information about how to edit the 

registry, view the "Changing Keys and Values" Help topic in Registry Editor (Regedit.exe) or view the 

"Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type values EnableHttp2TIs and EnableHttp2Cleartext to one of the following:  

o Set to 0 to disable HTTP/2 

o Set to 1 to enable HTTP/2 

4. Exit Registry Editor. 

5. Restart the computer. 

 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-9513 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-9513 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Important 

Denial 

of 

Service 

4507455 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-9513 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-9513 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Denial 

of 

Service 

4507453 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-9513 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-9514 - HTTP/2 Server Denial of Service Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

9514 

MITRE 

NVD 

CVE Title: HTTP/2 Server Denial of Service Vulnerability  

Description:  

A denial of service vulnerability exists in the HTTP/2 protocol stack (HTTP.sys) when HTTP.sys 

improperly parses specially crafted HTTP/2 requests. An attacker who successfully exploited the 

vulnerability could create a denial of service condition, causing the target system to become 

unresponsive. 

To exploit this vulnerability, an unauthenticated attacker could send a specially crafted HTTP packet to a 

target system, causing the affected system to become nonresponsive. 

The update addresses the vulnerability by modifying how the Windows HTTP protocol stack handles 

HTTP/2 requests. Note that the denial of service vulnerability would not allow an attacker to execute 

code or to elevate user rights. 

 

FAQ: 

After I install the HTTP/2 updates, is there anything else I need to do to be protected from this 

vulnerability? 

Important 
Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9514
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-9514
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Yes. The update adds configuration settings to the IIS server, but these settings are turned off by default. 

To be fully protected from the vulnerabilities, an administrator needs to configure their server to limit 

the number of HTTP/2 packets accepted. This can vary based on the environment and services running 

on each server. 

Note Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your 

operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry 

Editor can be solved. Use Registry Editor at your own risk. For information about how to edit the 

registry, view the "Changing Keys and Values" Help topic in Registry Editor (Regedit.exe) or view the 

"Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. 

Connection-specific setting 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type value Http2MaxPingsPerMinute:  

o Range between 0 and 0xFF 

o This sets the maximum number of pings per minute a client can send to the server 

4. Exit Registry Editor. 

5. Restart the computer. 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Stream-specific settings 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type values for any of the following keys:  

o Http2MaxServerResetsPerMinute  

 Range between 0 and 0xFFFF 

 This sets the maximum number of requests per minute from a client that can 

generate server reset frames 

o Http2MaxPrioritiesPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of priority frames per minute a client can send to 

the server 

o Http2MaxResetsPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of reset frames per minute a client can send to the 

server 

o Http2MaxUnknownsPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of unknown frames per minute a client can send to 

the server 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

o Http2MaxWindowUpdatesPerSend  

 Range between 0 and 0xFF 

 This sets the maximum number of window update frames per minute a client can 

send to the server 

o Http2MinimumSendWindowSize  

 Range between 0 and 0xFFFF 

 This sets the minimum send window size for data frames 

4. Exit Registry Editor. 

5. Restart the computer. 

 

 

Mitigations: 

None  

Workarounds: 

The following workaround may be helpful in your situation. In all cases, Microsoft strongly recommends 

that you install the updates for this vulnerability as soon as possible even if you plan to leave this 

workaround in place: 

Disable the HTTP/2 protocol on your web server by using the Registry Editor 

Note Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your 

operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry 

https://technet.microsoft.com/library/security/dn848375.aspx
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Editor can be solved. Use Registry Editor at your own risk. For information about how to edit the 

registry, view the "Changing Keys and Values" Help topic in Registry Editor (Regedit.exe) or view the 

"Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type values EnableHttp2TIs and EnableHttp2Cleartext to one of the following:  

o Set to 0 to disable HTTP/2 

o Set to 1 to enable HTTP/2 

4. Exit Registry Editor. 

5. Restart the computer. 

 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-9514 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-9514 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Important 

Denial 

of 

Service 

4507455 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-9514 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-9514 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Denial 

of 

Service 

4507453 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-9514 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-9518 - HTTP/2 Server Denial of Service Vulnerability 

CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

CVE-

2019-

9518 

MITRE 

NVD 

CVE Title: HTTP/2 Server Denial of Service Vulnerability  

Description:  

A denial of service vulnerability exists in the HTTP/2 protocol stack (HTTP.sys) when HTTP.sys 

improperly parses specially crafted HTTP/2 requests. An attacker who successfully exploited the 

vulnerability could create a denial of service condition, causing the target system to become 

unresponsive. 

To exploit this vulnerability, an unauthenticated attacker could send a specially crafted HTTP packet to a 

target system, causing the affected system to become nonresponsive. 

The update addresses the vulnerability by modifying how the Windows HTTP protocol stack handles 

HTTP/2 requests. Note that the denial of service vulnerability would not allow an attacker to execute 

code or to elevate user rights. 

 

FAQ: 

After I install the HTTP/2 updates, is there anything else I need to do to be protected from this 

vulnerability? 

Important 
Denial of 

Service 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9518
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-9518
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Yes. The update adds configuration settings to the IIS server, but these settings are turned off by default. 

To be fully protected from the vulnerabilities, an administrator needs to configure their server to limit 

the number of HTTP/2 packets accepted. This can vary based on the environment and services running 

on each server. 

Note Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your 

operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry 

Editor can be solved. Use Registry Editor at your own risk. For information about how to edit the 

registry, view the "Changing Keys and Values" Help topic in Registry Editor (Regedit.exe) or view the 

"Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. 

Connection-specific setting 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type value Http2MaxPingsPerMinute:  

o Range between 0 and 0xFF 

o This sets the maximum number of pings per minute a client can send to the server 

4. Exit Registry Editor. 

5. Restart the computer. 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Stream-specific settings 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type values for any of the following keys:  

o Http2MaxServerResetsPerMinute  

 Range between 0 and 0xFFFF 

 This sets the maximum number of requests per minute from a client that can 

generate server reset frames 

o Http2MaxPrioritiesPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of priority frames per minute a client can send to 

the server 

o Http2MaxResetsPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of reset frames per minute a client can send to the 

server 

o Http2MaxUnknownsPerStream  

 Range between 0 and 0xFF 

 This sets the maximum number of unknown frames per minute a client can send to 

the server 
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

o Http2MaxWindowUpdatesPerSend  

 Range between 0 and 0xFF 

 This sets the maximum number of window update frames per minute a client can 

send to the server 

o Http2MinimumSendWindowSize  

 Range between 0 and 0xFFFF 

 This sets the minimum send window size for data frames 

4. Exit Registry Editor. 

5. Restart the computer. 

 

 

Mitigations: 

None  

Workarounds: 

The following workaround may be helpful in your situation. In all cases, Microsoft strongly recommends 

that you install the updates for this vulnerability as soon as possible even if you plan to leave this 

workaround in place: 

Disable the HTTP/2 protocol on your web server by using the Registry Editor 

Note Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your 

operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry 

https://technet.microsoft.com/library/security/dn848375.aspx
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CVE ID Vulnerability Description 

Maximum 

Severity 

Rating 

Vulnerability 

Impact 

Editor can be solved. Use Registry Editor at your own risk. For information about how to edit the 

registry, view the "Changing Keys and Values" Help topic in Registry Editor (Regedit.exe) or view the 

"Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. 

1. Click Start, click Run, type Regedit in the Open box, and then click OK. 

2. Locate and then click the following registry subkey: 

HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters 

3. Set DWORD type values EnableHttp2TIs and EnableHttp2Cleartext to one of the following:  

o Set to 0 to disable HTTP/2 

o Set to 1 to enable HTTP/2 

4. Exit Registry Editor. 

5. Restart the computer. 

 

Revision: 

1.0    08/13/2019 07:00:00     

Information published. 
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Affected Software 

The following tables list the affected software details for the vulnerability. 

CVE-2019-9518 

Product 
KB 

Article 
Severity Impact Supersedence CVSS Score Set 

Restart 

Required 

Windows 10 

for 32-bit 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

for x64-based 

Systems 

4512497 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507458 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1607 

for 32-bit 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512497
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
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CVE-2019-9518 

Windows 10 

Version 1607 

for x64-based 

Systems 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2016 

(Server Core 

installation) 

4512517 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507460 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for 32-bit 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1703 

for x64-based 

Systems 

4512507 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507450 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for 32-bit 

Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

4512516 

Security 
Important 

Denial 

of 

Service 

4507455 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512517
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512507
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
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CVE-2019-9518 

for x64-based 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1803 

for 32-bit 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for x64-based 

Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1803 (Server 

Core 

Installation) 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1803 

for ARM64-

based Systems 

4512501 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507435 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for 32-bit 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512501
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
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CVE-2019-9518 

Windows 10 

Version 1809 

for x64-based 

Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1809 

for ARM64-

based Systems 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server 2019 

(Server Core 

installation) 

4511553 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507469 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1709 

for ARM64-

based Systems 

4512516 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507455 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

4512508 

Security 
Important 

Denial 

of 

Service 

4507453 
Base: 7.5 

Temporal: 6.7 
Yes 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4511553
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512516
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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CVE-2019-9518 

for 32-bit 

Systems 

Update 

 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Windows 10 

Version 1903 

for x64-based 

Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 10 

Version 1903 

for ARM64-

based Systems 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

Windows 

Server, version 

1903 (Server 

Core 

installation) 

4512508 

Security 

Update 

 

Important 

Denial 

of 

Service 

4507453 

Base: 7.5 

Temporal: 6.7 

Vector: 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C 

Yes 

 

 

https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4512508
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Statement 

This advisory is only used to describe a potential risk. NSFOCUS does not provide any commitment or promise on this advisory. 

NSFOCUS and the author will not bear any liability for any direct and/or indirect consequences and losses caused by transmitting 

and/or using this advisory. NSFOCUS reserves all the rights to modify and interpret this advisory. Please include this statement 

paragraph when reproducing or transferring this advisory. Do not modify this advisory, add/delete any information to/from it,  or 

use this advisory for commercial purposes without permission from NSFOCUS. 

About NSFOCUS 

NSFOCUS, Inc., a global network and cyber security leader, protects enterprises and carriers from advanced cyber attacks. The 

company's Intelligent Hybrid Security st rategy utilizes both cloud and on-premises security platforms, built on a foundation of real -

time global threat intelligence, to provide multi -layered, unified and dynamic protection against advanced cyber attacks. 

NSFOCUS works with Fortune Global 500 companies, including four of the world's five largest financial institutions, organizations 

in insurance, retail, healthcare, critical infrastructure industries as well as government agencies. NSFOCUS has technology and 

channel partners in more than 60 countr ies, is a member of both the Microsoft Active Protections Program (MAPP), and the Cloud 

Security Alliance (CSA). 

A wholly owned subsidiary of NSFOCUS Information Technology Co. Ltd., the company has operations in the Americas, Europe, 

the Middle East and Asia Pacific. 


