Microsoft's Security Bulletin for March Patches That Fix 68 Security Vulnerabilities

Threat Alert

mm Vlicrosoft Patch Tuesday

Date of Release: March 13, 2019

Overview

Microsoft released the March 2019 security patch on Tuesday that fixes 68 vulnerabilities ranging from simple spoofing attacks to remote
code execution in various products, including Active Directory, Adobe Flash Player, Azure, Internet Explorer, Microsoft Browsers, Microsoft
Edge, Microsoft Graphics Component, Microsoft JET Database Engine, Microsoft Office, Microsoft Office SharePoint, Microsoft Scripting
Engine, Microsoft Windows, Microsoft XML, NuGet, Servicing Stack Updates, Skype for Business, Team Foundation Server, Visual Studio,
Windows DHCP Client, Windows Hyper-V, Windows Kernel, Windows Kernel-Mode Drivers, Windows Print Spooler Components, Windows
SMB Server, and Windows Subsystem for Linux.

Details can be found in the following table.

@%FHE 2019 http://www.nsfocus.com




Active Directory Privilege

Active Directory CVE-2019-0683 Escalation Vulnerability Important
March 2019 A Flash i
Adobe Flash Player ADV190008 arch 2019 Adobe Flash Security Low
Update
Azure CVE-2019-0816 Azure SSH Keypairs Security Moderate
Feature Bypass Vulnerability
| Expl ity F
Internet Explorer CVE-2019-0761 nternet Explorer Security Feature Low
Bypass Vulnerability
Internet Expl M
Internet Explorer CVE-2019-0763 erme . Xplorer errpry Moderate
Corruption Vulnerability
Internet Expl Security Feat
Internet Explorer CVE-2019-0768 Ienet Exprorer ecun_;_/ eature Important
Bypass Vulnerability
Microsoft Browsers CVE-2019-0762 Microsoft Browsers Security Low

Feature Bypass Vulnerability
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Microsoft Browser Memory

i CVE-2019-0780 . . I tant
Microsoft Browsers Corruption Vulnerability mportan
Microsoft Edge CVE-2019-0612 Microsoft Edge Securlt.y. Feature Important
Bypass Vulnerability
) Microsoft Edge Privilege
Microsoft Edge CVE-2019-0678 Escalation Vulnerability Important
Microsoft Edge CVE-2019-0779 Microsoft Edge Memory Important
Corruption Vulnerability
. . Wind GDI Inf ti
Microsoft Graphics Component CVE-2019-0774 'T‘ ows " orm_a_lon Important
Disclosure Vulnerability
: . Win32k Privilege Escalation
Microsoft Graphics Component CVE-2019-0797 g . Important
Vulnerability
. . Win32k Privilege Escalation
Microsoft Graphics Component CVE-2019-0808 g Important

Vulnerability
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Windows GDI Information

i i VE-2019-0614 . .
Microsoft Graphics Component C 019-06 e S Important
. ) D Engine R
Microsoft JET Database Engine CVE-2019-0617 et atabase. noine em.o.te Code Important
Execution Vulnerability
Microsoft Office Access
Microsoft Office CVE-2019-0748 Connectivity Engine Remote Code Important
Execution Vulnerability
. . . Mi ft Office SharePoint X
Microsoft Office SharePoint CVE-2019-0778 lerosoft Office S .a.re oIt XSS Important
Vulnerability
. . . Scripting Engine Memory .
VE-2019-0609 i -
Microsoft Scripting Engine C S T Critical
. L . hak ipting Engine M
Microsoft Scripting Engine CVE-2019-0611 Chakra Scrlptlng ngine . _emory Low
Corruption Vulnerability
. — . Scripting Engine M
Microsoft Scripting Engine CVE-2019-0639 CTIpting =ngine Viemory Moderate

Corruption Vulnerability
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Chakra Scripting Engine Memory

i ipti i CVE-2019-0746 i . I tant
Microsoft Scripting Engine Corruption Vulnerability mportan
Microsoft Scripting Engine CVE-2019-0769  Scripting Engine Memory Critical
Corruption Vulnerability

Microsoft Scripting Engine CVE-2019-0770 | Scripting Engine Memory Critical
Corruption Vulnerability

Microsoft Scripting Engine CVE-2019-0771 Scripting Engine Memory Critical
Corruption Vulnerability

i . . Windows VBScript Engine Remote
VE-2019-0772 . . |

Microsoft Scripting Engine C 019-0 Code Execution Vulnerability mportant

Microsoft Scripting Engine CVE-2019-0773 Scripting Engine Memory Critical
Corruption Vulnerability

Microsoft Scripting Engine CVE-2019-0783 Scripting Engine Memory Important
Corruption Vulnerability

Microsoft Scripting Engine CVE-2019-0592 Chakra Scripting Engine Memory Critical

Corruption Vulnerability

. . . Windows VBScript Engine Remote

Microsoft Scripting Engine CVE-2019-0665 naow ‘Pt Eng! Important

Code Execution Vulnerability

@Z IR 2019

http://www.nsfocus.com




Windows VBScript Engine Remote

Microsoft Scripting Engine CVE-2019-0666 R Critical
. . . Windows VBScript Engine Remote .
Microsoft Scripting Engine CVE-2019-0667 Code Execution Vulnerability Critical
. . . Scripting Engine Memory .
CVE-2019-0680 . . Critical
Microsoft Scripting Engine Corruption Vulnerability ritica
Microsoft Windows CVE-2019-0754 Windows Denlal_- C-)f-SEI’VICE Important
Vulnerability
Microsoft Windows CVE-2019-0765 Cometl32 Remote C-o'de Execution Important
Vulnerability
Microsoft Windows CVE-2019-0766 Microsoft Windows Privilege Important
Escalation Vulnerability
Microsoft Windows CVE-2019-0784 Windows Activex Remote Code Critical

Execution Vulnerability
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SHA-2 Code Sign Support

Microsoft Windows ADV190009 . Unknown
Advisory
Best Practices Regarding Sharing
Microsoft Windows ADV190010 of a Single User Account Across Unknown
Multiple Users
Windows Deployment Services
Microsoft Windows CVE-2019-0603 TFTP Server Remote Code Critical
Execution Vulnerability
Microsoft XML CVE-2019-0756 M XML Remote Code Exection Critical
Vulnerability
N Package M
NuGet CVE-2019-0757 uGet Package Manager Important
Tampering Vulnerability
Servicing Stack Updates ADV990001 Latest Servicing Stack Updates Critical
. kype for Busi L
Skype for Business CVE-2019-0798 Skype for Business and Lync Important

Spoofing Vulnerability
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Team Foundation Server Cross-site

Team Foundation Server CVE-2019-0777 . . Low
Scripting Vulnerability
. . Visual ioR
Visual Studio CVE-2019-0809 1sue SI.UdIO emote_(.:ode Important
Execution Vulnerability
Windows DHCP Client CVE-2019-0697 Windows DHCP Client Remote Critical
Code Execution Vulnerability
Windows DHCP Client CVE-2019-0698  Windows DHCP Client Remote Critical
Code Execution Vulnerability
Windows DHCP Client CVE-2019-0726  Windows DHCP Client Remote Critical
Code Execution Vulnerability
Windows Hyper-V CVE-2019-0690 Windows Hyper-V’ Denial-of- Important
Service Vulnerability
Windows Hyper-V CVE-2019-0695  Windows Hyper-V Denial-of- Important
Service Vulnerability
Windows Hyper-V CVE-2019-0701  Windows Hyper-V Denial-of- Important
Service Vulnerability
: Wi Kernel Inf ti
Windows Kernel CVE-2019-0755 Indows Kernel Information Important

Disclosure Vulnerability
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Windows Kernel Information

Disclosure Vulnerability

Windows Kernel CVE-2019-0767 Important
Disclosure Vulnerability
Windows Kernel CVE-2019-0775  Windows Kernel Information Important
Disclosure Vulnerability
Windows Kernel CVE-2019-0782 | Windows Kernel Information Important
Disclosure Vulnerability
Windows Kernel CVE-2019-0696 Windows Kernel Information Important
Disclosure Vulnerability
Windows Kernel CVE-2019-0702 Windows Kernel Information Important
Disclosure Vulnerability
: : Win32k Information Disclosure
Windows Kernel-Mode Drivers CVE-2019-0776 . Important
Vulnerability
: . Wind Print Spooler Inf ti
Windows Print Spooler Components CVE-2019-0759 " OV_VS rint Spooer n_o_rma on Important
Disclosure Vulnerability
Wi MB Inf ti
Windows SMB Server CVE-2019-0703 "?dOWS S & orm_a_ on Important
Disclosure Vulnerability
. Windows SMB Information
Windows SMB Server CVE-2019-0704 oW ' Important
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Windows SMB Information

Privilege Escalation Vulnerability

i CVE-2019-0821 . . Important
Windows SMB Server Disclosure Vulnerability porta
Wi for Li
Windows Subsystem for Linux CVE-2019-0682 . |.ndows Subsystem of |n-u X Important
Privilege Escalation Vulnerability

Windows Subsystem for Linux CVE-2019-0689  Windows Subsystem for Linux Important
Privilege Escalation Vulnerability

Windows Subsystem for Linux CVE-2019-0692 Windows Subsystem for Linux Important
Privilege Escalation Vulnerability

Windows Subsystem for Linux CVE-2019-0693 Windows Subsystem for Linux Important
Privilege Escalation Vulnerability

Windows Subsystem for Linux CVE-2019-0694 Windows Subsystem for Linux Important

Recommended Mitigation Measures

Microsoft has released the January 2019 security patch to fix these issues. Please install the patch as soon as possible.
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Appendix

ADV190008 - March 2019 Adobe Flash Security Update

CVE ID

Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabilit
y Impact

ADV19000
8
MITRE
NVD

CVE Title: March 2019 Adobe Flash Security Update

Description:

This security update addresses minor security fixes, which are described in Adobe Security Bulletin
APSB19-12.

FAQ:

How could an attacker exploit these vulnerabilities? In a web-based attack scenario where the user is
using Internet Explorer for the desktop, an attacker could host a specially crafted website that is designed
to exploit any of these vulnerabilities through Internet Explorer and then convince a user to view the
website. An attacker could also embed an ActiveX control marked "safe for initialization" in an application
or Microsoft Office document that hosts the IE rendering engine. The attacker could also take advantage of
compromised websites and websites that accept or host user-provided content or advertisements. These
websites could contain specially crafted content that could exploit any of these vulnerabilities. In all cases,

Low

Defense in
Depth
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=ADV190008
https://web.nvd.nist.gov/view/vuln/detail?vulnId=ADV190008
https://helpx.adobe.com/security/products/flash-player/apsb19-12.html

CVE ID

Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabilit
y Impact

however, an attacker would have no way to force users to view the attacker-controlled content. Instead, an
attacker would have to convince users to take action, typically by clicking a link in an email message or in
an Instant Messenger message that takes users to the attacker's website, or by opening an attachment sent
through email.

In a web-based attack scenario where the user is using Internet Explorer in the Windows 8-style Ul, an
attacker would first need to compromise a website already listed in the Compatibility View (CV) list. An
attacker could then host a website that contains specially crafted Flash content designed to exploit any of
these vulnerabilities through Internet Explorer and then convince a user to view the website. An attacker
would have no way to force users to view the attacker-controlled content. Instead, an attacker would have
to convince users to take action, typically by clicking a link in an email message or in an Instant
Messenger message that takes users to the attacker's website, or by opening an attachment sent through
email. For more information about Internet Explorer and the CV List, please see the MSDN Atrticle,
Developer Guidance for websites with content for Adobe Flash Player in Windows 8.

Mitigations:

Workarounds:
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CVE ID  Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabilit
y Impact

Workaround refers to a setting or configuration change that would help block known attack vectors before
you apply the update.

Prevent Adobe Flash Player from running You can disable attempts to instantiate Adobe Flash Player in
Internet Explorer and other applications that honor the kill bit feature, such as Office 2007 and Office
2010, by setting the Kill bit for the control in the registry.

Warning If you use Registry Editor incorrectly, you may cause serious problems that may require you to
reinstall your operating system. Microsoft cannot guarantee that you can solve problems that result from
using Registry Editor incorrectly. Use Registry Editor at your own risk. To set the kill bit for the control in
the registry, perform the following steps:

1. Paste the following into a text file and save it with the .reg file extension.
2. Windows Registry Editor Version 5.00

3. [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet Explorer\ActiveX
Compatibility\{D27CDB6E-AE6D-11CF-96B8-444553540000}]

4. "Compatibility Flags"=dword:00000400

5.

6. [HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet Explorer\ActiveX

Compatibility\{D27CDB6E-AE6D-11CF-96B8-444553540000}]
7. "Compatibility Flags"=dword:00000400
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CVE ID  Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabilit
y Impact

8. Double-click the .reg file to apply it to an individual system.

You can also apply this workaround across domains by using Group Policy. For more information
about Group Policy, see the TechNet article, Group Policy collection.

Note You must restart Internet Explorer for your changes to take effect. Impact of workaround. There is
no impact as long as the object is not intended to be used in Internet Explorer. How to undo the
workaround. Delete the registry keys that were added in implementing this workaround. Prevent Adobe
Flash Player from running in Internet Explorer through Group Policy Note The Group Policy MMC
snap-in can be used to set policy for a machine, for an organizational unit, or for an entire domain. For
more information about Group Policy, visit the following Microsoft Web sites:

Group Policy Overview What is Group Policy Object Editor? Core Group Policy tools and settings

To disable Adobe Flash Player in Internet Explorer through Group Policy, perform the following steps:
Note This workaround does not prevent Flash from being invoked from other applications, such as
Microsoft Office 2007 or Microsoft Office 2010.

1. Open the Group Policy Management Console and configure the console to work with the
appropriate Group Policy object, such as local machine, OU, or domain GPO.

2. Navigate to the following node: Administrative Templates -> Windows Components ->
Internet Explorer -> Security Features -> Add-on Management
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https://technet.microsoft.com/library/hh831791
https://technet.microsoft.com/library/cc737816%28v=ws.10%29.aspx
https://technet.microsoft.com/library/cc784165%28v=ws.10%29.aspx

Maximu
- . m Vulnerabilit
CVE ID  Vulnerability Description . . .
Severity y Impact
Rating
3. Double-click Turn off Adobe Flash in Internet Explorer and prevent applications from using
Internet Explorer technology to instantiate Flash objects.
4. Change the setting to Enabled.
5. Click Apply and then click OK to return to the Group Policy Management Console.
6. Refresh Group Policy on all systems or wait for the next scheduled Group Policy refresh interval
for the settings to take effect. Prevent Adobe Flash Player from running in Office 2010 on
affected systems Note This workaround does not prevent Adobe Flash Player from running in
Internet Explorer. Warning If you use Registry Editor incorrectly, you may cause serious problems
that may require you to reinstall your operating system. Microsoft cannot guarantee that you can
solve problems that result from using Registry Editor incorrectly. Use Registry Editor at your own
risk. For detailed steps that you can use to prevent a control from running in Internet Explorer, see
Microsoft Knowledge Base Article 240797. Follow the steps in the article to create a Compatibility
Flags value in the registry to prevent a COM object from being instantiated in Internet Explorer.
To disable Adobe Flash Player in Office 2010 only, set the kill bit for the ActiveX control for Adobe Flash
Player in the registry using the following steps:
1. Create a text file named Disable_Flash.reg with the following contents:
@& R 2019 http://www.nsfocus.com




CVE ID

Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabilit
y Impact

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office\Common\COM\Compatibility\{D
27CDB6E-AE6D-11CF-96B8-444553540000}]
"Compatibility Flags"=dword:00000400

2. Double-click the .reg file to apply it to an individual system.

3. Note You must restart Internet Explorer for your changes to take effect. You can also apply this
workaround across domains by using Group Policy. For more information about Group Policy, see
the TechNet article, Group Policy collection. Prevent ActiveX controls from running in Office
2007 and Office 2010

To disable all ActiveX controls in Microsoft Office 2007 and Microsoft Office 2010, including Adobe
Flash Player in Internet Explorer, perform the following steps:

1. Click File, click Options, click Trust Center, and then click Trust Center Settings.

2. Click ActiveX Settings in the left-hand pane, and then select Disable all controls without
notifications.

3. Click OK to save your settings. Impact of workaround. Office documents that use embedded
ActiveX controls may not display as intended. How to undo the workaround.
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http://go.microsoft.com/fwlink/?LinkID=215719

CVE ID

Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabilit
y Impact

To re-enable ActiveX controls in Microsoft Office 2007 and Microsoft Office 2010, perform the following

steps:

1.
2.

Click File, click Options, click Trust Center, and then click Trust Center Settings.

Click ActiveX Settings in the left-hand pane, and then deselect Disable all controls without
notifications.

Click OK to save your settings. Set Internet and Local intranet security zone settings to ""High"
to block ActiveX Controls and Active Scripting in these zones You can help protect against
exploitation of these vulnerabilities by changing your settings for the Internet security zone to
block ActiveX controls and Active Scripting. You can do this by setting your browser security to
High.

To raise the browsing security level in Internet Explorer, perform the following steps:

On the Internet Explorer Tools menu, click** Internet Option**s.

In the Internet Options dialog box, click the Security tab, and then click Internet.

Under Security level for this zone, move the slider to High. This sets the security level for all
websites you visit to High.

Click Local intranet.

Under Security level for this zone, move the slider to High. This sets the security level for all
websites you visit to High.
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CVE ID  Vulnerability Description

6. Click OK to accept the changes and return to Internet Explorer. Note If no slider is visible, click
Default Level, and then move the slider to High. Note Setting the level to High may cause some
websites to work incorrectly. If you have difficulty using a website after you change this setting,
and you are sure the site is safe to use, you can add that site to your list of trusted sites. This will
allow the site to work correctly even with the security setting set to High. Impact of workaround.
There are side effects to blocking ActiveX Controls and Active Scripting. Many websites on the
Internet or an intranet use ActiveX or Active Scripting to provide additional functionality. For
example, an online e-commerce site or banking site may use ActiveX Controls to provide menus,
ordering forms, or even account statements. Blocking ActiveX Controls or Active Scripting is a
global setting that affects all Internet and intranet sites. If you do not want to block ActiveX
Controls or Active Scripting for such sites, use the steps outlined in "Add sites that you trust to the
Internet Explorer Trusted sites zone". Configure Internet Explorer to prompt before running
Active Scripting or to disable Active Scripting in the Internet and Local intranet security
zone

You can help protect against exploitation of these vulnerabilities by changing your settings to prompt
before running Active Scripting or to disable Active Scripting in the Internet and Local intranet security
zone. To do this, perform the following steps:

1. In Internet Explorer, click Internet Options on the Tools menu.
2. Click the Security tab.
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CVE ID  Vulnerability Description

3. Click Internet, and then click Custom Level.

4. Under Settings, in the Scripting section, under Active Scripting, click Prompt or Disable, and
then click OK.

5. Click Local intranet, and then click Custom Level.

6. Under Settings, in the Scripting section, under Active Scripting, click Prompt or Disable, and
then click OK.

7. Click OK to return to Internet Explorer, and then click OK again. Note Disabling Active Scripting
in the Internet and Local intranet security zones may cause some websites to work incorrectly. If
you have difficulty using a website after you change this setting, and you are sure the site is safe to
use, you can add that site to your list of trusted sites. This will allow the site to work correctly.
Impact of workaround. There are side effects to prompting before running Active Scripting.
Many websites that are on the Internet or on an intranet use Active Scripting to provide additional
functionality. For example, an online e-commerce site or banking site may use Active Scripting to
provide menus, ordering forms, or even account statements. Prompting before running Active
Scripting is a global setting that affects all Internet and intranet sites. You will be prompted
frequently when you enable this workaround. For each prompt, if you feel you trust the site that
you are visiting, click Yes to run Active Scripting. If you do not want to be prompted for all these
sites, use the steps outlined in "Add sites that you trust to the Internet Explorer Trusted sites zone™.
Add sites that you trust to the Internet Explorer Trusted sites zone After you set Internet
Explorer to require a prompt before it runs ActiveX controls and Active Scripting in the Internet
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CVE ID

Vulnerability Description

Maximu
m
Severity
Rating

Vulnerabilit
y Impact

zone and in the Local intranet zone, you can add sites that you trust to the Internet Explorer Trusted
sites zone. This will allow you to continue to use trusted websites exactly as you do today, while
helping to protect you from this attack on untrusted sites. We recommend that you add only sites
that you trust to the Trusted sites zone.

To do this, perform the following steps:

1. In Internet Explorer, click Tools, click Internet Options, and then click the Security tab.

2. Inthe Select a web content zone to specify its current security settings box, click Trusted Sites,
and then click Sites.

3. If you want to add sites that do not require an encrypted channel, click to clear the Require server
verification (https:) for all sites in this zone check box.

4. Inthe Add this website to the zone box, type the URL of a site that you trust, and then click Add.

Repeat these steps for each site that you want to add to the zone.

6. Click OK two times to accept the changes and return to Internet Explorer. Note Add any sites that
you trust not to take malicious action on your system. Two sites in particular that you may want to
add are *.windowsupdate.microsoft.com and *.update.microsoft.com. These are the sites that
will host the update, and they require an ActiveX control to install the update.

o
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Maximu
CVE ID  Vulnerability Description i . Vulnerabilit
Severity y Impact
Rating
Revision:
1.0 03/12/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
ADV190008
. i CVSS Score Restart
Product KB Article Severity Impact Supersedence Set Required
(1489907 Security Defense in _?:::F:)::ﬁ
Adobe Flash Player on Windows Server 2012 Update Low Depth 4480979 N/A Yes
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907

ADV190008

. Base: N/A
Adobe Flash Player on Windows 8.1 for 32-bit (1489907 Security Defense in Temporal:
Update Low 4480979 Yes
systems Depth N/A
Vector: N/A
: Base: N/A
. 44 7 .
Adobe Flash Player on Windows 8.1 for x64-based 89907 Security Defense in Temporal:
Update Low 4480979 Yes
systems Depth N/A
Vector: N/A
(41489907 Security Defense in '?:?: (')\‘r;“_\
Adobe Flash Player on Windows Server 2012 R2  |Update Low 4480979 porat Yes
Depth N/A
Vector: N/A
(4489907 Security Defense in '?:rsr?: (2\:;6'\
Adobe Flash Player on Windows RT 8.1 Update Low 4480979 porat Yes
Depth N/A
Vector: N/A
: Base: N/A
Adobe Flash Player on Windows 10 for 32-bit 34%?::27 Security Low Defense in 4480979 Temporal: Ves
Systems P Depth N/A
Vector: N/A
Adobe Flash Player on Windows 10 for x64-based (4489907 Security Defense in Base: N/A
Update Low 4480979 Yes
Systems Depth Temporal:
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907

ADV190008

N/A
Vector: N/A
(41489907 Security Defense in $Z:r?: c’)\:ﬁ
Adobe Flash Player on Windows Server 2016 Update Low 4480979 porat: Yes
Depth N/A
Vector: N/A
: Base: N/A
Adobe Flash Player on Windows 10 Version 1607 64?11227 Security Low Defense in 4480979 Temporal: Ves
for 32-bit Systems P Depth N/A
Vector: N/A
: Base: N/A
Adobe Flash Player on Windows 10 Version 1607 34%?;:27 Security Low Defense in 4480979 Temporal: Yes
for x64-based Systems P Depth N/A
Vector: N/A
: Base: N/A
Adobe Flash Player on Windows 10 Version 1703 34%?::27 Security Low Defense in 4480979 Temporal: Yes
for 32-bit Systems P Depth N/A
Vector: N/A
: Base: N/A
44 7
Adobe Flash Player on Windows 10 Version 1703 U 8(12122 Security Low Defense in 4480979 Temporal: Yes
for x64-based Systems P Depth N/A
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907

ADV190008

: Base: N/A
Adobe Flash Player on Windows 10 Version 1709 64?11?27 Security Low Defense in 4480979 Temporal: Yes
for 32-bit Systems P Depth N/A
Vector: N/A
: Base: N/A
Adobe Flash Player on Windows 10 Version 1709 34?;?27 Security Low Defense in 4480979 Temporal: Ves
for x64-based Systems P Depth N/A
Vector: N/A
: Base: N/A
. . 44 7 .
Adobe Flash Player on Windows 10 Version 1803 U %i?g Security Low Defense in 4480979 Temporal: Ves
for 32-bit Systems P Depth N/A
Vector: N/A
: Base: N/A
44 7
Adobe Flash Player on Windows 10 Version 1803 U %i?g Security Low Defense in 4480979 Temporal: Ves
for x64-based Systems P Depth N/A
Vector: N/A
: Base: N/A
Adobe Flash Player on Windows 10 Version 1803 34?11?27 Security Low Defense in 4480979 Temporal: Yes
for ARMG64-based Systems P Depth N/A
Vector: N/A
Adobe Flash Player on Windows 10 Version 1809 64?3327 Security Low Defense in 4430979 Base: N/A Yes
for 32-bit Systems P Depth Temporal:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907

ADV190008

N/A
Vector: N/A

Adobe Flash Player on Windows 10 Version 1809
for x64-based Systems

4489907 Security
Update

Low

Defense in
Depth

4480979

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

Adobe Flash Player on Windows 10 Version 1809
for ARM64-based Systems

4489907 Security
Update

Low

Defense in
Depth

4480979

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

Adobe Flash Player on Windows Server 2019

4489907 Security
Update

Low

Defense in
Depth

4480979

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

Adobe Flash Player on Windows 10 Version 1709
for ARM64-based Systems

4489907 Security
Update

Low

Defense in
Depth

4480979

Base: N/A
Temporal:
N/A

Vector: N/A

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489907

ADV190009 - SHA-2 Code Sign Support Advisory

CVE ID Vulnerability Description Ma>_(|mum Severity  Vulnerability
Rating Impact
CVE Title: SHA-2 Code Sign Support Advisory
Description:
Microsoft is announcing the release of SHA-2 code sign support for Windows 7 SP1,
and Windows Server 2008 R2 SP1.
Please see 2019 SHA-2 Code Signing Support requirement for Windows and WSUS
for more information.
ADV190009 FAQ:
MITRE None Unknown Defense in Depth
NVD Mitigations:
None
Workarounds:
None
Revision:
1.0 03/12/2019 07:00:00
Information published.
@%FHE 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=ADV190009
https://web.nvd.nist.gov/view/vuln/detail?vulnId=ADV190009
https://support.microsoft.com/en-us/help/4472027

Affected Software

The following tables list the affected software details for the vulnerability.

ADV190009
. . CVSS S Restart
Product KB Article Severity Impact Supersedence core: |Res a_r
Set Required
4474419 Security Defense in $Zf§: (?:;'IA'\
Windows 7 for 32-bit Systems Service Pack 1 Update 3212642 porat: Yes
Depth N/A
Vector: N/A
(1474419 Security Defense in '?zf:r:)oNrZIA'\
Windows 7 for x64-based Systems Service Pack 1 Update Depth 3212642 N/A Yes
Vector: N/A
: Base: N/A
447441
Windows Server 2008 R2 for x64-based Systems U dateg Security Defense in 3212642 Temporal: Ves
Service Pack 1 (Server Core installation) P Depth N/A
Vector: N/A
: Base: N/A
447441
Windows Server 2008 R2 for Itanium-Based Systems U dateg Security Defense in 3212642 Temporal: Ves
Service Pack 1 P Depth N/A
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4474419
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4474419
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4474419
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4474419
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4474419
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4474419
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4474419
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4474419

ADV190009

. Base: N/A
447441
indows Server 2008 R2 for x64-based Systems U date9 Security Defense in 3212642 Temporal: Ves
Service Pack 1 P Depth N/A
Vector: N/A

ADV190010 - Best Practices Regarding Sharing of a Single User Account
Across Multiple Users

Maximum |\ erability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Best Practices Regarding Sharing of a Single User Account Across Multiple Users
Description:
ADV190010 Microsoft strongly recommends customers avoid the use of a ‘common’ or 'shared’ Windows
MITRE logon account. A single user account should never be shared amongst different users. Thisis | yqknown Unknown
NVD especially true when users are logging into the same physical machine. Customers who have
solutions designed this way are encouraged to engage their solution vendors for assistance in
configuring their product to support independent user accounts.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4474419
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4474419
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=ADV190010
https://web.nvd.nist.gov/view/vuln/detail?vulnId=ADV190010

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Microsoft considers the practice of sharing the same user account with multiple users a
significant security risk. There is no security boundary between sessions using the same user
account on the same Windows client or server.

For more information on User and Session boundaries, please see the Security Servicing Criteria
for Windows.

FAQ

What is a session?

A session consists of all the processes and other system objects which represent a single user's
logon session.4€ These objects include all windows, desktops and windows stations.

How can Windows be configured to allow a single user to have multiple sessions?

This can be achieved by either First-party or Third-party applications. One example, applicable
to some versions of Windows Server, is by enabling the group policy setting under:

Computer Configuration\Administrative Templates\Windows Components\Remote Desktop
Services\Remote Desktop Session Host\Connections

@& R 2019 http://www.nsfocus.com



https://aka.ms/windowscriteria
https://aka.ms/windowscriteria

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The setting is "Restrict Remote Desktop Services users to a single Remote Desktop Services
session”. If this policy is disabled, then users are allowed to make multiple simultaneous remote
connections using the same user account to an RDS server via Remote Desktop Services.

Is this information related to a security vulnerability?

No, this is guidance on best practices in your network environment. There are no security
updates planned for this issue.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

ADV190010
|Product KB Article Severity Impact  Supersedence CVSS Score Set Restart Required
Base: N/A
None Available Temporal: N/A
ector: N/A

ADV990001 - Latest Servicing Stack Updates

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Latest Servicing Stack Updates
ADV990001 Description: _
MITRE  Thisis alist of the latest servicing stack updates for each operating sytem. This list will be Critical Defense in
NVD updated whenever a new servicing stack update is released. It is important to install the latest Depth
servicing stack update.
@z HRHY 2019
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=ADV990001
https://web.nvd.nist.gov/view/vuln/detail?vulnId=ADV990001

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

FAQ:

vulnerability being addressed in the update.

any time a new SSU is released:

1. Why are all of the Servicing Stack Updates (SSU) critical updates?

The SSUs are classified as Critical updates. This does not indicate that there is a critical

2. When was the most recent SSU released for each version of Microsoft Windows?

Please refer to the following table for the most recent SSU release. We will update the entries

Product SSU Package Date Released
Windows Server 2008 955430 May 2009
Windows 7/Server 2008 R2 4490628 March 2019
Windows Server 2012 3173426 July 2016
Windows 8.1/Server 2012 R2 3173424 July 2016
Windows 10 4093430 April 2018
Windows 10 Version 1607/Server 2016 4485447 February 2019
Windows 10 Version 1703 4487327 February 2019
Windows 10 1709/Windows Server, version 1709 4485448 February 2019
Windows 10 1803/Windows Server, version 1803 4485449 February 2019
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Windows 10 1809/Server 2019 4470788 December 2018

Mitigations:

None

Workarounds:

None

Revision:

1.0 11/13/2018 08:00:00
Information published.

5.1 02/13/2019 08:00:00
In the Security Updates table, corrected the Servicing Stack Update (SSU) for Windows 10
Version 1809 for x64-based Systems to 4470788. This is an informational change only.

3.2 12/12/2018 08:00:00
Fixed a typo in the FAQ.

2.0 12/05/2018 08:00:00
A Servicing Stack Update has been released for Windows 10 Version 1809 and Windows Server
2019. See the FAQ section for more information.

3.1 12/11/2018 08:00:00
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Maximum | nerability
CVE ID Vulnerability Description Severity
. Impact
Rating
Updated supersedence information. This is an informational change only.
2.0 12/05/2018 08:00:00
A Servicing Stack Update has been released for Windows 10 Version 1809 and Windows Server
2019. See the FAQ section for more information.
1.1 11/14/2018 08:00:00
Corrected the link to the Windows Server 2008 Servicing Stack Update. This is an informational
change only.
5.0 02/12/2019 08:00:00
A Servicing Stack Update has been released for Windows 10 Version 1607, Windows Server
2016, and Windows Server 2016 (Server Core installation); Windows 10 Version 1703,
Windows 10 Version 1709 and Windows Server, version 1709 (Server Core Installation);
Windows 10 Version 1803, and Windows Server, version 1803 (Server Core Installation). See
the FAQ section for more information.
1.2 12/03/2018 08:00:00
FAQs have been added to further explain Security Stack Updates. The FAQs include a table that
indicates the most recent SSU release for each Windows version. This is an informational
change only.
6.0 03/12/2019 07:00:00
@zt FHY 2019 http://www.nsfocus.com




CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

A Servicing Stack Update has been released for Windows 7 and Windows Server 2008 R2 and
Windows Server 2008 R2 (Server Core installation). See the FAQ section for more information.

5.2 02/14/2019 08:00:00
In the Security Updates table, corrected the Servicing Stack Update (SSU) for Windows 10
Version 1803 for x64-based Systems to 4485449. This is an informational change only.

3.0 12/11/2018 08:00:00

A Servicing Stack Update has been released for Windows 10 Version 1709, Windows Server,
version 1709 (Server Core Installation), Windows 10 Version 1803, and Windows Server,
version 1803 (Server Core Installation). See the FAQ section for more information.

4.0 01/08/2019 08:00:00
A Servicing Stack Update has been released for Windows 10 Version 1703. See the FAQ section
for more information.

Affected Software

The following tables list the affected software details for the vulnerability.
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ADV990001
. . \V/ R
Product KB Article Severity Impact Supersedence CVSS Score esta_rt
Set Required
1490628 Servicing Defense in $Zf:: c’)\:ﬁ
Windows 7 for 32-bit Systems Service Pack 1 Stack Update Critical poral: Yes
Depth N/A
Vector: N/A
(1490628 Servicing Defense in ?err?: :'r;“_\
Windows 7 for x64-based Systems Service Pack 1 Stack Update Critical porat Yes
Depth N/A
Vector: N/A
- Base: N/A
Windows Server 2008 R2 for x64-based Systems :?:COK%S dSaetLV|C|ng Critical Defense in Temporal: Yes
Service Pack 1 (Server Core installation) P Depth N/A
Vector: N/A
- Base: N/A
Windows Server 2008 R2 for Itanium-Based :?:COK%S dSaetLV|C|ng Critical Defense in Temporal: Ves
Systems Service Pack 1 P Depth N/A
Vector: N/A
. Base: N/A
. 4490628 S .
Windows Server 2008 R2 for x64-based Systems Stack U d;etrewcmg Critical Defense in Temporal: Yes
Service Pack 1 P Depth N/A
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4490628
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4490628
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4490628
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4490628
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4490628
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4490628
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4490628
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4490628
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4490628
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4490628

ADV990001

955430 Servicin Base: NIA
Windows Server 2008 for 32-bit Systems Service Stack Undate g Critical Defense in Temporal: Ves
Pack 2 (Server Core installation) P Depth N/A
Vector: N/A
3173426 Servicing Defense in ?Z:;(Ia\lrﬁ
. K . :
Windows Server 2012 Stack Update Critical Depth N/A Yes
Vector: N/A
3173426 Servicing Defense in _?::: (I)\lr;'la_\
Windows Server 2012 (Server Core installation) Stack Update Critical porat Yes
Depth N/A
Vector: N/A
3173424 Servicing Defense in _?2;?;(;\:;?
. . i K . ;
Windows 8.1 for 32-bit systems Stack Update Critical Depth N/A Yes
Vector: N/A
3173424 Servicing Defence in ?Zfﬁp::; '?_
Windows 8.1 for x64-based systems Stack Update Critical Depth N/A Yes
Vector: N/A
3173424 Servicing . .
Windows Server 2012 R2 Stack Update Critical Defense in Base: N/A Yes
Depth Temporal:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB955430
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB955430
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB3173426
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB3173426
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB3173426
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB3173426
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB3173424
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB3173424
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB3173424
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB3173424
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB3173424
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB3173424

ADV990001

N/A
Vector: N/A
3173424 Servicing Defense in _?Z:: ::ZIA'\
Windows Server 2012 R2 (Server Core installation) Stack Update Critical poral: Yes
Depth N/A
Vector: N/A
4093430 Servicing Sefonce in $:f:: (2\:; '?_
Windows 10 for 32-bit Systems Stack Update Critical 4021701 porat: Yes
Depth N/A
Vector: N/A
1093430 Servicing Defense in _E;z::;)::ﬁ
Windows 10 for x64-based Systems Stack Update Critical Depth 4021701 N/A Yes
Vector: N/A
4485447 Servicing Defense in ?:f:: ::; '?_
Windows Server 2016 Stack Update Critical 4021701 poral. Yes
Depth N/A
Vector: N/A
4485447 Servicing Sefence in _?::': c')\:; 'IA_‘
Windows 10 Version 1607 for 32-bit Systems Stack Update Critical 4021701 porat: Yes
Depth N/A
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB3173424
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB3173424
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4093430
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4093430
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4093430
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4093430
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485447
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485447
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485447
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485447

ADV990001

4485447 Servicing Sefence in _E;Z;?: c')\:; f_
Windows 10 Version 1607 for x64-based Systems  Stack Update Critical 4021701 porat: Yes
Depth N/A
Vector: N/A
4485447 Servicing Sefence in _?:f: (')\'r; f_
Windows Server 2016 (Server Core installation) Stack Update Critical 4021701 porat Yes
Depth N/A
Vector: N/A
4487327 Servicing Defense in _?:f: (I)\lr;'la_\
Windows 10 Version 1703 for 32-bit Systems Stack Update Critical 4021701 porat Yes
Depth N/A
Vector: N/A
4487327 Servicing Defense in $:rs:: (;\:;'IA_‘
Windows 10 Version 1703 for x64-based Systems  Stack Update Critical 4021701 porat Yes
Depth N/A
Vector: N/A
4485448 Servicing Defence in ?:::: ::; '?_
Windows 10 Version 1709 for 32-bit Systems Stack Update Critical 4021701 porat Yes
Depth N/A
Vector: N/A
4485448 Servicing . .
Windows 10 Version 1709 for x64-based Systems  |Stack Update Critical Defense in 4021701 Base: N/A Yes
Depth Temporal:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485447
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485447
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485447
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485447
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4487327
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4487327
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4487327
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4487327
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485448
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485448
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485448
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485448

ADV990001

N/A
Vector: N/A
. Base: N/A
. . 448544 .
Windows Server, version 1709 (Server Core 85448 Servicing . Defense in Temporal:
. Stack Update Critical 4021701 Yes
Installation) Depth N/A
Vector: N/A
4485449 Servicing Sefence in $Zf:: ::; '?_
Windows 10 Version 1803 for 32-bit Systems Stack Update Critical 4021701 poral: Yes
Depth N/A
Vector: N/A
4485449 Servicing Defence in ?Sf:: ::; '?_
Windows 10 Version 1803 for x64-based Systems  Stack Update Critical 4021701 poral. Yes
Depth N/A
Vector: N/A
. Base: N/A
_ ] 4485449 S .
Windows Server, version 1803 (Server Core Stack U daetréwcmg Critical Defense in 4021701 Temporal: Yes
Installation) P Depth N/A
Vector: N/A
. Base: N/A
448544
Windows 10 Version 1803 for ARM64-based 83449 Servicing . Defense in Temporal:
Stack Update Critical 4021701 Yes
Systems Depth N/A
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485448
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485448
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485449
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485449
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485449
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485449
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485449
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485449
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485449
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485449

ADV990001

4470788 Servicing Sefence in _E;Z;?: c')\:; f_
Windows 10 Version 1809 for 32-bit Systems Stack Update Critical 4465664 porat: Yes
Depth N/A
Vector: N/A
4470788 Servicing Defense in _?:f: (I)\lr;'la_\
Windows 10 Version 1809 for x64-based Systems  Stack Update Critical Depth 4465664 N/ Ap " Yes
Vector: N/A
. Base: N/A
. . 44707 .
Windows 10 Version 1809 for ARM64-based 0788 Servicing . Defense in Temporal:
Stack Update Critical 4465664 Yes
Systems Depth N/A
Vector: N/A
1470788 Servicing Defense in '?:rsr?: (2\:;6'\
Windows Server 2019 Stack Update Critical 4465664 porat Yes
Depth N/A
Vector: N/A
4470788 Servicing Defence in ?:::: ::; '?_
Windows Server 2019 (Server Core installation) Stack Update Critical 4465664 porat Yes
Depth N/A
Vector: N/A
Windows 10 Version 1709 for ARM64-based 1485448 Servicing . Defense in Base: N/A
Stack Update Critical 4465664 Yes
Systems Depth Temporal:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4470788
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4470788
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4470788
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4470788
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4470788
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4470788
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4470788
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4470788
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4470788
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4470788
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485448
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4485448

ADV990001

N/A
Vector: N/A

Service Pack 2

Windows Server 2008 for Itanium-Based Systems

055430 Servicing
Stack Update

Critical

Defense in
Depth

4465664

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

Pack 2

Windows Server 2008 for 32-bit Systems Service

955430 Servicing
Stack Update

Critical

Defense in
Depth

4465664

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

Service Pack 2

Windows Server 2008 for x64-based Systems

955430 Servicing
Stack Update

Critical

Defense in
Depth

4465664

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

Windows Server 2008 for x64-based Systems
Service Pack 2 (Server Core installation)

955430 Servicing
Stack Update

Critical

Defense in
Depth

4465664

Base: N/A
Temporal:
N/A

Vector: N/A

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB955430
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB955430
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB955430
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB955430
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB955430
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB955430
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB955430
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB955430

i

CVE-2019-0592 - Chakra Scripting Engine Memory Corruption Vulnerability

2SN

Maximum
CVE ID Vulnerability Description Severity

Rating

Vulnerability
Impact

CVE Title: Chakra Scripting Engine Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way that the Chakra scripting engine handles
objects in memory in Microsoft Edge. The vulnerability could corrupt memory in such a way that
an attacker could execute arbitrary code in the context of the current user. An attacker who
successfully exploited the vulnerability could gain the same user rights as the current user. If the
CVE- current user is logged on with administrative user rights, an attacker who successfully exploited
2019- the vulnerability could take control of an affected system. An attacker could then install programs;

0592 view, change, or delete data; or create new accounts with full user rights. Critical EIgv_ation of
MITRE Privilege

In a web-based attack scenario, an attacker could host a specially crafted website that is designed
NVD

to exploit the vulnerability through Microsoft Edge and then convince a user to view the website.
The attacker could also take advantage of compromised websites and websites that accept or host
user-provided content or advertisements. These websites could contain specially crafted content
that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the Chakra scripting engine
handles objects in memory.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0592
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0592

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0592

KB .
Product \Article Severity ‘Impact

Supersedence

CVSS Score Set

Restart
Required

@Z IR 2019

http://www.nsfocus.com




CVE-2019-0592

Microsoft
Edge on 4489899 Elevation Base: 4.2
Wlnqows 10 [Security Critical of 4487044 Temporal: 3.8 Yes
Version 1809 |Update Privilege Vector:
for 32-bit g CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edge on 4489899 Elevation Base: 4.2
Windows 10 |Security | .. Temporal: 3.8
Version 1809 |Update Critical (F)’]:ivile o 4487044 Vector: ves
for x64-based g CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edge on _
Windows 10 :ifiﬁ?g Elevation _?;S:'jr':l_ 38
Version 1809 Y critical  of 4487044 porat: <. Yes
for ARM64 Update Privilege Vector:
based g CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft 4489899 ) Base: 4.2
Edge on Securit Elevation Temporal: 3.8

9 V" Moderate of 4487044 poral. <. Yes
Windows Update Privilege Vector:
Server 2019 g CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0592

ChakraCore

Release

Notes Elevation Base: N/A
Security (Critical  of 4487044 Temporal: N/A
Update Privilege Vector: N/A

Maybe

CVE-2019-0603 - Windows Deployment Services TFTP Server Remote Code

Execution Vulnerability

CVE ID  Vulnerability Description Maxupum . Vulnerability
Severity Rating Impact

CVE Title: Windows Deployment Services TFTP Server Remote Code Execution

Vulnerability
CVE-2019- Description:
0603 A remote code execution vulnerability exists in the way that Windows Deployment Critical Remote Code
MITRE Services TFTP Server handles objects in memory. Execution
Nvb An attacker who successfully exploited the vulnerability could execute arbitrary code

with elevated permissions on a target system.

@& R 2019 http://www.nsfocus.com



https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0603
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0603

CVE ID  Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

To exploit the vulnerability, an attacker could create a specially crafted request, causing
Windows to execute arbitrary code with elevated permissions.

The security update addresses the vulnerability by correcting how Windows
Deployment Services TFTP Server handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0603

KB . Restart

Product Article Severity Impact  Supersedence (CVSS Score Set Required
4489878

Wlndows 7  |Monthly Base: 75

for 32-bit Rollup Remote Temporal: 6.7

Systems 4489885 (Critical Code 4486563 Vectgr' o Yes

ierv'ce Pack gicl‘;”ty Execution CVSS:3.0/AV:N/AC:H/PR:L/UL:N/S:U/C: H/I:HIA:H/E:P/RL:O/RC:C
4489878

Windows 7 Monthly Base: 7.5

for x64-based Rollup Remote Temporal: 6.7

Systems 4489885 (Critical Code 4486563 Vectgr' o Yes

ierv'ce Pack fﬁ‘;my Execution CV/SS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/IRL:O/RC:C

Windows 4489878

Server 2008  Monthly Base: 75

R2 for x64-  Rollup Remote Temporal: 6.7

based 4489885 Critical Code 4486563 Vectgr' o Yes

Systems - security Execution CVSS:3.0/AV:N/AC:HIPR:L/UI:N/S:U/C:H/1:HIA:H/E:P/RL:O/RC:C

Service Pack Only

1 (Server

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0603

Core
installation)
Windows |, 160878
Server 2008 Monthl
R2 for y Base: 7.5
Itanium- Rollup Remote Temporal: 6.7
4489885 (Critical Code 4486563 porat: ©. Yes
Based Securit Execution Vector:
Systems onl y CVSS:3.0/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack y
1
Windows 4489878
Server 2008  Monthly Base: 75
R2 for x64-  Rollup Remote Temporal- 6.7
based 4489885 (Critical Code 4486563 Vectgr' o Yes
Systems - secrity Execution CVSS:3.0/AV:NJAC:HIPR:L/UI:N/S:U/C:H/I:HIA:H/E:P/RL:O/RC:C
Service Pack Only
1
Windows
Server 2008 4489880 Base: 7.5
for 32-bit Monthly Remote Temporal: 6.7
Rollup  [Critical |Code 4487019 porat: ©. Yes
SYstems |, /80876 Execution Vector:
Service Pack Securit CVSS:3.0/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 (Server Y
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0603

Core Only
installation)
4489884
Security Base: 7.5
Windows Only Remote Temporal: 6.7
4489891 Critical Code 4487025 porat. ©. Yes
Server 2012 . Vector:
Monthly Execution
Rollup CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489884
Windows gicll;“ty Remote Base: 7.5
Server 2012 1, 00001 Critical Code 4487025 | emporal: 6.7 Yes
(Server Core Month Execution Vector:
installation) Rollupy CVSS:3.0/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489881
Monthly .
Windows 8.1 Rollup Remote '?:f:c?r'gl'67
for 32-bit 4489883 (Critical Code 4487000 Vectzr' o Unknown
systems fﬁi”ty Execution CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:PIRL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0603

4489881
Monthly _
Windows 8.1 Rollup Remote '?::.ZrlaSI' 6.7
for x64-based 4489883 [Critical Code 4487000 Vectzr' T Unknown
systems iclly'ty Execution CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:PIRL:O/RC:C
4489881
. Monthly Base: 7.5
Windows Rollup Remote Temporal- 6.7
Server 2012 4489883 Critical Code 4487000 VectI(JJr' T Unknown
R iclsr'ty Execution CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:PIRL:O/RC:C
4489881 Remote Base: 7.5
Windows RT [Monthly Critical Code 4487000 Temporal: 6.7 Ves
8.1 Rollup Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489881 Base: 7.5
Server 2012 Monthly Remote o ' orlal' 6.7
R2 (Server  Rollup (Critical Code 4487000 porat- ©. Unknown
Core 4489883 Execution Vector:
. . . CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)  [Security
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0603

Only
4489882 Remote Base: 7.5
Windows Security critical Code 4487026 Temporal: 6.7 Ves
Server 2016  Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489882 Base: 7.5
Version 1607 |Security Remote Temporal: 6.7
. Critical Code 4487026 o Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
Windows 10 4489882 Base: 7.5
Version 1607 |Security Remote Temporal: 6.7
Critical Code 4487026 o Yes
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489882 Base: 7.5
Server 2016  |Security Remote Temporal: 6.7
Critical Code 4487026 o Yes
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489868 Base: 7.5
Version 1803 |Security Remote Temporal: 6.7
. Critical Code 4487017 o Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0603

Windows 10 4489868 Remote Base: 7.5
Version 1803 |Security Critical Code 4487017 Temporal: 6.7 Ves
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 180868 Base: 7.5
Server, Securit Remote Temporal: 6.7
version 1803 Y Icritical (Code 4487017 poral: ©. Yes
(Server Core Update Execution Vector:
. CVSS:3.0/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Wi 1
Indows 10 1,/ ¢9868 Base: 7.5
Version 1803 Securit Remote Temporal: 6.7
for ARM64- Y Critical Code 4487017 porat ©. Yes
based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Base: 7.5
Version 1809 |Security Remote Temporal: 6.7
. Critical Code 4487044 T Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Base: 7.5
Version 1809 |Security Remote Temporal: 6.7
Critical Code 4487044 o Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0603

Windows 10 |, 00809 Base: 7.5
Version 1809 Securit Remote Temporal: 6.7
for ARM64- Y Critical Code 4487044 poral. ©. Yes
based Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
4489899 Remote Base: 7.5
Windows Security critical Code 4487044 Temporal: 6.7 Ves
Server 2019 |Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489899 Base: 7.5
Server 2019  Security Remote Temporal: 6.7
Critical Code 4487044 T Yes
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489880
Server ?008 Monthly Base: 75
for Itanium-  Rollup Remote Temporal: 6.7
Based 4489876 Critical Code 4487019 Vectgr' o Yes
Systems - Security Execution CVSS:3.0/AV:NJAC:HIPR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only
2
Windows 4489880 Remote Base: 7.5
Server 2008  Monthly Critical Code 4487019 Tem.or'al' 6.7 Yes
for 32-bit Rollup Execution porat: ©.
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880

CVE-2019-0603

Systems 4489876 Vector:
Service Pack |Security CVSS:3.0/AV:N/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 Only

. 44
Windows Mc?r?ti?o
Server 2008 y Base: 7.5
for x64-based Rollup Remote Temporal: 6.7

4489876 Critical Code 4487019 porat. ©. Yes

Systems Securit Execution Vector:
Service Pack onl y CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 y
Windows |, /09080
Server 2008 Monthl
for x64-based y Base: 7.5
Systems Rollup Remote Temporal: 6.7

yste 1189876 Critical Code 4487019 poral. ©. Yes
Service Pack Securit Execution Vector:
2 (Server onl Y CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core y
installation)
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

i
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CVE-2019-0609 - Scripting Engine Memory Corruption Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2019-
0609
MITRE
NVD

CVE Title: Scripting Engine Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way the scripting engine handles objects in
memory in Microsoft browsers. The vulnerability could corrupt memory in such a way that an
attacker could execute arbitrary code in the context of the current user. An attacker who
successfully exploited the vulnerability could gain the same user rights as the current user. If the
current user is logged on with administrative user rights, an attacker who successfully exploited
the vulnerability could take control of an affected system. An attacker could then install
programs; view, change, or delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website designed to
exploit the vulnerability through a Microsoft browser and then convince a user to view the
website. An attacker could also embed an ActiveX control marked "safe for initialization" in an
application or Microsoft Office document that hosts the browser rendering engine. The attacker
could also take advantage of compromised websites and websites that accept or host user-
provided content or advertisements. These websites could contain specially crafted content that
could exploit the vulnerability.

Critical

Remote Code
Execution
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0609
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0609

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

The security update addresses the vulnerability by modifying how the scripting engine handles

Affected Software

The following tables list the affected software details for the vulnerability.

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0609

. . R
Product |KB Article Severity Impact Supersedence CVSS Score Set esta_rt
Required

Internet 1489878
Explorer 11

Monthly
on Rollup Remote Base: 7.5
WIndows 7, c0a75  |critical Code  adggaza | cmPorali67 Yes
for 32-bit e Execution Vector:
Systems ) CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

. Cumulative

Service
Pack 1
Internet
Explorer 11 4489878
on Monthly _
Windows 7 |Rollup Remote '?:f:.;:l' 6.7
for x64- 4489873  (Critical Code 4486474 Vecth)Jr' o Yes
based JIE Execution CV/SS:3.0/AV:N/AC:H/PR:N/UI:R/S: U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems Cumulative
Service
Pack 1
Internet 4489878 Remote Base: 6.4
Explorer 11 [Monthly Moderate Code 4486474 Temporal: 5.8 Ves
on Rollup Execution Vector:
Windows 4489873 CVSS:3.0/AV:N/AC:H/PR:H/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873

CVE-2019-0609

Server IE
2008 R2 for Cumulative
x64-based
Systems
Service
Pack 1
4489873
Internet e
Explorer 11 ) Base: 7.5
on Cumulative Remote Temporal: 6.7
. 4489881  (Critical Code 4487000 poral- ©. Yes
[Windows Monthl Execution Vector:
8.1 for 32- Rollu y CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
bit systems P
Internet 4489873
E
xplorer 11 IE _ Base: 7.5
on Cumulative Remote Temporal: 6.7
Windows 4489881  (Critical |Code 4487000 P o Yes
8.1 for x64- Monthly Execution Vector:
' CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
based Rollup
systems
Internet 4489873 Remote
Base: 6.4
Explorer 11 |IE Moderate Code 4487000 Yes
: . Temporal: 5.8
on Cumulative Execution
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873

CVE-2019-0609

Windows 4489881 Vector:
Server Monthly CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2012 R2  Rollup
Internet 1, 10881 Base: 7.5
Explorer 11 Monthl Remote Temporal: 6.7
on Y lcritical Code 4487000 porat- ©. Yes
Windows Rollup Execution Vector:
RT 8.1 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Internet
Explorer 11 4489872 Base: 7.5
on Security Remote Temporal: 6.7
. Critical Code 4487018 T Yes
Windows |Update Execution Vector:
10 for 32- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
bit Systems
Internet
Explorer 11|, 159572 Base: 7.5
on Securit Remote Temporal: 6.7
Windows y Critical Code 4487018 poral: ©. Yes
10 for x64- Update Execution Vector:
based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872

CVE-2019-0609

Internet
Explorer 11 4489882 Base: 6.4
on Security Remote Temporal: 5.8
. Moderate Code 4487026 Yes
Windows |Update Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:H/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2016
Internet
Explorer 11
on. 44898_82 Remote Base: 7.5
WlndOVYS Security Critical  Code 4487026 Temporal: 6.7 Ves
10 Version |Update Execution Vector:
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
Internet
Explorer 11
on. 4489§82 Remote Base: 7.5
WlndOVYS Security Critical  Code 4487026 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0609

Internet
Explorer 11
on. 44898_71 Remote Base: 7.5
WlndOVYS Security Critical  Code 4487020 Temporal: 6.7 Ves
10 Version |Update Execution Vector:
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
Internet
Explorer 11
on. 44898_71 Remote Base: 7.5
WlndOVYS Security Critical Code 4487020 Temporal: 6.7 Yes
10 Version Update Execution Vector:
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet
Explorer 11 4489886 Base: 7.5
on Security . Remote Temporal: 6.7
. Critical Code 4486996 Yes
Windows |Update Execution Vector:
10 Version CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C
1709 for
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0609

32-bit
Systems
Internet
Explorer 11
on_ 4489§86 Remote Base: 7.5
Wlndovx_/s Security Critical  Code 4486996 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet
Explorer 11
on- 4489§68 Remote Base: 7.5
WlndOVYS Security Critical  Code 4487017 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1803 for CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
Internel 1, 180868 Base: 7.5
Explorer 11 Security Remote Temporal: 6.7
on Critical Code 4487017 T Yes
Windows Update Execution Vector:
i CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
10 Version
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0609

1803 for
x64-based
Systems

Internet
Explorer 11
on
Windows
10 Version
1803 for
ARMG64-
based
Systems

4489868
Security
Update

Critical

Remote
Code
Execution

4487017

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes

Internet
Explorer 11
on
Windows
10 Version
1809 for
32-bit
Systems

4489899
Security
Update

Critical

Remote
Code
Execution

4487044

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

Internet
Explorer 11
on

4489899
Security

Critical

Remote
Code

Execution

4487044

Base: 7.5
Temporal: 6.7

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0609

Windows |Update Vector:
10 Version CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1809 for
x64-based
Systems
Internet
Explorer 11
on 4489899 Base: 7.5
Windows Security Remote Tem|.30r'aI: 6.7
10 Version Critical |Code 4487044 Yes
1809 for Update Execution Vector:
ARMGA- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
based
Systems
Internet
Explorer 11 4489899 Base: 6.4
on Security Remote Temporal: 5.8
. Moderate Code 4487044 Yes
Windows |Update Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C
2019
Internet Remote
Explorer 11 0299 critical (Code 4486096 Dooe 1 Yes
Security . Temporal: 6.7
on Execution
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0609

Windows |Update Vector:
10 Version CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1709 for
ARMG64-
based
Systems
Microsoft 4489872 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows Y lcritical  Code 4487018 poral. . Yes
10 for 32 Update Execution Vector:

. CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C
bit Systems
Microsoft
Edgeon 14489872 Base: 4.2
Windows  |Security Remote Temporal: 3.8

Critical Code 4487018 T Yes

10 for x64- |Update Execution Vector:
based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft |, 159882 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows Y Moderate Code 4487026 porat: <. Yes
Server Update Execution Vector:
2016 CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0609

Microsoft

Edgeon |, eogs2 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version y Critical |Code 4487026 porat: >. Yes

1607 for Update Execution Vector:

25 bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:PIRL:O/RC:C

Systems

Microsoft

Edgeon |, eogs2 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version " lCritical Code 4487026 poral. <. Yes

1607 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edgeon |\ 150871 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version Y lcritical Code 4487020 poral. <. Yes

1703 for Update Execution Vector:

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

@Z¢ R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0609

Microsoft

Edgeon |,/ eog71 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version y Critical |Code 4487020 porat: >. Yes

1703 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edgeon |,/ eogs6 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version V" lCritical Code 4486996 poral. <. Yes

1709 for Update Execution Vector:

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edgeon |\ 159886 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version y Critical |Code 4486996 porat. 5. Yes

1709 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0609

Microsoft
Edgeon | /09868 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical Code 4487017 poral. . Yes
1803 for Update Execution Vector:
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |,/ eog6s Base: 4.2
[Windows Securit Remote Temporal: 3.8
10 Version V" lCritical Code 4487017 poral. <. Yes
1803 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft
Edge on
Windows 4489868 Base: 4.2
10 Version (Security Remote Temporal: 3.8
Critical |Code 4487017 T Yes
1803 for  |Update Execution Vector:
ARMG64- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
based
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0609

Microsoft
Edgeon | /29899 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Critical Code 4487044 poral. . Yes
1809 for Update Execution Vector:
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |,/ eog9 Base: 4.2
[Windows Securit Remote Temporal: 3.8
10 Version V" lcritical Code 4487044 poral. <. Yes
1809 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft
Edge on
Windows 4489899 Base: 4.2
10 Version (Security Remote Temporal: 3.8
Critical |Code 4487044 T Yes
1809 for  |Update Execution Vector:
ARMG64- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C
based
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0609

Microsoft |, 189899 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows Y Moderate Code 4487044 poral: <. Yes
Update . Vector:
Server Execution
2019 CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edge on
Windows 4489886 Base: 4.2
10 Version (Security Remote Temporal: 3.8
Critical Code 4486996 T Yes
1709 for  Update Execution Vector:
ARM®64- CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C
based
Systems
Release
Notes Remote Base: N/A
ChakraCore |Security  (Critical Code 4486996 Temporal: N/A Maybe
Update Execution Vector: N/A
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7

i

CVE-2019-0611 - Chakra Scripting Engine Memory Corruption Vulnerability

2SN

Maximum
CVE ID Vulnerability Description Severity
Rating

Vulnerability
Impact

CVE Title: Chakra Scripting Engine Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way that the Chakra scripting engine handles
objects in memory in Microsoft Edge. The vulnerability could corrupt memory in such a way that
an attacker could execute arbitrary code in the context of the current user. An attacker who
successfully exploited the vulnerability could gain the same user rights as the current user. If the
CVE- current user is logged on with administrative user rights, an attacker who successfully exploited
2019-  the vulnerability could take control of an affected system. An attacker could then install programs;
0611 view, change, or delete data; or create new accounts with full user rights. Low

MITRE
NVD

Information

Disclosure
In a web-based attack scenario, an attacker could host a specially crafted website that is designed

to exploit the vulnerability through Microsoft Edge and then convince a user to view the website.
The attacker could also take advantage of compromised websites and websites that accept or host
user-provided content or advertisements. These websites could contain specially crafted content
that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the Chakra scripting engine
handles objects in memory.

@%FHE 2019 http://www.nsfocus.com


http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0611
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0611

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0611

KB .
Product \Article Severity ‘Impact

Supersedence

CVSS Score Set

Restart
Required

@Z IR 2019
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CVE-2019-0611

Microsoft

Edge on 4489871 Base: 4.3

Wlnqows 10 [Security Important In_formatlon 4487020 Temporal: 3.9 Yes

Version Update Disclosure Vector:

1703 for 32- CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C

bit Systems

Microsoft

Edgeon |, 1s0871 Base: 4.3

[Windows 10 Securit Information Temporal: 3.9

Version y Important| . 4487020 porat: <. Yes

1703 for Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/I1:N/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edge on 4489886 Base: 4.3

WII‘I(EIOWS 10 [Security Important In_formatlon 4486996 Temporal: 3.9 Ves

Version Update Disclosure Vector:

1709 for 32- CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C

bit Systems

Microsoft 4489886 Base: 4.3

Edge on Security Information Temporal: 3.9

Windows 10 Update Important Disclosure 4486996 Vector: ves

Version CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0611

1709 for

x64-based

Systems

Microsoft

Edge on 4489868 Base: 4.3

Wlnc_iows 10 [Security Important In_formatlon 4487017 Temporal: 3.9 Yes

Version Update Disclosure Vector:

1803 for 32- CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C

bit Systems

Microsoft

Edgeon |\ 159868 Base: 4.3

[Windows 10 Securit Information Temporal: 3.9

Version y Important| . 4487017 porat: 5. Yes

1803 for Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edge on 4489868 Base: 4.3

Wmt?ows 10 [Security Important In_formatlon 4487017 Temporal: 3.9 Ves

Version Update Disclosure Vector:

1803 for CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C

ARMG64-

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0611

based

Systems

Microsoft

Edge on 4489899 Base: 4.3

Wlnc_iows 10 [Security Important In_formatlon 4487044 Temporal: 3.9 Yes

Version Update Disclosure Vector:

1809 for 32- CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C

bit Systems

Microsoft

Edgeon /89899 Base: 4.3

Windows 10 Security Information Temporal: 3.9

Version Important | _. 4487044 Yes

1809 for Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edge on

Windows 10 4489899 Base: 4.3

Version Security Information Temporal: 3.9

1809 for Update Important Disclosure 4487044 Vector: ves

ARMG64- CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C

based

Systems

@Z B FHY 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0611

Microsoft 4489899 Base: 4.3
Edge on Security Information Temporal: 3.9
Windows  |Update Low Disclosure 4487044 Vector: ves
Server 2019 CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C
Microsoft
Edge on
Windows 10 4489886 Base: 4.3
Version Security Information Temporal: 3.9
1709 for Update Important Disclosure 448699 Vector: ves
ARM64- CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C
based
Systems
Release
Notes Information Base: N/A
ChakraCore Security [Important Disclosure 4486996 Temporal: N/A Maybe
Update Vector: N/A
@%FHE 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
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https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7

i

N

CVE-2019-0612 - Microsoft Edge Security Feature Bypass Vulnerability

CVE ID Vulnerability Description Maxn_num . Vulnerability
Severity Rating Impact

CVE Title: Microsoft Edge Security Feature Bypass Vulnerability

Description:

A security feature bypass vulnerability exists when Click2Play protection in Microsoft Edge

improperly handles flash objects.

By itself, this bypass vulnerability does not allow arbitrary code execution. However, an

attacker could use the bypass vulnerability in conjunction with another vulnerability, such as a
CVE- remote code execution vulnerability, to run arbitrary code on a target system.
2019- To exploit the CFG bypass vulnerability, a user must be logged on and running an affected .

. . .. . Security Feature

0612 version of Microsoft Edge. The user would then need to browse to a malicious website. Important Bypass
::I/I\I/-II-DRE The security update addresses the bypass vulnerability by helping to ensure that Click2Play

protection Microsoft Edge properly handles flash objects.

FAQ:

None

Mitigations:

None

Workarounds:

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0612
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0612

CVE ID

Vulnerability Description

Maximum

Vulnerability

Severity Rating Impact

None

Revision:
1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0612

KB . Restart

Product Article Severity Impact Supersedence CVSS Score Set Required
Microsoft

Edge on 4489871 Security Base: 4.3

Windows 10 Security Temporal: 3.9

Version 1703 Update Important Eeat:;se 4487020 Vector: ves

for 32-bit yp CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C

Systems
@z AL 2019

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0612

Version 1803

CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C

Microsoft

Edge on 4489871 Security Base: 4.3

m:‘s?ngi;gs ai)cduartléy Important Feature 4487020 Liggiral' 39 Yes

for x64-based Bypass CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edge on 4489886 Security Base: 4.3

yel:]s?ngi;é)g fji)cduartléy Important Feature 4486996 ;I'/zr;lz(r):ral. 39 Yes

for 32-bit Bypass CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edge on 4489886 Security Base: 4.3

m:‘s?ngi;é)g 3epcduart|;y Important Feature 4486996 ;I'/ir;zcr):ral. 39 Yes

for x64-based Bypass CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft 4489868 Security Base: 4.3

SSi?IZ(())\?vs 10 LSJZCdu;tI;y Important Feature 4487017 ;Flzr;;;(r):ral. 39 Yes
Bypass

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0612

for 32-bit

Systems

Microsoft

Edge on 4489868 Security Base: 4.3

Windows 10 Security Temporal: 3.9

Version 1803 Update Important ;eat:sr: 4487017 Vector: ves
for x64-based yp CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edgeon |\ 159868 _ Base: 4.3

[Windows 10 Securit Security Temporal: 3.9

Version 1803 y Important Feature 4487017 porat: <. Yes
for ARM64- Update BVDasS Vector:

based yp CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edge on 4489899 Security Base: 4.3

Windows 10 Security Temporal: 3.9

Version 1809 Update Important ;eat:;se 4487044 Vector: ves
for 32-bit yp CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Systems

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0612

Microsoft
Edge on 4489899 Security Base: 4.3
Windows 10 Security Temporal: 3.9
Version 1809 Update Important ;eat;sr: 4487044 Vector: ves
for x64-based P CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon |, /89899 _ Base: 4.3
[Windows 10 Securit Security Temporal: 3.9
Version 1809 y Important Feature 4487044 poral. = Yes
Update Vector:
for ARM64- Bypass
based CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft 4489899 Security Base: 4.3
Ed.ge on Security Low Feature 4487044 Temporal: 3.9 Ves
Windows Update Bvpass Vector:
Server 2019 P CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Microsoft 1, /0886 _ Base: 4.3
Edge on Securit Security Temporal: 3.9
Windows 10 Y Important Feature 4486996 porat: <. Yes
. Update Vector:
Version 1709 Bypass
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
for ARM64-
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0612

based
Systems

CVE-2019-0614 - Windows GDI Information Disclosure Vulnerability

CVE ID Vulnerability Description Maxw_num . Vulnerability
Severity Rating Impact

CVE Title: Windows GDI Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when the Windows GDI component improperly

discloses the contents of its memory. An attacker who successfully exploited the vulnerability

could obtain information to further compromise the usera€™s system.
(2:815 There are multiple ways an attacker could exploit the vulnerability, such as by convincing a .
0614 user to open a specially crafted document, or by convincing a user to visit an untrusted Important In_formatlon
MITRE webpage. Disclosure
NVD The security update addresses the vulnerability by correcting how the Windows GDI

component handles objects in memory.

FAQ:

What type of information could be disclosed by this vulnerability?

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0614
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0614

CVE ID Vulnerability Description

Maximum Vulnerability
Severity Rating Impact

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is uninitialized memory.

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0614

CVSS Score Set

Severity ‘Impact Supersedence

Product KB.
rticle

Restart
Required

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0614

4489878
Wmdow_s? Monthly Base: 4.7
for 32-bitRollup Information Temporal: 4.2
Systems 4489885 Important | _, 4486563 porat: . Yes
i . Disclosure Vector:
Service Security
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 Only
Windows 7 :\1;153517'8
for x64- Rollup y Base: 4.7
based 1459855 Important OO yogegg  [TEMPoral: 42 Yes
Systems Securit Disclosure Vector:
Service onl Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 /
Windows
Server 2008 4489878
R2 for x64- Monthly Base: 4.7
based Rollup Information Temporal: 4.2
Systems 4489885 Important 4486563 porat. £. Yes
i . Disclosure Vector:
Service Security
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 Only
(Server Core
installation)
@%FHE 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0614

Windows ) /2078

Server 2008 Monthl

R2 for y Base: 4.7

Itanium Rollup Information Temporal: 4.2

1489885 Important - 4486563 porat: . Yes

Based Securit Disclosure Vector:

Systems onl y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service y

Pack 1

Windows 4489878

Server 2008 Monthly Base: 4.7

R2 forx64- Rollup Information Temporal: 4.2

based 4489885 Important | _, 4486563 porat. . Yes
Svstems Securit Disclosure Vector:

y . y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only

Pack 1

Windows |,/ 00880

Server 2008 Monthl

for 32-bit y Base: 4.7

Systems Rollup Information Temporal: 4.2

. 4489876 Important 4487019 porat: . Yes
Service Securit Disclosure Vector:

Pack 2 onl y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
(Server Core y

installation)
@%FHE 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0614

4489884
(S;(i‘;“ty Base: 4.7
Windows 4489891 [Important Informatlon 4487005 Temporal: 4.2 Ves
Server 2012 Monthl Disclosure Vector:
Rollup y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489884
Windows iﬁlylw Base: 4.7
Server 2012 4489891 [Important Informatlon 4487005 Temporal: 4.2 Ves
(Server Core Month Disclosure Vector:
installation) Rollupy CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
. Monthly Base: 4.7
Windows  Rollup Information Temporal: 4.2
8.1 for 32- 4489883 Important | _. 4487000 porat. £. Unknown
bit svstems [Securit Disclosure Vector:
y oty y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4489881 Information Base: 4.7
I i 4487 k
8.1 for x64- Monthly mportant Disclosure 87000 Temporal: 4.2 Unknown
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
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CVE-2019-0614

based Rollup Vector:
systems 4489883 CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Security
Only
4489881
. Monthly Base: 4.7
Windows Rollup Information Temporal: 4.2
Server 2012 4489883 Important | _. 4487000 porat: . Unknown
R? Securit Disclosure Vector:
only Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881 Base: 4.7
Windows  [Monthly Information Temporal: 4.2
RT 8.1 Rollup Important Disclosure 4487000 Vector: ves
CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
Windows  [Monthly Base: 4.7
Server 2012 Rollup Information Temporal: 4.2
R2 (Server 4489883 Important| _. 4487000 porat: . Unknown
Core Securit Disclosure Vector:
. . Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
installation) Only
@%FHE 2019 http://www.nsfocus.com
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CVE-2019-0614

. 4489872 Base: 4.7
[Windows 10 Securit Information Temporal: 4.2
for 32-bit y Important | _. 4487018 porat. 4. Yes
Svstems Update Disclosure Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489872 Base: 4.7
for x64- Security Information Temporal: 4.2
| . 448701 Y
based Update mportant Disclosure 87018 Vector: e
Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489882 Base: 4.7
Windows  Security Information Temporal: 4.2
| . 448702 Y
Server 2016 Update mportant Disclosure 87026 Vector: e
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489882 Base: 4.7
Version Security Information Temporal: 4.2
| . 448702 Y
1607 for 32- Update mportant Disclosure 87026 Vector: e
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, 159852 Base: 4.7
Version Securit Information Temporal: 4.2
1607 for Y important 4487026 poral: £ Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4489882 Information Base: 4.7
L tant| _. 448702 Y
Server 2016 Security mportan Disclosure 87026 Temporal: 4.2 ©
@& R 2019 http://www.nsfocus.com
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CVE-2019-0614

(Server Core Update Vector:
installation) CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Windows 10 4489871 Base: 4.7
Version Security Information Temporal: 4.2
| . 448702 Y
1703 for 32- Update mportant Disclosure 87020 Vector: €
bit Systems CVSS:3.0/AV:L/IAC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, /00871 Base: 4.7
version Securit Information Temporal: 4.2
1703 for Y Important | _. 4487020 porat. . Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 10 4489886 Base: 4.7
Version Security Information Temporal: 4.2
1709 for 32- Update Important Disclosure 4486996 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, /20806 Base: 4.7
Version Securit Information Temporal: 4.2
1709 for Y Important . 4486996 porat. £. Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Systems
Windows .
4489886 Inf t Base: 4.7
Server, 2 Important OO 4 466906 ase Yes
. Security Disclosure Temporal: 4.2
version
@% R 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0614

1709 Update Vector:
(Server Core CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Base: 4.7
Version Security Information Temporal: 4.2

I . 4487017
1803 for 32- Update mportant Disclosure 870 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10, \29g68 Base: 4.7
Version Securit Information Temporal: 4.2
1803 for y Important | _. 4487017 porat: . Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
Server, 4489868 Base: 4.7
version Security Information Temporal: 4.2

I
1803 Update mportant Disclosure 4487017 Vector: ves
(Server Core CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Base: 4.7
Version Security Information Temporal: 4.2
1803 for Update Important Disclosure 4487017 Vector: ves
ARMG64- CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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CVE-2019-0614

based
Systems
Windows 10 4489899 Base: 4.7
Version Security Information Temporal: 4.2
I . 4487044 v

1809 for 32- Update mportant Disclosure 870 Vector: e
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 /9809 Base: 4.7
Version Securit Information Temporal: 4.2
1809 for Y important 4487044 poral: £ Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
Windows 10
Version 4489899 Base: 4.7
1809 for Security Information Temporal: 4.2
ARM64- Update Important Disclosure 4487044 Vector: ves
based CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems

4489899 Base: 4.7
Windows  Security Information Temporal: 4.2
Server 2019 Update Important Disclosure 4487044 Vector: ves

CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

Windows 4489899 Information Base: 4.7
Server 2019 Security Important Disclosure 4487044 Temporal: 4.2 ves
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CVE-2019-0614

(Server Core Update Vector:
installation) CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Windows 10
Version 4489886 Base: 4.7
1709 for Security Information Temporal: 4.2
ARM64-  Update Important Disclosure 448699 Vector: ves
based CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4489880
Server ?008 Monthly Base: 4.7
for Itanium- Rollup Information Temporal: 4.2
Based 4489876 Important | _. 4487019 _ Yes
Systems Security Disclosure Vector:

. CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows ﬁfﬁﬁg
Server 2908 Rollup ' Base: 4.7
for 32-bit 4489876 [Important In.formatlon 4487019 Temporal: 4.2 Ves
Systems Security Disclosure Vector:
Service only CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
Pack 2
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CVE-2019-0614

Windows 4489880
Server 2008 Monthly Base: 4.7
forx64- Rollup Information Temporal: 4.2
based 4489876 Important | _, 4487019 porat: . Yes
Svstems Securit Disclosure Vector:
y . Y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows
Server 2008 4489880
for x64- Monthly Base: 4.7
based Rollup Information Temporal: 4.2
Systems 4489876 Important | _, 4487019 porat. . Yes
. i Disclosure Vector:
Service Security
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 2 Only
(Server Core
installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0617 - Jet Database Engine Remote Code Execution Vulnerability

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00

- L Maximum Vulnerabili
CVE ID Vulnerability Description . . v
Severity Rating Impact
CVE Title: Jet Database Engine Remote Code Execution Vulnerability
Description:
A remote code execution vulnerability exists when the Windows Jet Database Engine
improperly handles objects in memory. An attacker who successfully exploited this
vulnerability could execute arbitrary code on a victim system.
An attacker could exploit this vulnerability by enticing a victim to open a specially crafted
file.
CVE- The update addresses the vulnerability by correcting the way the Windows Jet Database
2019-0617 Engine handles objects in memory Remote Code
. Importan .
MITRE portant Execution
NVD
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0617
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0617

CVE ID Vulnerability Description Maxmum . Vulnerability
Severity Rating Impact
Information published. ‘
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0617
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4489878
WlndOW'S7 Monthly Base: 7.8
for 32-bit Rollup Remote Temporal- 7
Systems 4489885 Important Code 4486563 Vectgr' ’ Yes
ice Pack Securit E ti '
ierv'ce ac oenc|l;/“ y xeedtion CVSS:3.0/AV:LIAC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:PIRL:O/RC:C
Windows 7 4489878 Remote Base: 7.8
for x64-based Monthly Important Code 4486563 - Yes
. Temporal: 7
Systems Rollup Execution
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878

CVE-2019-0617

Service Pack 4489885 Vector:
1 Security CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
Windows
Server 2008 4489878
R2 for x64- |Monthly Base: 7.8
based Rollup Remote Temporal- 7
Systems 4489885 Important Code 4486563 Vect?)r' ' Yes
Service Pack  Security Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1 (Server Only
Core
installation)
Windows )/ e0g78
Server 2008 Monthl
R2 for y Base: 7.8
Itanium Rollup Remote Temporal: 7
4489885 Important Code 4486563 porat: Yes
Based Securit Execution Vector:
Systems onl Y CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack y
1
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0617

Windows 4489878
Server 2008 Monthly Base: 7.8
R2 for x64- |Rollup Remote Temporal: 7
based 4489885 Important Code 4486563 Vectzr' ' Yes
Systems - security Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only
1
Windows 1, 09680
Server 2008 Monthl
for 32-bit y Base: 7.8
Systems Rollup Remote Temporal: 7
y . 4489876 Important Code 4487019 porat Yes
Service Pack Securit Execution Vector:
2 (Server onl y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core y
installation)
4489884
S .
ecurity Base: 7.8
Windows Only Remote Temporal: 7
4489891 Important Code 4487025 porat: Yes
Server 2012 Monthl Execution Vector:
Rollup y CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891

CVE-2019-0617

4489884
Windows Security Base: 7.8
Server 2012 Only Remote Temporal: 7
4489891 Important Code 4487025 porat: Yes
(Server Core Month Execution Vector:
installation) Rollupy CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489881
Monthly .
Windows 8.1 Rollup Remote _?::';:I_ .
for 32-bit 4489883 Important Code 4487000 VectI(JJr' ' Unknown
systems ?nCI‘;”ty Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489881
Monthly .
Windows 8.1 Rollup Remote '?:f:.;:l' 7
for x64-based 4489883 Important Code 4487000 VectF(;r' ' Unknown
systems ?ncli”ty Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:HIA:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0617

4489881
. Monthly Base: 7.8
Windows Rollup Remote Temporal: 7
Server 2012 4489883 Important Code 4487000 Vectzr' ' Unknown
Rz iclly'ty Fxecution CVSS:3.0/AV:L/AC:LIPR:N/UL:R/S:U/C:H/I:HIA:H/E:PIRLIO/RC:C
4489881 Remote Base: 7.8
Windows RT Monthly Important Code 4487000 Temporal: 7 Ves
8.1 Rollup Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489881
Windows Monthly Base: 7.8
Server 2012 Rollup Remote Temporal: 7
R2 (Server 4489883 Important Code 4487000 Vecth)Jr' ' Unknown
S it E ti '
Core ecurty xeeution CVSS:3.0/AV:L/AC: L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation) |Only
Windows 10 ;12333,:2 Remote _?:i?;’:l_ ;
for 32-bit y Important Code 4487018 porat Yes
Update . Vector:
Systems Execution
CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872

CVE-2019-0617

Windows 10 g’iijﬁzz Remote '?:f\f:c?r.zl' ;
for x64-based y Important Code 4487018 poral: Yes
Systems Update Execution Vector:
y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489882 Remote Base: 7.8
Wi it T 1.7
Indows Security Important Code 4487026 empora Yes
Server 2016 Update Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489882 Base: 7.8
Version 1607 |Security Remote Temporal: 7
. Important Code 4487026 ' Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489882 Base: 7.8
Version 1607 |Security Remote Temporal: 7
Important Code 4487026 ' Yes
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489882 Base: 7.8
Server 2016 |Security Remote Temporal: 7
Important Code 4487026 ' Yes
(Server Core Update Execution Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
. Remote
w 10 4489871 Base: 7.
|n(_jows 0 . [Important Code 4487020 ase: 7.8 Yes
Version 1703 |Security . Temporal: 7
Execution
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0617

for 32-bit Update Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489871 Base: 7.8
Version 1703 Security Remote Temporal: 7
Important Code 4487020 ' Yes

for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Base: 7.8
Version 1709 Security Remote Temporal: 7

. Important Code 4486996 ' Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Base: 7.8
Version 1709 Security Remote Temporal: 7

Important Code 4486996 ' Yes

for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows | 180886 Base: 7.8
Server, Securit Remote Temporal: 7
version 1709 y Important Code 4486996 poral- Yes
(Server Core Update Execution Vector:

. CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/IRL:O/RC:C
Installation)
Windows 10 4489868 Base: 7.8
Version 1803 Security Remote Temporal: 7

. Important Code 4487017 ' Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0617

Windows 10 4489868 Remote Base: 7.8
Version 1803 |Security Important Code 4487017 Temporal: 7 Ves
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 150868 Base: 7.8
Server, Securit Remote Temporal: 7
version 1803 y Important Code 4487017 porat Yes
(Server Core Update Execution Vector:
. CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Wi 1
indows 10 1, 10868 Base: 7.8
Version 1803 Securit Remote Temporal: 7
for ARM64- Y Important Code 4487017 porat: Yes
based Update Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Windows 10 4489899 Base: 7.8
Version 1809 Security Remote Temporal: 7
. Important Code 4487044 ' Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Base: 7.8
Version 1809 Security Remote Temporal: 7
Important Code 4487044 ' Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0617

Windows 10 |, 00809 Base: 7.8
Version 1809 Securit Remote Temporal: 7
for ARM64- Y Important Code 4487044 poral: Yes
based Update Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
4489899 Remote Base: 7.8
Windows Security Temporal: 7
Server 2019 |Update Important (E:ESSUtion 4487044 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489899 Base: 7.8
Server 2019  Security Remote Temporal: 7
Important Code 4487044 ' Yes
(Server Core Update Execution Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Wi 1
indows 10 |, s9g86 Base: 7.8
Version 1709 Securit Remote Temporal: 7
for ARM64- y Important Code 4486996 porat: Yes
based Update Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Windows 4489880 Base: 7.8
Server 2008 |Monthly Remote e ' or.al' .
for Itanium- Rollup  Important Code 4487019 p. ' Yes
Based 4489876 Execution vector:
. CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems Security
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0617

Service Pack Only
2
Windows :\1;1::;&:0
Server 2008 y Base: 7.8
for 32-bit Rollup Remote Temporal: 7
4489876 Important Code 4487019 porat Yes
Systems Securit Execution Vvector:
Service Pack onl y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
5 y
. 44
Windows Mf:;?o
Server 2008 y Base: 7.8
for x64-based Rollup Remote Temporal: 7
4489876 |Important Code 4487019 porat Yes
Systems Securit Execution Vector:
Service Pack Only y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2
44
Windows Mfr?i?o
Server 2008 y Base: 7.8
for x64-based Rollup Remote Temporal: 7
4489876 Important Code 4487019 porat Yes
Systems Securit Execution Vector:
Service Pack onl y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 (Server Y
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0617

Core

installation) ‘ ‘ ‘ ‘ ‘

CVE-2019-0639 - Scripting Engine Memory Corruption Vulnerability

programs; view, change, or delete data; or create new accounts with full user rights.

The security update addresses the vulnerability by modifying how the ChakraCore scripting

engine handles objects in memory.

Maximum Vulnerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way that the ChakraCore scripting engine
handles objects in memory. The vulnerability could corrupt memory in such a way that an
CVE- attacker could execute arbitrary code in the context of the current user. An attacker who
2019- successfully exploited the vulnerability could gain the same user rights as the current user. Remote Code
0639 Moderate .
VIITRE  If the current user is logged on with administrative user rights, an attacker who successfully Execution
NVD exploited the vulnerability could take control of an affected system. An attacker could then install

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0639
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0639

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0639

KB .
Product \Article Severity ‘Impact

Supersedence

CVSS Score Set

Restart
Required

@Z IR 2019
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CVE-2019-0639

Version 1809

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Microsoft
Edge on 4489868 Remote Base: 4.2
Wlnqows 10 [Security Critical Code 4487017 Temporal: 3.8 Ves
Version 1803 Update Execution Vector:
for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edge on 4489868 Remote Base: 4.2
Wln(?ows 10 [Security Critical Code 4487017 Temporal: 3.8 Ves
Version 1803 |Update Execution Vector:
for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/IA:N/E:P/RL:O/RC:C
Systems
Microsoft
Edge on _
wiinwsio e
Version 1803 Y lcritical (Code 4487017 porat <. Yes
for ARM64 Update Execution vector:
based CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft 4489899 Base: 4.2
Edge on Security Remote Temporal: 3.8

: Critical |Code 4487044 o Yes
Windows 10 Update . Vector:

Execution

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0639

for 32-bit

Systems

Microsoft

Edge on 4489899 Remote Base: 4.2

Wlnc_iows 10 [Security Critical Code 4487044 Temporal: 3.8 Ves

Version 1809 Update Execution Vector:

for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edgeon |, 159899 Base: 4.2

[Windows 10 Securit Remote Temporal: 3.8

Version 1809 Y lcritical Code 4487044 porat: <. Yes

for ARM64- Update Execution vector:

based CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/IA:N/E:P/RL:O/RC:C

Systems

Microsoft 4489899 Base: 4.2

Edge on Security Remote Temporal: 3.8

. Moderate Code 4487044 T Yes

Windows Update Execution Vector:

Server 2019 CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Release Remote '?errf::rlil' 38

ChakraCore |Notes  (Critical Code 4487044 Vectzr' T Maybe
Security Execution CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7

CVE-2019-0639

‘Update ‘ ‘ ‘ ‘

CVE-2019-0665 - Windows VBScript Engine Remote Code Execution

Vulnerability

delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website that is designed

to exploit the vulnerability through Internet Explorer and then convince a user to view the

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Windows VBScript Engine Remote Code Execution Vulnerability
Description:
A remote code execution vulnerability exists in the way that the VBScript engine handles objects
CVE- in memory. The vulnerability could corrupt memory in such a way that an attacker could execute
2019- arbitrary code in the context of the current user. An attacker who successfully exploited the
0665  Vulnerability could gain the same user rights as the current user. If the current user is logged on  |mportant Remote Code
VIITRE  With administrative user rights, an attacker who successfully exploited the vulnerability could Execution
NVD take control of an affected system. An attacker could then install programs; view, change, or

@& R 2019 http://www.nsfocus.com



https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0665
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0665

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

website. An attacker could also embed an ActiveX control marked "safe for initialization"” in an
application or Microsoft Office document that hosts the IE rendering engine. The attacker could
also take advantage of compromised websites and websites that accept or host user-provided
content or advertisements. These websites could contain specially crafted content that could
exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine handles
objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

@%FHE 2019 http://www.nsfocus.com




Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0665

. . Restart
Product KB Article Severity Impact Supersedence CVSS Score Set © a_r
Required
Internet
Explorer |, 150878
11 on Monthl
Windows Rollu y Remote Base: N/A
7 for 32- P Important Code 4486474 Temporal: N/A Yes
. 4489873 IE .
bit : Execution Vector: N/A
Cumulative
Systems
Service
Pack 1
Internet 1489878
Explorer Monthl
11 on Rollu y Remote Base: N/A
Windows 7 4898p73 I Important Code 4486474 Temporal: N/A Yes
7 for x64- ) Execution Vector: N/A
Cumulative
based
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873

CVE-2019-0665

Service
Pack 1
Internet
Explorer
lon | g0g78
Windows

Monthly
Server Rollu Remote Base: N/A
2008 R2 ! 4898p73 IE Low Code 4486474 Temporal: N/A Yes
for x64- ) Execution Vector: N/A

Cumulative
based
Systems
Service
Pack 1
Internet |, 12973 IE
Explorer Cumulative
11 on 1430881 Remote Base: N/A
Windows Monthl Important Code 4487000 Temporal: N/A Yes
8.1 for 32- y Execution Vector: N/A

. Rollup

bit
systems
Internet 4489873 |E Remote Base: N/A
Explorer |(Cumulative Important Code 4487000 Temporal: N/A Yes
11 on 4489881 Execution Vector: N/A
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881

CVE-2019-0665

Windows Monthly
8.1 for Rollup
x64-based
systems
Internet 4489873 |E
Explorer |Cumulative
11 on 1489881 Remote Base: N/A

. Low Code 4487000 Temporal: N/A Yes
Windows |Vionthly .

Execution Vector: N/A

Server Rollup
2012 R2
Internet
Explorer ﬁfﬁiﬁi Remote Base: N/A
11 on Rollup Important Code 4487000 Temporal: N/A Yes
Windows Execution Vector: N/A
RT 8.1
Internet
Explorer
11 on gigiﬁ:; Remote Base: N/A
Windows Update Important Code 4487018 Temporal: N/A Yes
10 for 32- Execution Vector: N/A
bit
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872

CVE-2019-0665

Internet
Explorer
11 on
Windows
10 for
x64-based
Systems

4489872
Security
Update

Important

Remote
Code
Execution

4487018

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
Server
2016

4489882
Security
Update

Low

Remote
Code
Execution

4487026

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
10
Version
1607 for
32-bit
Systems

4489882
Security
Update

Important

Remote
Code
Execution

4487026

Base: N/A
Temporal: N/A
Vector: N/A

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0665

Internet
Explorer
11 on
Windows
10
Version
1607 for
x64-based
Systems

4489882
Security
Update

Important

Remote
Code
Execution

4487026

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
10
Version
1703 for
32-bit
Systems

4489871
Security
Update

Important

Remote
Code
Execution

4487020

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
10

4489871
Security
Update

Important

Remote
Code
Execution

4487020

Base: N/A
Temporal: N/A
Vector: N/A

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0665

Version
1703 for
x64-based
Systems

Internet
Explorer
11 on
Windows
10
Version
1709 for
32-bit
Systems

4489886
Security
Update

Important

Remote
Code
Execution

4486996

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
10
Version
1709 for
x64-based
Systems

4489886
Security
Update

Important

Remote
Code
Execution

4486996

Base: N/A
Temporal: N/A
Vector: N/A

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0665

Internet
Explorer
11 on
Windows
10
Version
1803 for
32-bit
Systems

4489868
Security
Update

Important

Remote
Code
Execution

4487017

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
10
Version
1803 for
x64-based
Systems

4489868
Security
Update

Important

Remote
Code
Execution

4487017

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
10

4489868
Security
Update

Important

Remote
Code
Execution

4487017

Base: N/A
Temporal: N/A
Vector: N/A

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0665

Version
1803 for
ARMG64-
based
Systems

Internet
Explorer
11 on
Windows
10
Version
1809 for
32-bit
Systems

4489899
Security
Update

Important

Remote
Code
Execution

4487044

Base: 7.5

Vector:

Temporal: 6.7

CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

Internet
Explorer
11 on
Windows
10
Version
1809 for
x64-based
Systems

4489899
Security
Update

Important

Remote
Code
Execution

4487044

Base: 7.5

Vector:

Temporal: 6.7

CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0665

Internet
Explorer
11 on
Windows 4489899 Base: 7.5
10 Security Remote Temporal: 6.7
. Important Code 4487044 Yes

Version  Update Execution Vector:
1809 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
ARMG64-
based
Systems
Internet
Explorer 4489899 Base: 7.5
11 on Security Remote Temporal: 6.7

. Low Code 4487044 Yes
Windows Update Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
2019
Internet
Explorer
11 on giiiifj Remote Base: N/A
Windows Update Important Code 4486996 Temporal: N/A Yes
10 Execution Vector: N/A
Version
1709 for
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0665

ARM64-

based

Systems

Internet 4489873 |E

Explorer (Cumulative Remote Base: N/A

10 on 4489891

. Low Code 4487025 Temporal: N/A Yes
Windows Monthly .
Execution Vector: N/A

Server Rollup

2012

CVE-2019-0666 - Windows VBScript Engine Remote Code Execution
Vulnerability

Maximum -
CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating

CVE- CVE Title: Windows VBScript Engine Remote Code Execution Vulnerability

9019- Description: Critical Remote Code
0666 A remote code execution vulnerability exists in the way that the VBScript engine handles objects Execution

in memory. The vulnerability could corrupt memory in such a way that an attacker could execute

@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

MITRE
NVD

arbitrary code in the context of the current user. An attacker who successfully exploited the
vulnerability could gain the same user rights as the current user. If the current user is logged on
with administrative user rights, an attacker who successfully exploited the vulnerability could
take control of an affected system. An attacker could then install programs; view, change, or
delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website that is designed
to exploit the vulnerability through Internet Explorer and then convince a user to view the
website. An attacker could also embed an ActiveX control marked "safe for initialization” in an
application or Microsoft Office document that hosts the IE rendering engine. The attacker could
also take advantage of compromised websites and websites that accept or host user-provided
content or advertisements. These websites could contain specially crafted content that could
exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine handles
objects in memory.

FAQ:
None
Mitigations:
None

Workarounds:

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0666
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0666

Maximum

. . ) Vulnerabilit
CVE ID Vulnerability Description Severity n iy
. Impact
Rating

None

Revision:

1.0 03/12/2019 07:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0666

. . Restart
Product KB Article Severity Impact Supersedence CVSS Score Set .
Required
Internet 4489880
E:plorerQ I';A(;T:gly Remote Base: N/A
Windows 4489373 |E Moderate Code - 4486474 Temporal: N/A Yes
. Execution Vector: N/A

Server Cumulative
2008 for
@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873

CVE-2019-0666

32-bit
Systems
Service
Pack 2
Internet
Explorer 9
on 4489880
Windows - Monthly Remote Base: N/A
Server Rollup Moderate Code 4486474 Temporal: N/A Yes
2008 for (1489873 IE Execution Vector: N/A
x64-based Cumulative
Systems
Service
Pack 2
Internet
Explorer | /80g78
11 on Monthly
Windows Rollup Remote Base: N/A
7 for 32- Critical Code 4486474 Temporal: N/A Yes
bit 4489873_ = Execution Vector: N/A
Cumulative
Systems
Service
Pack 1
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873

CVE-2019-0666

Internet

Explorer | /80578

1lon Monthl

Windows Rollu y Remote Base: N/A

7 for x64- P Critical |Code 4486474 Temporal: N/A Yes
4489873 |IE .

based . Execution Vector: N/A
Cumulative

Systems

Service

Pack 1

Internet

Explorer

lon 1 180878

Windows Monthl

Server Rollu y Remote Base: N/A

2008 R2 P Moderate Code 4486474 Temporal: N/A Yes
4489873 IE .

for x64- . Execution Vector: N/A
Cumulative

based

Systems

Service

Pack 1

Internet 4489873 IE Remote Base: N/A

Explorer (Cumulative Critical Code 4487000 Temporal: N/A Yes

11 on 4489881 Execution Vector: N/A

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881

CVE-2019-0666

Windows Monthly
8.1 for 32- Rollup
bit
systems
Internet | 189873 IE
Explorer Cumulative
11 on 1489881 Remote Base: N/A
Windows Monthly Critical Code 4487000 Temporal: N/A Yes
8.1 for Rollup Execution Vector: N/A
x64-based
systems
Internet 4489873 IE
i(p::rer Z:ég:g've Remote Base: N/A

. Moderate Code 4487000 Temporal: N/A Yes
Windows Monthly .

Execution Vector: N/A

Server Rollup
2012 R2
Internet
Explorer ijfr?tisl)l/ Remote Base: N/A
11 on Rollup Critical Code 4487000 Temporal: N/A Yes
Windows Execution Vector: N/A
RT 8.1
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881

CVE-2019-0666

Internet

Explorer

11 on g:gjﬁ:; Remote Base: N/A

Windows Update Critical Code 4487018 Temporal: N/A Yes

10 for 32- Execution Vector: N/A

bit

Systems

Internet

Explorer

11 on ggfgﬁg Remote Base: N/A

Windows Update Critical Code 4487018 Temporal: N/A Yes

10 for Execution Vector: N/A

x64-based

Systems

Internet

i(;())lr(])rer gigjﬁf; Remote Base: N/A

Windows Update Moderate Code - 4487026 Temporal: N/A Yes
Execution Vector: N/A

Server

2016

Internet 1489882 N Remote Base: N/A

Explorer Security Critical Code 4487026 Temporal: N/A Yes

11 on Execution Vector: N/A

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0666

Windows
10 Version
1607 for
32-bit
Systems

Update

Internet
Explorer
11 on
Windows
10 Version
1607 for
x64-based
Systems

4489882
Security
Update

Critical

Remote
Code
Execution

4487026

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
10 Version
1703 for
32-bit
Systems

4489871
Security
Update

Critical

Remote
Code
Execution

4487020

Base: N/A
Temporal: N/A
Vector: N/A

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0666

Internet
Explorer
11 on
Windows
10 Version
1703 for
x64-based
Systems

4489871
Security
Update

Critical

Remote
Code
Execution

4487020

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
10 Version
1709 for
32-bit
Systems

4489886
Security
Update

Critical

Remote
Code
Execution

4486996

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
10 Version
1709 for

4489886
Security
Update

Critical

Remote
Code
Execution

4486996

Base: N/A
Temporal: N/A
Vector: N/A

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0666

x64-based
Systems

Internet
Explorer
11 on
Windows
10 Version
1803 for
32-bit
Systems

4489868
Security
Update

Critical

Remote
Code
Execution

4487017

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
10 Version
1803 for
x64-based
Systems

4489868
Security
Update

Critical

Remote
Code
Execution

4487017

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 o0n
Windows
10 Version

4489868
Security
Update

Critical

Remote
Code
Execution

4487017

Base: N/A
Temporal: N/A
Vector: N/A

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0666

1803 for
ARM64-
based

Systems

Internet
Explorer
11 on
Windows
10 Version
1809 for
32-bit
Systems

4489899
Security
Update

Critical

Remote
Code
Execution

4487044

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes

Internet
Explorer
11 on
Windows
10 Version
1809 for
x64-based
Systems

4489899
Security
Update

Critical

Remote
Code
Execution

4487044

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

Internet
Explorer
11 on

4489899
Security

Critical

Remote
Code

Execution

4487044

Base: 7.5
Temporal: 6.7

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0666

Windows
10 Version
1809 for
ARMG64-
based
Systems

Update

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Internet
Explorer
11 on
Windows
Server
2019

4489899
Security
Update

Moderate

Remote
Code
Execution

4487044

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes

Internet
Explorer
11 on
Windows
10 Version
1709 for
ARM64-
based
Systems

4489886
Security
Update

Critical

Remote
Code
Execution

4486996

Base: N/A
Temporal: N/A
Vector: N/A

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0666

Internet 4489873 IE
i))q())l:rer Z:Egg;afve Remote Base: N/A
. Moderate Code 4487025 Temporal: N/A Yes
Windows Monthly _
Execution Vector: N/A

Server Rollup

2012

CVE-2019-0667 - Windows VBScript Engine Remote Code Execution
Vulnerability

Maximum
. L . Vulnerabilit
CVE ID Vulnerability Description Severity n ey
. Impact
Rating
CVE Title: Windows VBScript Engine Remote Code Execution Vulnerability

CVE- Description:

2019- A remote code execution vulnerability exists in the way that the VBScript engine handles objects Remote Code
0667 in memory. The vulnerability could corrupt memory in such a way that an attacker could execute (Critical Execution
MITRE arbitrary code in the context of the current user. An attacker who successfully exploited the

NVD vulnerability could gain the same user rights as the current user. If the current user is logged on

with administrative user rights, an attacker who successfully exploited the vulnerability could

@zt FHY 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0667
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0667

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

take control of an affected system. An attacker could then install programs; view, change, or
delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website that is designed
to exploit the vulnerability through Internet Explorer and then convince a user to view the
website. An attacker could also embed an ActiveX control marked "safe for initialization” in an
application or Microsoft Office document that hosts the IE rendering engine. The attacker could
also take advantage of compromised websites and websites that accept or host user-provided
content or advertisements. These websites could contain specially crafted content that could
exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine handles
objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
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Maximum

CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0667
. . Restart
Product KB Article Severity Impact Supersedence CVSS Score Set .
Required
Internet
Explorer 9 4489880
S\r;in dows I';A(;T:hly Remote Base: N/A
P Moderate Code 4486474 Temporal: N/A Yes
Server 4489873 1E Execution Vector: N/A
2008 for |Cumulative '
32-bit
Systems
@zt FHY 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873

CVE-2019-0667

Service
Pack 2
Internet
Explorer 9
on 4489880
Windows - Monthly Remote Base: N/A
Server Rollup Moderate Code 4486474 Temporal: N/A Yes
2008 for 4489873 IE Execution Vectzr' N./A
x64-based Cumulative '
Systems
Service
Pack 2
Internet
Explorer |, /g0g78
11 on Monthl
Windows Rollu y Remote Base: N/A
7 for 32- P Critical Code 4486474 Temporal: N/A Yes
. 4489873 IE .
bit . Execution Vector: N/A
Cumulative
Systems
Service
Pack 1
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873

CVE-2019-0667

Internet

Explorer | /80578

1lon Monthl

Windows Rollu y Remote Base: N/A

7 for x64- P Critical |Code 4486474 Temporal: N/A Yes
4489873 |IE .

based . Execution Vector: N/A
Cumulative

Systems

Service

Pack 1

Internet

Explorer

lon 1 180878

Windows Monthl

Server Rollu y Remote Base: N/A

2008 R2 P Moderate Code 4486474 Temporal: N/A Yes
4489873 IE .

for x64- . Execution Vector: N/A
Cumulative

based

Systems

Service

Pack 1

Internet 4489873 IE Remote Base: N/A

Explorer (Cumulative Critical Code 4487000 Temporal: N/A Yes

11 on 4489881 Execution Vector: N/A

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881

CVE-2019-0667

Windows Monthly
8.1 for 32- Rollup
bit
systems
Internet | 189873 IE
Explorer Cumulative
11 on 1489881 Remote Base: N/A
Windows Monthly Critical Code 4487000 Temporal: N/A Yes
8.1 for Rollup Execution Vector: N/A
x64-based
systems
Internet 4489873 IE
i(p::rer Z:ég:g've Remote Base: N/A

. Moderate Code 4487000 Temporal: N/A Yes
Windows Monthly .

Execution Vector: N/A

Server Rollup
2012 R2
Internet
Explorer ijfr?tisl)l/ Remote Base: N/A
11 on Rollup Critical Code 4487000 Temporal: N/A Yes
Windows Execution Vector: N/A
RT 8.1
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881

CVE-2019-0667

Internet

Explorer

11 on g:gjﬁ:; Remote Base: N/A

Windows Update Critical Code 4487018 Temporal: N/A Yes

10 for 32- Execution Vector: N/A

bit

Systems

Internet

Explorer

11 on ggfgﬁg Remote Base: N/A

Windows Update Critical Code 4487018 Temporal: N/A Yes

10 for Execution Vector: N/A

x64-based

Systems

Internet

i(;())lr(])rer gigjﬁf; Remote Base: N/A

Windows Update Moderate Code - 4487026 Temporal: N/A Yes
Execution Vector: N/A

Server

2016

Internet 1489882 N Remote Base: N/A

Explorer Security Critical Code 4487026 Temporal: N/A Yes

11 on Execution Vector: N/A

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0667

Windows
10 Version
1607 for
32-bit
Systems

Update

Internet
Explorer
11 on
Windows
10 Version
1607 for
x64-based
Systems

4489882
Security
Update

Critical

Remote
Code
Execution

4487026

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
10 Version
1703 for
32-bit
Systems

4489871
Security
Update

Critical

Remote
Code
Execution

4487020

Base: N/A
Temporal: N/A
Vector: N/A

Yes

@Z IR 2019

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0667

Internet
Explorer
11 on
Windows
10 Version
1703 for
x64-based
Systems

4489871
Security
Update

Critical

Remote
Code
Execution

4487020

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
10 Version
1709 for
32-bit
Systems

4489886
Security
Update

Critical

Remote
Code
Execution

4486996

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
10 Version
1709 for

4489886
Security
Update

Critical

Remote
Code
Execution

4486996

Base: N/A
Temporal: N/A
Vector: N/A

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0667

x64-based
Systems

Internet
Explorer
11 on
Windows
10 Version
1803 for
32-bit
Systems

4489868
Security
Update

Critical

Remote
Code
Execution

4487017

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 on
Windows
10 Version
1803 for
x64-based
Systems

4489868
Security
Update

Critical

Remote
Code
Execution

4487017

Base: N/A
Temporal: N/A
Vector: N/A

Yes

Internet
Explorer
11 o0n
Windows
10 Version

4489868
Security
Update

Critical

Remote
Code
Execution

4487017

Base: N/A
Temporal: N/A
Vector: N/A

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0667

1803 for
ARM64-
based

Systems

Internet
Explorer
11 on
Windows
10 Version
1809 for
32-bit
Systems

4489899
Security
Update

Critical

Remote
Code
Execution

4487044

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes

Internet
Explorer
11 on
Windows
10 Version
1809 for
x64-based
Systems

4489899
Security
Update

Critical

Remote
Code
Execution

4487044

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

Internet
Explorer
11 on

4489899
Security

Critical

Remote
Code

Execution

4487044

Base: 7.5
Temporal: 6.7

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0667

Windows
10 Version
1809 for
ARMG64-
based
Systems

Update

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Internet
Explorer
11 on
Windows
Server
2019

4489899
Security
Update

Moderate

Remote
Code
Execution

4487044

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes

Internet
Explorer
11 on
Windows
10 Version
1709 for
ARM64-
based
Systems

4489886
Security
Update

Critical

Remote
Code
Execution

4486996

Base: N/A
Temporal: N/A
Vector: N/A

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0667

Internet 4489873 IE
Explorer C lati
1())(F())n rer 4;;,;; gallve Remote Base: N/A
. Moderate Code 4487025 Temporal: N/A Yes
Windows Monthly _
Execution Vector: N/A
Server Rollup
2012
CVE-2019-0678 - Microsoft Edge Elevation of Privilege Vulnerability
Maximum -
CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
CVE Title: Microsoft Edge Elevation of Privilege Vulnerability
Description:
CVE- An elevation of privilege vulnerability exists when Microsoft Edge does not properly enforce
2019-  cross-domain policies, which could allow an attacker to access information from one domain and
0678 inject it into another domain. Important Remote Code
Execution
MITRE " In a web-based attack scenario, an attacker could host a website that is used to attempt to exploit
NVD " the vulnerability. In addition, compromised websites and websites that accept or host user-
provided content could contain specially crafted content that could exploit the vulnerability.
However, in all cases an attacker would have no way to force users to view the attacker-
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0678
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0678

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

controlled content. Instead, an attacker would have to convince users to take action. For example,
an attacker could trick users into clicking a link that takes them to the attacker's site. An attacker
who successfully exploited this vulnerability could elevate privileges in affected versions of
Microsoft Edge.

The security update addresses the vulnerability by helping to ensure that cross-domain policies
are properly enforced in Microsoft Edge.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0678

KB Restart
. i Set .

Product Article Severity Impact Supersedence CVSS Score Se Required
Microsoft 4489882 Base: 4.2
Edge on Security Remote Temporal: 3.8

9 Low  Code 4487026 o Yes
Windows  Update Execution Vector:
Server 2016 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edge on 4489882 Remote Base: 4.2
Wln(_iows 10 [Security Important Code 4487026 Temporal: 3.8 Ves
Version Update Execution Vector:
1607 for 32- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
bit Systems
Microsoft |, /59882 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows 10 Y Important Code 4487026 porat: <. Yes

. Update . Vector:

Version Execution
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0678

x64-based

Systems

Microsoft

Edge on 4489871 Remote Base: 4.2

Wlnc_iows 10 [Security Important Code 4487020 Temporal: 3.8 Ves

Version Update Execution Vector:

1703 for 32- CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

bit Systems

Microsoft

Ed_ge on 4489871 Base: 4.2

Windows 10 Security Remote Temporal: 3.8

Version Important Code 4487020 Yes

1703 for Update Execution vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edge on 4489886 Remote Base: 4.2

Wmt?ows 10 [Security Important Code 4486996 Temporal: 3.8 Ves

Version Update Execution Vector:

1709 for 32- CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/IA:N/E:P/RL:O/RC:C

bit Systems

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0678

Microsoft

Edgeon |, 150886 Base: 4.2

Windows 10 Securit Remote Temporal: 3.8

Version y Important Code 4486996 porat. <. Yes

1709 for Update Execution vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edge on 4489868 Remote Base: 4.2

Wln(?ows 10 [Security Important Code 4487017 Temporal: 3.8 Ves

Version Update Execution Vector:

1803 for 32- CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

bit Systems

Microsoft

Edge on _

winiows 10 o e

Version Y Important Code 4487017 porat: <. Yes

1803 for Update Execution vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft Remote

4489868 Base: 4.2

Edge on Securit Important Code 4487017 T:rS: oral- 3.8 Yes

Windows 10 Y Execution porat: <.

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0678

Version Update Vector:

1803 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C

ARM64-

based

Systems

Microsoft

Edge on 4489899 Remote Base: 4.2

Wlnc_iows 10 [Security Important Code 4487044 Temporal: 3.8 Ves

Version Update Execution Vector:

1809 for 32- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C

bit Systems

Microsoft

Edgeon | /8989 Base: 4.2

[Windows 10 Securit Remote Temporal: 3.8

Version y Important Code 4487044 porat: <. Yes

1809 for Update Execution vector:
CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft |,/ 5999 Base: 4.2

Edge on Securit Remote Temporal: 3.8

Windows 10 ’ Important Code 4487044 porat: 5. Yes

Version Update Execution Vector:

1809 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0678

ARM64-
based
Systems
Microsoft 4489899 Base: 4.2
Edge on Security Remote Temporal: 3.8
. Low Code 4487044 Yes
Windows  Update Execution Vector:
Server 2019 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edge on
Windows 10 4489886 Base: 4.2
Version Security Remote Temporal: 3.8
1709 for Update Important (E:ode . 4486996 Vector: Yes
ARM64- xecution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/IRL:O/RC:C
based
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

i

2SN

CVE-2019-0680 - Scripting Engine Memory Corruption Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2019-
0680
MITRE
NVD

CVE Title: Scripting Engine Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way that the scripting engine handles objects
in memory in Internet Explorer. The vulnerability could corrupt memory in such a way that an
attacker could execute arbitrary code in the context of the current user. An attacker who
successfully exploited the vulnerability could gain the same user rights as the current user. If the
current user is logged on with administrative user rights, an attacker who successfully exploited
the vulnerability could take control of an affected system. An attacker could then install
programs; view, change, or delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website that is designed
to exploit the vulnerability through Internet Explorer and then convince a user to view the
website. An attacker could also embed an ActiveX control marked "safe for initialization" in an
application or Microsoft Office document that hosts the IE rendering engine. The attacker could
also take advantage of compromised websites and websites that accept or host user-provided
content or advertisements. These websites could contain specially crafted content that could
exploit the vulnerability.

Critical

Remote Code
Execution

@%FHE 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0680
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0680

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

The security update addresses the vulnerability by modifying how the scripting engine handles

Affected Software

The following tables list the affected software details for the vulnerability.

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0680

. . R
Product KB Article Severity Impact Supersedence CVSS Score Set esta_rt
Required
Internet
i(z'r?rer 1489878
. Monthl 7.
Windows Rc?l?ttjp ’ Remote '?:rs:pc?r:r 6.7
gi1t‘or 32- 1489873 |E Critical (E:)cztejsuﬂon 4486474 Vector: Yes
Systems Cumulative CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service
Pack 1
Internet
fﬁ’)‘:rer 1489878
wigows [0 gaon .
Z af:erdx64- 1489873 |E Critical E)(:gfuﬂon 4486474 Vector: Yes
Systems Cumulative CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service
Pack 1
Internet 4489878 Remote
Base: 6.4
Explorer |Monthly  Moderate Code 4486474 Yes
. Temporal: 5.8
11 on Rollup Execution
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878

CVE-2019-0680

Windows 4489873 IE Vector:

Server Cumulative CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2008 R2

for x64-

based

Systems

Service

Pack 1

'En;e:gf;r 4489873 |E

1 F())n Cumulative Remote Base: 7.5

Windows 489881 Critical |Code 4487000 Temporal: 6.7 Yes
8.1 for 32 Monthly Execution vector:

bit Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
systems

'E':e';zf; 4489873 |E

1 F())n Cumulative Remote Base: 7.5

Windows |81 oritical Code  44s7opn | emPorali6.7 Yes
8.1 for Monthly Execution Vector:

' Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based

systems

@Z B FHY 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
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CVE-2019-0680

Internet 4489873 IE
Explorer (Cumulative Remote Base: 6.4
11.on 1489881 Moderate Code 4487000 Temporal: 5.8 Yes
Windows Monthly Execution Vector:
Server Rollup CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2012 R2
Internet

4489881 Base: 7.5
Explorer Monthl Remote Temporal: 6.7
11 0n Y lcritical Code 4487000 porat. . Yes
Windows Rollup Execution Vector:
RT 8.1 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Internet
Explorer | 159872 Base: 7.5
11 on Securit Remote Temporal: 6.7
Windows Y Critical Code 4487018 porat- © Yes
10 for 32 Update Execution vector:
bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Internet |, 10872 Base: 7.5
Explorer Securit Remote Temporal: 6.7
11 0n V" lcritical Code 4487018 poral: ©. Yes
Windows Update Execution Vector:
10 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
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CVE-2019-0680

x64-based
Systems
Internet
Explorer 4489882 Base: 6.4
11 on Security Remote Temporal: 5.8
. Moderate Code 4487026 Yes
Windows Update Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2016
Internet
Explorer
11_on 44898%82 Remote Base: 7.5
WlndOV\./S Security Critical Code 4487026 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
Internet
Explorer 4489882 Base: 7.5
11 on Security . Remote Temporal: 6.7
. Critical |Code 4487026 Yes
Windows Update Execution Vector:
10 Version CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1607 for
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0680

x64-based
Systems
Internet
Explorer
11_on 44898%71 Remote Base: 7.5
Wlndovx_/s Security Critical Code 4487020 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-hit
Systems
Internet
Explorer
11-on 44898_71 Remote Base: 7.5
WlndOVYS Security Critical Code 4487020 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internel | 180886 Base: 7.5
Explorer Security Remote Temporal: 6.7
11 on Critical |Code 4486996 T Yes
Windows Update Execution Vector:
i CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
10 Version
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
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CVE-2019-0680
1709 for
32-bit
Systems
Internet
Explorer
11_on 44898%86 Remote Base: 7.5
Wlndovx_/s Security Critical Code 4486996 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet
Explorer
11.on 44898_68 Remote Base: 7.5
WlndOVYS Security Critical Code 4487017 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1803 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
Internet 4489868 Base: 7.5
Explorer |Security . Remote Temporal: 6.7
Critical Code 4487017 Yes
11 on Update Execution Vector:
Windows CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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CVE-2019-0680

10 Version
1803 for
x64-based
Systems

Internet
Explorer
11 on
Windows
10 Version
1803 for
ARMG64-
based
Systems

4489868
Security
Update

Critical

Remote
Code
Execution

4487017

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

Internet
Explorer
11 on
Windows
10 Version
1809 for
32-bit
Systems

4489899
Security
Update

Critical

Remote
Code
Execution

4487044

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
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CVE-2019-0680
Internet
Explorer
11.on 44898_99 Remote Base: 7.5
WlndOVYS Security Critical Code 4487044 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1809 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet
Explorer
1Lon 80899 Base: 7.5
Windows Security Remote Temporal: 6.7
10 Version Critical |Code 4487044 Yes
1809 for Update Execution Vector:
ARMG4- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
based
Systems
Internet
Explorer 4489899 Base: 6.4
11 on Security Remote Temporal: 5.8
. Moderate Code 4487044 Yes
Windows Update Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2019
@%FHE 2019 http://www.nsfocus.com
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CVE-2019-0680

Internet

Explorer

11.0n 4489886 Base: 7.5

Windows Securit Remote Temporal: 6.7

10 Version Y Critical Code 4486996 porat- ©. Yes
1709 for Update Execution Vector:

ARM64- CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
based

Systems

CVE-2019-0682 - Windows Subsystem for Linux Elevation of Privilege
Vulnerability

CVE ID Vulnerability Description Maximum Vulnerability

Severity Rating Impact

CVE Title: Windows Subsystem for Linux Elevation of Privilege Vulnerability
CVE-

Description:
2019-0682 |an elevation of privilege vulnerability exists due to an integer overflow in Windows Important Elevation of
MITRE  'subsystem for Linux. An attacker who successfully exploited the vulnerability could execute Privilege
NVD

code with elevated permissions.

@& R 2019 http://www.nsfocus.com


https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
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CVE ID MNulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

application.

Linux handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted

The security update addresses the vulnerability by correcting how Windows Subsystem for

Affected Software

The following tables list the affected software details for the vulnerability.

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0682

KB . Restart

Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 4489871 Elevation Base: 7
Version 1703 Securit T l: 6.

er5|on_ 03 Security Important of 4487020 emporal: 6.3 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489871 Elevation Base: 7
Version 17 it T l: 6.

ersion 1703 |Security Importantof 4487020 emporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Elevation Base: 7
VerS|on_1709 Security Important of 4486996 Temporal: 6.3 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Elevation Base: 7
Version 1709 Security Important of 4486996 Temporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 1, 150886 . Base: 7
Server, Securit Elevation Temporal: 6.3
version 1709 y Important of 4486996 porat: . Yes
(Server Core Update Privilege Vector:

. g CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Installation)
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0682

Windows 10 4489868 Elevation Base: 7
VerS|on_1803 Security Important of 4487017 Temporal: 6.3 Ves
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489868 Elevation Base: 7
Version 1803 Security Importantof 4487017 Temporal: 6.3 Ves
for x64-based |Update Privileae Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 180868 _ Base: 7
Server, Securit Elevation Temporal: 6.3
version 1803 Y Important of 4487017 porat- o. Yes
(Server Core Update Privilege vector:
. g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Wi 1
indows 10 |, eqg68 _ Base: 7
Version 1803 Securit Elevation Temporal: 6.3
for ARM64- Y important of 4487017 porat- o. Yes
based Update Privilege vector:
g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Windows 10 4489899 Elevation Base: 7
VerS|on_1809 Security Important of 4487044 Temporal: 6.3 Ves
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0682

Windows 10 4489899 Elevation Base: 7
Version 1809 |Security Important of 4487044 Temporal: 6.3 Ves
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, a9 . Base: 7
Version 1809 Securit Elevation Temporal: 6.3
for ARM64- Y important of 4487044 porat- o. Yes
based Update Privilege Vector:

g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems

4489899 Elevation Base: 7
Windows Security Temporal: 6.3
| f 4487044 Y

Server 2019 |Update mportant grivile o 870 Vector: e

g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489899 Elevation Base: 7
Server 2019 Security Important of 4487044 Temporal: 6.3 Yes
(Server Core Update Privilege Vector:
installation) g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, /60886 . Base: 7
Version 1709 Securit Elevation Temporal- 6.3
for ARM64- y Important of 4486996 porat: . Yes
based Update Privilege Vector:

g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
@%FHE 2019 http://www.nsfocus.com
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CVE-2019-0683 - Active Directory Elevation of Privilege Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2019-
0683
MITRE
NVD

CVE Title: Active Directory Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in Active Directory Forest trusts due to a default
setting that lets an attacker in the trusting forest request delegation of a TGT for an identity from
the trusted forest. To exploit this vulnerability, an attacker would first need to compromise an
Active Directory forest.

An attacker who successfully exploited this vulnerability could request delegation of a TGT for
an identity from the trusted forest.

This update addresses the vulnerability by ensuring Active Directory Forest trusts disable TGT
delegation by default.

FAQ:

None
Mitigations:
None
Workarounds:

None

Important

Elevation of
Privilege
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0683
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Maximum

CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
Revision:
1.0 03/12/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0683
KB . Restart
Product Article Severity [Impact Supersedence CVSS Score Set Required
4489878
Wmdow_s? Monthly _ Base: 4.9
for 32-bit Rollup Elevation Temporal: 4.4
Systems 4489885 Important of 4486563 Vethr' S Yes
ierv'ce Pack (S;Cll;”ty Privilege CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
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CVE-2019-0683

4489878

Windows 7 Monthly _ Base: 4.9
for x64-based Rollup Elevation Temporal: 4.4
Systems 4489885 Important of 4486563 Vectzr' Y Yes
ferv'ce Pack g‘:fl;‘/”ty Privilege CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
Windows
Server 2008 4489878
R2 for x64- | Monthly _ Base: 4.9
based Rollup Elevation Temporal: 4.4
Systems 4489885 Important of 4486563 Vectzr' C Yes
Service Pack Security Privilege CV/SS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:N/E:P/IRL:O/RC:C
1 (Server Only
Core
installation)

. 4489878
Windows Monthl
Server 2008 y . Base: 4.9
R2 for Rollup Elevation Temporal- 4.4

. 4489885 Important of 4486563 porat: . Yes
Itanium- . . Vector:

Security Privilege

Based onl CVSS:3.0/AV:N/AC:L/PR:H/UIL:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
Systems y
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0683

Service Pack
1

Windows 4489878

Server 2008 |[Monthly _ Base: 4.9

R2 for x64- |Rollup Elevation Temporal: 4.4

based 4489885 Important of 4486563 Vectgr' o Yes
Systems - Security Privilege CV/SS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
Service Pack (Only

1

Windows |, /69880

Server 2008 Monthl

for 32-bit y . Base: 4.9

Systems Rollup Elevation Temporal: 4.4

y i 4489876 Important of 4487019 porat: . Yes
Service Pack Securit Privilege Vector:

2 (Server onl y g CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
Core y

installation)

Windows 4489880 Base: 4.9

Server 2008 Monthly Elevation Tem'or.al' 44

for Itanium- |Rollup  Important of 4487019 P o Yes
Based 4489876 Privilege Vector:

: CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C

Systems Security
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0683

Service Pack (Only
2
Windows :':fji?o
Server 2008 y . Base: 4.9
for 32-bit Rollup Elevation Temporal: 4.4
4489876 Important of 4487019 porat: . Yes
Systems Securit Privilege Vector:
Service Pack onl y g CVSS:3.0/AV:N/AC:L/PR:H/UL:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
5 y
. 44
Windows M:si?()
Server 2008 y . Base: 4.9
for x64-based Rollup Elevation Temporal: 4.4
4489876 Important of 4487019 porat: . Yes
Systems Securit Privilege vector:
Service Pack Only y g CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
2
44
Windows M;?i?()
Server 2008 y . Base: 4.9
for x64-based Rollup Elevation Temporal: 4.4
4489876 Important of 4487019 porat: . Yes
Systems Securit Privilege vector:
Service Pack onl Y g CVSS:3.0/AV:N/AC:L/PR:H/UIL:N/S:U/C:N/I:H/A:N/E:P/RL:O/RC:C
2 (Server 4
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0683

Core

installation) ‘ ‘ ‘ ‘ ‘

CVE-2019-0689 - Windows Subsystem for Linux Elevation of Privilege

Vulnerability

- " Maximum Vulnerabilit
CVE ID Nulnerability Description . . .
Severity Rating Impact

CVE Title: Windows Subsystem for Linux Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists due to an integer overflow in Windows

Subsystem for Linux. An attacker who successfully exploited the vulnerability could execute
CVE- code with elevated permissions.
2019-0689 ¢ exploit the vulnerability, a locally authenticated attacker could run a specially crafted Important Elgv_ation of
MITRE application. Privilege
NVD

The security update addresses the vulnerability by correcting how Windows Subsystem for

Linux handles objects in memory.

FAQ:

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0689
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0689

CVE ID MNulnerability Description Maxn_num . Vulnerability
Severity Rating Impact
None
Mitigations:
None
Workarounds:
None
Revision:
1.0 03/12/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0689
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Elevation
Windows 10 4489886 Base: 7
. o f 44 v
Version 1709 Security mportant o - 86996 Temporal: 6.3 e
Privilege

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0689

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

for 32-bit Update Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Elevation Base: 7
Version 1709 Securit T l: 6.

ersion 1709 Security Important of 4486996 emporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows /9886 . Base: 7
Server, Securit Elevation Temporal: 6.3
version 1709 Y Important of 4486996 porat: ©. Yes
(Server Core Update Privilege vector:

. g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Elevation Base: 7
VerS|on_1803 Security Important of 4487017 Temporal: 6.3 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489868 Elevation Base: 7
Version 1803 Security Important of 4487017 Temporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
44 :

Windows SefjfifB Elevation _?:f: Zral' 6.3
Server, U datey Important of 4487017 Vectzr' o Yes
version 1803 P Privilege '

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0689

(Server Core
Installation)
Windows 10 ) og6s _ Base: 7
Version 1803 Securit Elevation Temporal: 6.3
for ARM64- Y important of 4487017 porat- o. Yes
based Update Privilege vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Elevation Base: 7
Version 1 i T I: 6.

erS|on_ 809 Security Importantof 4487044 emporal: 6.3 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Elevation Base: 7
Version 1809 Security Important of 4487044 Temporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, /60809 . Base: 7
Version 1809 Securit Elevation Temporal- 6.3
for ARM64- Y important of 4487044 poral. ©. Yes
based Update Privilege vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489899 Elevation Base: 7

o tant of 4487044 ' Y
Server 2019 Security mportant 0 . 810 Temporal: 6.3 e
Privilege

@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0689

Update Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 4489899 Elevation Base: 7
Server 2019  Security Important of 4487044 Temporal: 6.3 Yes
(Server Core Update Privilege Vector:
installation) g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, cogg6 . Base: 7
Version 1709 Securit Elevation Temporal: 6.3
for ARM64- Y Important of 4486996 porat: ©. Yes
based Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

CVE-2019-0690 - Windows Hyper-V Denial of Service Vulnerability

Maximum

- " . Vulnerabilit

CVE ID Vulnerability Description Severity n ey

. Impact
Rating
CVE- . . . . - .
CVE Title: Windows Hyper-V Denial of Service Vulnerability Denial of

2019- Description: Important Service

0690 pHon:

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

Maximum

attacker who successfully exploited the vulnerability could cause the host server to crash.

To exploit the vulnerability, an attacker who already has a privileged account on a guest
operating system, running as a virtual machine, could run a specially crafted application that
causes a host machine to crash.

The update addresses the vulnerability by modifying how virtual machines access the Hyper-V
Network Switch.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

- L . Vulnerabilit
CVE ID Vulnerability Description Severity n iy
. Impact
Rating
MITRE A denial of service vulnerability exists when Microsoft Hyper-V Network Switch on a host
NVD server fails to properly validate input from a privileged user on a guest operating system. An

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0690
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0690

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0690

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4489878
Windows 7 for Monthly i Base: 6.8
x64-based Rollup Denial Temporal: 6.1
4489885 |Important of 4486563 poral: ©. Yes
Systems Securit Service Vector:
Service Pack 1 only y CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4489878
Server 2008 R2 Monthly _ Base: 6.8
for x64-based |Rollup Denial Temporal: 6.1
Systems 4489885 Important of 4486563 Vectf)r' o Yes
Service Pack 1 Security Service CV/SS:3.0/AV:AJAC:L/PR:L/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
(Server Core  Only
installation)
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0690

4489878
Windows Monthly . Base: 6.8
Server 2008 R2 Rollup Denial Temporal: 6.1
for x64-based 4489885 Important of 4486563 Vectzr' T Yes
Systems Security Service CVSS:3.0/AV:AJAC:LIPR:L/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Service Pack 1 |Only
4489884
Security . Base: 6.8
Windows Only Denial Temporal: 6.1
4489891 |Important of 4487025 poral: ©. Yes
Server 2012 Monthl Service Vector:
Rollup y CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
4489884
. S it
Windows ecunty . Base: 6.8
Server 2012 Only Denial Temporal: 6.1
4489891 |Important of 4487025 porat. ©. Yes
(Server Core Month Service Vector:
installation) Rollup y CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891

CVE-2019-0690

4489881
Monthly _
Windows 8.1  |Rollup Denial $:§$'§}:|- 6.1
for x64-based 4489883 Important of 4487000 Vectzr' o Unknown
systems ?nCI‘;”ty Service CV/SS:3.0/AV:AJAC:L/PR:L/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
4489881
Monthly . Base: 6.8
Windows Rollup Denial Temporal: 6.1
Server 2012 R2 gg§3ﬁ§3 Important (;1; e 4487000 Vector: Unknown
Only Y CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
4489881
. Monthl
Windows R(;)ITup y Denial Base: 6.8
Sever2012R2| coces Importantiof  4a7opo | omPorali6.l Unknown
(Server Core Securit Service Vector:
installation) only Y CVSS:3.0/AV:A/AC:L/PR:L/UIL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0690

wodwsio 0 o e
for x64-based y Important of 4487018 poral: ©. Yes
Systems Update Service Vector:
y CVSS:3.0/AV:A/AC:L/PR:L/UIL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
4489882 i Base: 6.8
Windows Security Denial Temporal: 6.1
| f 448702 T Y
Server 2016  Update mportant gervice 87026 Vector: e
CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4489882 Denial Base: 6.8
Version 1607  [Security Temporal: 6.1
| f 448702 Y
for x64-based |Update mportant gervice 87026 Vector: e
Systems CVSS:3.0/AV:A/AC:L/PR:L/ULN/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4489882 Denial Base: 6.8
201 i T I:6.1
Server 2016  |Security Important of 4487026 emporal: 6 Yes
(Server Core  |Update Service Vector:
installation) CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4489871 Denial Base: 6.8
Version 1703  Security Temporal: 6.1
for x64-based |Update Important g];rvice 4487020 Vector: ves
Systems CVSS:3.0/AV:A/AC:L/PR:L/ULN/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Denial
Windows 10 4489886 Base: 6.8
Version 1709  [Security Important (Sn;rvice 4486996 Temporal: 6.1 ves

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0690

for x64-based Update Vector:
Systems CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 1, 150886 _ Base: 6.8
Server, version Securit Denial Temporal: 6.1
1709 (Server y Important of 4486996 porat: ©. Yes
Core Update Service Vector:

. CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Denial Base: 6.8
Version 1803  [Security Temporal: 6.1

| f 4487017 Y

for x64-based |Update mportant gervice 870 Vector: e
Systems CVSS:3.0/AV:A/AC:L/PR:L/ULN/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows ) eog68 _ Base: 6.8
Server, version Securit Denial Temporal- 6.1
1803 (Server y Important of 4487017 poral: ©. Yes
Core Update Service Vector:

. CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4489899 Denial Base: 6.8
Version 1809  Security Temporal: 6.1
for x64-based |Update Important (S)I];rvice 4487044 Vector: ves
Systems CVSS:3.0/AV:A/AC:L/PR:L/UIL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C

Denial
Windows 4489899 Base: 6.8
Server 2019  Security Important of . 4487044 Temporal: 6.1 ves
Service
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0690

Update Vector:

CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 4489899 Denial Base: 6.8

Server 2019  [Security Important fof 4487044 Temporal: 6.1 Yes

(Server Core  |Update Service Vector:

installation) CVSS:3.0/AV:A/AC:L/PR:L/ULN/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C

4489880

Windows Monthly .

Server 2008 for Rollup Denial _?erne'fr':r 6.1

x64-based 4489876 |Important of 4487019 Vectgr' o Yes

Systems Security Service CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C

Service Pack 2 (Only

Windows 4489880

Server 2008 for Monthly . Base: 6.8

X64-based Rollup Denial Temporal- 6.1

Systems 4489876 |Important of 4487019 Vectgr' T Yes

Service Pack 2. Security Service CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C

(Server Core  Only

installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0692 - Windows Subsystem for Linux Elevation of Privilege

Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

CVE-
2019-0692
MITRE
NVD

CVE Title: Windows Subsystem for Linux Elevation of Privilege Vulnerability
Description:

An elevation of privilege vulnerability exists due to an integer overflow in Windows
Subsystem for Linux. An attacker who successfully exploited the vulnerability could execute
code with elevated permissions.

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted
application.

The security update addresses the vulnerability by correcting how Windows Subsystem for
Linux handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:

Important

Elevation of
Privilege
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0692
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0692

CVE ID MNulnerability Description Maxn_num . Vulnerability
Severity Rating Impact
None
Revision:
1.0 03/12/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0692
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 4489886 Elevation Base: 7
Version 1709 Security Temporal: 6.3
for 32-bit Update Important (I;I;ivile o 4486996 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Elevation
Windows 10 4489886 Base: 7
Version 1709 |Security Important Of. i 4486996 Temporal: 6.3 ves
Privilege
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0692

for x64-based

Update

Vector:

Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 1, 150886 _ Base: 7
Server, Securit Elevation Temporal: 6.3
version 1709 Y Important of 4486996 porat- o. Yes
(Server Core Update Privilege vector:

. g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Elevation Base: 7
Version 1 it T I: 6.

erS|on_ 803 Security Importantof 4487017 emporal: 6.3 Yes

for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489868 Elevation Base: 7
Version 1803 Security Important of 4487017 Temporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 150868 . Base: 7
Server, Securit Elevation Temporal: 6.3
version 1803 y Important of 4487017 poral. ©. Yes
(Server Core Update Privilege vector:

. g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 Elevation
Version 1803 gﬁjﬁfS Important of 4487017 '?:rsr?.gral' s Yes
for ARM64- y Privilege porat: .
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0692

based Update Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Elevation Base: 7
Version 1 Securit T l: 6.
er5|on_ 809 Security Importantof 4487044 emporal: 6.3 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Elevation Base: 7
Version 1809 Security Important of 4487044 Temporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, /60809 . Base: 7
Version 1809 Securit Elevation Temporal- 6.3
for ARM64- Y important of 4487044 poral. ©. Yes
based Update Privilege vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489899 Elevation Base: 7
Windows Security Temporal: 6.3
Server 2019 |Update Important Ic;];ivile o 4487044 Vector: ves
g CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489899 Elevation Base: 7
Server 2019 |Security Important of 4487044 Temporal: 6.3 Yes
(Server Core Update Privileae Vector:
installation) g CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0692

Windows 10 i

Version 1709 ;1223?,?6 Elevation 'Ila'.:rsr?.gral' 6.3

for ARM64- Y Important of 4486996 P T Yes

based Update Privilege Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Systems

CVE-2019-0693 - Windows Subsystem for Linux Elevation of Privilege

Vulnerability

CVE ID MNulnerability Description Maximum Vulnerability

Severity Rating Impact

CVE Title: Windows Subsystem for Linux Elevation of Privilege Vulnerability

Description:
CVE- An elevation of privilege vulnerability exists due to an integer overflow in Windows
2019-0693 Subsystem for Linux. An attacker who successfully exploited the vulnerability could execute Important Elevation of
MITRE  code with elevated permissions. Privilege

NVD . - . .
To exploit the vulnerability, a locally authenticated attacker could run a specially crafted

application.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0693
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0693

CVE ID MNulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

Linux handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

The security update addresses the vulnerability by correcting how Windows Subsystem for

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-0693

KB . Restart

Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 4489886 Elevation Base: 7
Version 1709 Securit T l: 6.

er5|on_ 09 Security Important of 4486996 emporal: 6.3 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Elevation Base: 7
Version 17 it T I: 6.

ersion 1709 |Security Importantof 4486996 emporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows /9886 . Base: 7
SeIVer, Securit Elevation Temporal: 6.3
version 1709 y Important of 4486996 poral. ©. Yes
(Server Core Update Privilege vector:

. g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Installation)
Windows 10 4489868 Elevation Base: 7
VerS|on_1803 Security Important of 4487017 Temporal: 6.3 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489868 Elevation Base: 7
Version 1803 Security Temporal: 6.3
for x64-based Update Important I?;ivile o 4487017 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0693

Windows 1, 150868 . Base: 7
Server, Securit Elevation Temporal: 6.3
version 1803 y Important of 4487017 poral. ©. Yes
(Server Core Update Privilege Vector:
. g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Installation)
Windows 10 1, /0868 _ Base: 7
Version 1803 Securit Elevation Temporal: 6.3
for ARM64- Y important of 4487017 poral. ©. Yes
based Update Privilege Vector:

g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Windows 10 4489899 Elevation Base: 7
VerS|on_1809 Security Important of 4487044 Temporal: 6.3 Ves
for 32-bit Update Privileae Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Elevation Base: 7
Version 1809 Security Important of 4487044 Temporal: 6.3 Ves
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, ) 000 . Base: 7
Version 1809 Securit Elevation Temporal- 6.3
for ARM64- y Important of 4487044 porat- . Yes
based Update Privilege Vector:

g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0693

4489899 Elevation Base: 7
Windows Security Temporal: 6.3
Server 2019 |Update Important I?:ivile o 4487044 Vector: ves

g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 4489899 Elevation Base: 7
Server 2019 |Security Importantof 4487044 Temporal: 6.3 Ves
(Server Core Update Privileae Vector:
installation) g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, eogg6 _ Base: 7
Version 1709 Securit Elevation Temporal- 6.3
for ARM64- y Important of 4486996 porat: . Yes
based Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0694 - Windows Subsystem for Linux Elevation of Privilege

Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

CVE-
2019-0694
MITRE
NVD

CVE Title: Windows Subsystem for Linux Elevation of Privilege Vulnerability
Description:

An elevation of privilege vulnerability exists due to an integer overflow in Windows
Subsystem for Linux. An attacker who successfully exploited the vulnerability could execute
code with elevated permissions.

To exploit the vulnerability, a locally authenticated attacker could run a specially crafted
application.

The security update addresses the vulnerability by correcting how Windows Subsystem for
Linux handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:

Important

Elevation of
Privilege

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0694
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0694

CVE ID MNulnerability Description Maxn_num . Vulnerability
Severity Rating Impact
None
Revision:
1.0 03/12/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0694
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 4489886 Elevation Base: 7
Version 1709 Security Temporal: 6.3
for 32-bit Update Important (I;I;ivile o 4486996 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Elevation
Windows 10 4489886 Base: 7
Version 1709 |Security Important Of. i 4486996 Temporal: 6.3 ves
Privilege

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0694

for x64-based

Update

Vector:

Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 1, 150886 _ Base: 7
Server, Securit Elevation Temporal: 6.3
version 1709 Y Important of 4486996 porat- o. Yes
(Server Core Update Privilege vector:

. g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Elevation Base: 7
Version 1 it T I: 6.

erS|on_ 803 Security Importantof 4487017 emporal: 6.3 Yes

for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489868 Elevation Base: 7
Version 1803 Security Important of 4487017 Temporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 150868 . Base: 7
Server, Securit Elevation Temporal: 6.3
version 1803 y Important of 4487017 poral. ©. Yes
(Server Core Update Privilege vector:

. g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 Elevation
Version 1803 gﬁjﬁfS Important of 4487017 '?:rsr?.gral' s Yes
for ARM64- y Privilege porat: .
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0694

based Update Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Elevation Base: 7
Version 1 Securit T l: 6.
er5|on_ 809 Security Importantof 4487044 emporal: 6.3 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Elevation Base: 7
Version 1809 Security Important of 4487044 Temporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, /60809 . Base: 7
Version 1809 Securit Elevation Temporal- 6.3
for ARM64- Y important of 4487044 poral. ©. Yes
based Update Privilege vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489899 Elevation Base: 7
Windows Security Temporal: 6.3
Server 2019 |Update Important Ic;];ivile o 4487044 Vector: ves
g CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489899 Elevation Base: 7
Server 2019 |Security Important of 4487044 Temporal: 6.3 Yes
(Server Core Update Privileae Vector:
installation) g CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0694

Windows 10
Version 1709
for ARM64-
based
Systems

4489886
Security
Update

Important

Elevation
of
Privilege

4486996

Base: 7
Temporal: 6.3
Vector:

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

CVE-2019-0695 - Windows Hyper-V Denial of Service Vulnerability

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

NVD

CVE Title: Windows Hyper-V Denial of Service Vulnerability
Description:

CVE- A denial of service vulnerability exists when Microsoft Hyper-V on a host server fails to properly
2019- validate input from a privileged user on a guest operating system. To exploit the vulnerability, an
0695 attacker who already has a privileged account on a guest operating system, running as a virtual
MITRE  machine, could run a specially crafted application that causes a host machine to crash.

To exploit the vulnerability, an attacker who already has a privileged account on a guest operating
system, running as a virtual machine, could run a specially crafted application.

Important

Denial of
Service

@Z B FHY 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0695
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0695

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The security update addresses the vulnerability by resolving a number of conditions where Hyper-
V would fail to prevent a guest operating system from sending malicious requests.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-0695

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
oo o e
for x64-based Y Important of 4487018 porat- ©. Yes
Systems Update Service Vector:
y CVSS:3.0/AV:A/AC:L/PR:L/ULN/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
4489882 . Base: 6.8
Windows Security Denial Temporal: 6.1
| f 448702 T Y
Server 2016  Update mportant gervice 87026 Vector: e
CVSS:3.0/AV:A/AC:L/PR:L/ULN/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 14489882 Denial Base: 6.8
Version 1607 Security Temporal: 6.1
for x64-based |Update Important g];rvice 4487026 Vector: ves
Systems CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4489882 Denial Base: 6.8
Server 2016  |Security Important of 4487026 Temporal: 6.1 Yes
(Server Core |Update Service Vector:
installation) CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4489871 Denial Base: 6.8
Version 1703 |Security Temporal: 6.1
for x64-based Update Important (Sn;rvice 4487020 Vector: ves
Systems CVSS:3.0/AV:A/AC:L/PR:L/UIL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0695

Windows 10 4489886 Denial Base: 6.8
Version 1709 |Security Temporal: 6.1
for x64-based |Update Important (Sn;rvice 4486996 Vector: ves
Systems CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 1180886 _ Base: 6.8
Server, Securit Denial Temporal: 6.1
version 1709 y Important of 4486996 porat: ©. Yes
(Server Core Update Service Vector:

. CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Denial Base: 6.8
Version 1803 |Security Temporal: 6.1

| f 4487017 Y
for x64-based |Update mportant gervice 870 Vector: e
Systems CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Wi
indows 1, 10868 _ Base: 6.8

Server, Securit Denial Temporal: 6.1
version 1803 y Important of 4487017 porat- o. Yes
(Server Core Update Service Vector:

. CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4489899 Denial Base: 6.8
Version 1809 |Security Important of 4487044 Temporal: 6.1 Yes
for x64-based |Update Service Vector:
Systems CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0695

4489899 Denial Base: 6.8
Windows Security Temporal: 6.1
Server 2019  |Update Important (Sn;rvice 4487044 Vector: ves

CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 4489899 Denial Base: 6.8
Server 2019  Security Important of 4487044 Temporal: 6.1 Yes
(Server Core |Update Service Vector:
installation) CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C

CVE-2019-0696 - Windows Kernel Elevation of Privilege Vulnerability

Maximum

- . . Vulnerabili

CVE ID Vulnerability Description Severity v
. Impact
Rating
CVE Title: Windows Kernel Elevation of Privilege Vulnerability

CVE- Description:
2019- An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle Elevation of
0696 objects in memory. An attacker who successfully exploited this vulnerability could run arbitrary ~ |Important Privilege
MITRE " code in kernel mode. An attacker could then install programs; view, change, or delete data; or
NVD create new accounts with full user rights.
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0696
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0696

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker
could then run a specially crafted application to take control of an affected system.

The update addresses the vulnerability by correcting how the Windows kernel handles objects in
memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0696

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4489882 Elevation Base: 7
Windows Security Temporal: 6.3
I f 448702 Y
Server 2016 |Update mportant Igrivile o 87026 Vector: e
g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489882 Elevation Base: 7
Version 1607 it T l: 6.
erS|on_ 607 Security Importantof 4487026 emporal: 6.3 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489882 Elevation Base: 7
Version 1607 Security Important of 4487026 Temporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489882 Elevation Base: 7
Server 2016 |Security Important of 4487026 Temporal: 6.3 Yes
(Server Core Update Privilege Vector:
installation) g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489871 Elevation Base: 7
Version 1703 Security Temporal: 6.3
for 32-bit Update Important I?;ivile o 4487020 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0696

Windows 10 4489871 Elevation Base: 7
Version 1703 |Security Important of 4487020 Temporal: 6.3 Ves
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Elevation Base: 7
VerS|on_1709 Security Important of 4486996 Temporal: 6.3 Yes
for 32-bit Update Privileae Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Elevation Base: 7
Version 1709 [Security Important of 4486996 Temporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 160886 _ Base: 7
Server, Securit Elevation Temporal: 6.3
version 1709 Y Important of 4486996 porat- o. Yes
(Server Core Update Privilege vector:

. g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Elevation Base: 7
VerS|on_1803 Security Important of 4487017 Temporal: 6.3 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
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CVE-2019-0696

Windows 10 4489868 Elevation Base: 7
Version 1803 |Security Important of 4487017 Temporal: 6.3 Ves
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 180868 _ Base: 7
Server, Securit Elevation Temporal: 6.3
version 1803 Y Important of 4487017 porat- o. Yes
(Server Core Update Privilege Vector:

. g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 1, /0868 _ Base: 7
Version 1803 Securit Elevation Temporal: 6.3
for ARM64- Y important of 4487017 porat- o. Yes
based Update Privilege vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Elevation Base: 7
VerS|on_1809 Security Important of 4487044 Temporal: 6.3 Ves
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Elevation Base: 7
Version 1809 |Security Important of 4487044 Temporal: 6.3 Ves
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com
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CVE-2019-0696

Windows 10 |, eqg099 . Base: 7
Version 1809 Securit Elevation Temporal- 6.3
for ARM64- y Important of 4487044 porat- . Yes
based Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489899 Elevation Base: 7
Windows Security Temporal: 6.3
Server 2019 |Update Important (I;];ivile o 4487044 Vector: ves
g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489899 Elevation Base: 7
Server 2019 |Security Importantof 4487044 Temporal: 6.3 Ves
(Server Core Update Privilege Vector:
installation) g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, ogg6 . Base: 7
Version 1709 Securit Elevation Temporal- 6.3
for ARM64- y Important of 4486996 porat: . Yes
based Update Privilege vector:
g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
@%FHE 2019 http://www.nsfocus.com
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CVE-2019-0697 - Windows DHCP Client Remote Code Execution

Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

CVE-
2019-
0697
MITRE
NVD

CVE Title: Windows DHCP Client Remote Code Execution Vulnerability

Description:

A memory corruption vulnerability exists in the Windows DHCP client when an attacker sends
specially crafted DHCP responses to a client. An attacker who successfully exploited the
vulnerability could run arbitrary code on the client machine.

To exploit the vulnerability, an attacker could send a specially crafted DHCP responses to a
client.

The security update addresses the vulnerability by correcting how Windows DHCP clients
handle certain DHCP responses.

FAQ:
None
Mitigations:
None

Workarounds:

Critical

Remote Code
Execution

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0697
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0697

CVE ID Vulnerability Description Maxn_num . Vulnerability
Severity Rating Impact

None

Revision:

1.0 03/12/2019 07:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0697

KB . Restart
Product Article Severity Impact  Supersedence CVSS Score Set Required
Windows 10 4489868 Base: 9.8
Version 1803 Security Remote Temporal: 8.8
. Critical Code 4487017 o Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
. Remote _
WlanWS 10 44898.68 Critical |Code 4487017 Base: 9.8 Yes
Version 1803 |Security . Temporal: 8.8
Execution

@Z IR 2019
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CVE-2019-0697

for x64-based

Update

Vector:

Systems CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |,/ eog68 Base: 9.8
Server, Securit Remote Temporal: 8.8
version 1803 Y Critical |Code 4487017 poral. ©. Yes
(Server Core Update Execution vector:
. CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 |, \o506g Base: 9.8
Version 1803 Securit Remote Temporal: 8.8
for ARM64- Y Critical Code 4487017 pora: . Yes
based Update Execution vector:
CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Windows 10 4489899 Base: 9.8
Version 1809 Security Remote Temporal: 8.8
. Critical Code 4487044 T Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Base: 9.8
Version 1809 Security Remote Temporal: 8.8
Critical |Code 4487044 T Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 Remote
. 4489899 | _ .. Base: 9.
Version1809 _ ~ ~ (Critical Code 4487044 T:: gr:r 05 Yes
for ARM64- y Execution poral. €.
@%FHE 2019 http://www.nsfocus.com
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CVE-2019-0697

based Update Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489899 Remote Base: 9.8
Windows Security Critical (Code 4487044 Temporal: 8.8 Yes
Server 2019 |Update Execution Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489899 Base: 9.8
Server 2019 Security Remote Temporal: 8.8
Critical Code 4487044 o Yes
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

CVE-2019-0698 - Windows DHCP Client Remote Code Execution
Vulnerability

CVE ID Vulnerability Description Maxw_num . Vulnerability
Severity Rating Impact

CVE- . . . . -

9019- CVE Title: Windows DHCP Client Remote Code Execution Vulnerability Critical Remote Code

0698 Description: Execution

@%FHE 2019 http://www.nsfocus.com
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vulnerability could run arbitrary code on the client machine.

To exploit the vulnerability, an attacker could send a specially crafted DHCP responses to a
client.

The security update addresses the vulnerability by correcting how Windows DHCP clients
handle certain DHCP responses.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

- — Maximum Vulnerabilit
CVE ID Vulnerability Description . . .
Severity Rating Impact
MITRE /A memory corruption vulnerability exists in the Windows DHCP client when an attacker sends
NVD specially crafted DHCP responses to a client. An attacker who successfully exploited the

@%FHE 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0698
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0698

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0698

KB . Restart
P . | V .
roduct Article Severity Impact  Supersedence CVSS Score Set Required
Windows 10 4489868 Base: 9.8
Version 1803 Security Remote Temporal: 8.8
. Critical |Code 4487017 T Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 14489868 Base: 9.8
Version 1803 Security Remote Temporal: 8.8
Critical |Code 4487017 T Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Wi
indows |, /80868 Base: 9.8
Server, Securit Remote Temporal: 8.8
version 1803 Y critical Code 4487017 porat: €. Yes
(Server Core Update Execution vector:
. CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/IRL:O/RC:C
Installation)
Windows 10 Remote
44 9.
Version 1803 Se§3§?8 Critical Code 4487017 _?Z: :r:I' 8.8 Yes
for ARM64- y Execution porat- €.
@& R 2019 http://www.nsfocus.com
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CVE-2019-0698

based Update Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 14489899 Base: 9.8
Version 1809 Security Remote Temporal: 8.8
. Critical |Code 4487044 T Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Base: 9.8
Version 1809 Security Remote Temporal: 8.8
Critical |Code 4487044 T Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, /69809 Base: 9.8
Version 1809 Securit Remote Temporal- 8.8
for ARM64- Y lcritical Code 4487044 poral. ©. Yes
based Update Execution vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489899 Remote Base: 9.8
Windows Security Critical Code 4487044 Temporal: 8.8 Ves
Server 2019 Update Execution Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
. Remote _
Windows ~— #489899 (o iical Code  adgroas D98 Yes
Server 2019 [Security . Temporal: 8.8
Execution
@% R 2019 http://www.nsfocus.com
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CVE-2019-0698

(Server Core
installation)

Vector:

Update ‘ ‘ ‘

CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C ‘

CVE-2019-0701 - Windows Hyper-V Denial of Service Vulnerability

The security update addresses the vulnerability by resolving a number of conditions where Hyper-
V would fail to prevent a guest operating system from sending malicious requests.

FAQ:

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Windows Hyper-V Denial of Service Vulnerability
Description:
A denial of service vulnerability exists when Microsoft Hyper-V on a host server fails to properly
validate input from a privileged user on a guest operating system. To exploit the vulnerability, an
CVE- attacker who already has a privileged account on a guest operating system, running as a virtual
2019- machine, could run a specially crafted application that causes a host machine to crash. Denial of
0701 To exploit the vulnerability, an attacker who already has a privileged account on a guest operating 'Mportant S:rr\l,lieo
II:I/I\I/TDRE system, running as a virtual machine, could run a specially crafted application.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0701
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0701

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0701

Supersedence CVSS Score Set

Severity ‘Impact

Product KB.
rticle

Restart
Required

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0701

Windows 10 4489868 Denial Base: 6.8
Version 1803 |Security Important of 4487017 Temporal: 6.1 Yes
for x64-based |Update Service Vector:
Systems CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows |, 180868 _ Base: 6.8
Server, Securit Denial Temporal: 6.1
version 1803 y Important of 4487017 porat- o. Yes
(Server Core Update Service Vector:
. CVSS:3.0/AV:A/AC:L/PR:L/UIL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4489899 Denial Base: 6.8
Version 1809 |Security Important of 4487044 Temporal: 6.1 Ves
for x64-based |Update Service Vector:
Systems CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
4489899 . Base: 6.8
Windows Security Denial Temporal: 6.1
| f 4487044 T Y
Server 2019  Update mportant ;ervice 870 Vector: e
CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4489899 Denial Base: 6.8
Server 2019  Security Importantjof 4487044 Temporal: 6.1 Yes
(Server Core |Update Service Vector:
installation) CVSS:3.0/AV:A/AC:L/PR:L/UL:N/S:C/C:N/I:N/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com
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i

N

CVE-2019-0702 - Windows Kernel Information Disclosure Vulnerability

Maximum

The update addresses the vulnerability by correcting how the Windows kernel handles objects in
memory.

FAQ:
What type of information could be disclosed by this vulnerability?

- L . Vulnerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating

CVE Title: Windows Kernel Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when the Windows kernel improperly handles

objects in memory. An attacker who successfully exploited this vulnerability could obtain

information to further compromise the usera€™s system.
CVE- To exploit this vulnerability, an attacker would have to log on to an affected system and run a
2019- specially crafted application. The vulnerability would not allow an attacker to execute code or to Information
0702 elevate user rights directly, but it could be used to obtain information that could be used to try to  Important .

_ Disclosure

MITRE  further compromise the affected system.
NVD

@& R 2019 http://www.nsfocus.com
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CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is Kernel memory read - unintentional read access to memory contents in kernel
space from a user mode process.

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0702

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4489878
Wlndows 7 [Monthly Base: 5.5
for 32-bit - Rollup Information Temporal: 5
Systems 4489885 Important | _ . 4486563 porat Yes
Service Pack Securit Disclosure Vector:
1 only y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
. 448987
Windows 7 Mc?r?tilS
for x64- y Base: 5.5
based Rollup Information Temporal: 5
4489885 [Important | _. 4486563 porat: Yes
Systems Securit Disclosure Vector:
Service Pack only Y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
1
Windows 4489878
Server 2008 Monthly Base: 5.5
R2 for x64- Rollup Information Temporal: 5
based 4489885 Important | _. 4486563 porat: Yes
Svstems Securit Disclosure Vector:
y i Y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only
1 (Server
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0702

Core
installation)
Wi

Indows |,/ e9g78
Server 2008 Monthl
R2 for y Base: 5.5
Itanium Rollup Information Temporal: 5

4489885 Important | _ . 4486563 porat Yes

Based Securit Disclosure Vector:
Systems onl y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack y
1
Windows 4489878
Server 2008 Monthly Base: 5.5
R2 for x64- Rollup Information Temporal: 5
based 4489885 [Important | _. 4486563 porat: Yes
Svstems Securit Disclosure Vector:

yote y CV/SS:3.0/AV:L/AC:L/PR: L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only
1
Windows
Server 2008 ﬁfﬁiﬁg Base: 5.5
for 32-bit Rollup  Important In_formatlon 4487019 Temporal: 5 Yes
Systems 1489376 Disclosure Vector:
Service Pack Securit CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
2 (Server Y
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0702

Core Only
installation)
4489884
gicll;“ty Base: 5.5
Windows |, 0691 important TOMMaION | pezaps  TEMPOTAl:S Yes
Server 2012 Monthl Disclosure Vector:
Rollup y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489884
Windows gicll;“ty Base: 5.5
Server 2012 1489891 Importantlnformatlon 4487005 Temporal: 5 Ves
(Server Core Month Disclosure Vector:
installation) Rollupy CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
Monthly
Windows  Rollup Information Base: N/A
8.1 for 32- 4489883 Important Disclosure 4487000 Temporal: N/A Unknown
bit systems |Security Vector: N/A
Only
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0702

4489881
Windows ::I;T:gly Base: 5.5
8.1Torx64- | 20583 Important MTOMMAUON |y yazg0g  TemPOralS Unknown
based Securit Disclosure Vector:
systems only y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
. Monthly Base: 5.5
Windows ~ Rollup Information Temporal: 5
Server 2012 4489883 [Important | _. 4487000 porat Unknown
R? Securit Disclosure Vector:
only Y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881 Base: 5.5
Windows  Monthly Information Temporal: 5
RT 8.1 Rollup Important Disclosure 4487000 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4489881
Server 2012 [Monthly Information '?::.jr.:I'S
R2 (Server Rollup Important| . 4487000 porat: Unknown
Core 1489383 Disclosure Vector:
. . i CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
installation) Security
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0702

Only
[Windows 10 gﬁjﬁzz Information 'Er;:::;:r 5
for 32-bit Y important . 4487018 porat: Yes
Svstems Update Disclosure Vector:
y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489872 Base: 5.5
for x64- Security Information Temporal: 5
based Update Important Disclosure 4487018 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489882 Base: 5.5
Windows  Security Information Temporal: 5
Server 2016 Update Important Disclosure 4487026 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489882 Base: 5.5
Version Security Information Temporal: 5
1607 for 32- Update Important Disclosure 4487026 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Wi 1
indows 10, 159852 Base: 5.5
version Securit Information Temporal: 5
1607 for Y important . 4487026 porat: Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0702

Windows 4489882 Base: 5.5
Server 2016 Security Information Temporal: 5

I tant | _. 4487026 Y
(Server Core Update mportan Disclosure Vector: &
installation) CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489871 Base: 5.5
Version Security Information Temporal: 5

| . 448702 Y
1703 for 32- Update mportant Disclosure 87020 Vector: e
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, /60671 Base: 5.5
Version Securit Information Temporal: 5
1703 for y Important | _. 4487020 porat Yes
«64-based Update Disclosure Vector:

CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
Windows 10 4489886 Base: 5.5
Version Security Information Temporal: 5

I . 44 v
1709 for 32- Update mportant Disclosure 8699 Vector: e
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10, /60886 Base: 5.5
Version Securit Information Temporal: 5
1709 for Y Important | _. 4486996 ' Yes
«(64-based Update Disclosure Vector:

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0702

Windows 1, 150886 Base: 5.5
Server, Securit Information Temporal: 5
version 1709 y Important | _. 4486996 porat: Yes
(Server Core Update Disclosure Vector:
. CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Base: 5.5
Version Security Information Temporal: 5
1803 for 32- Update Important Disclosure 4487017 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, 160868 Base: 5.5
version Securit Information Temporal: 5
1803 for Y Important | _. 4487017 porat: Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Wi
Indows 1, 180868 Base: 5.5
Server, Securit Information Temporal: 5
version 1803 Y Important | _. 4487017 porat: Yes
(Server Core Update Disclosure Vector:
. CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Base: 5.5
Version Security Information Temporal: 5
1803 for Update Important Disclosure 4487017 Vector: ves
ARMG64- CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0702

based
Systems
Windows 10 4489899 Base: 5.5
Version Security Information Temporal: 5
1809 for 32- Update Important Disclosure 4487044 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, /69809 Base: 5.5
version Securit Information Temporal: 5
1809 for Y important | 4487044 poral: Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10
Version 4489899 Base: 5.5
1809 for Security Information Temporal: 5
ARM64- Update Important Disclosure 4487044 Vector: ves
based CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems

4489899 Base: 5.5
Windows  Security Information Temporal: 5
Server 2019 Update Important Disclosure 4487044 Vector: ves

CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 4489899 Information Base: 5.5
Server 2019 Security Important Disclosure 4487044 Temporal: 5 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0702

2

(Server Core Update Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10
Version 4489886 Base: 5.5
1709 for Security Information Temporal: 5
ARM64- Update Important Disclosure 448699 Vector: ves
based CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4489880
Server 2008 Monthly Base: 5.5
for Itanium- Rollup Information Temporal: 5
Based 4489876 Important | _ . 4487019 _ Yes
Systems Security Disclosure Vector:
. CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only
2
Windows iﬁfﬁiﬁs
Server 2908 Rollup - Base: 5.5
for 32-bit 4489876 Important Informatlon 4487019 Temporal: 5 Ves
Systems Security Disclosure Vector:
Service Pack only CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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CVE-2019-0702

Windows 4489880
Server 2008 Monthly Base: 5.5
forx64- Rollup Information Temporal: 5
based 4489876 Important | _. 4487019 poral: Yes
Svstems Securit Disclosure Vector:

y i Y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only
2
Windows
Server 2008 4489880
for x64- Monthly Base: 5.5
based Rollup Information Temporal: 5
Systems 4489876 Important | _. 4487019 porat Yes
Service Pack Securit Disclosure Vector:

y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

2 (Server  Only
Core
installation)
@%FHE 2019 http://www.nsfocus.com
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i

N

CVE-2019-0703 - Windows SMB Information Disclosure Vulnerability

Maximum -, erabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating

CVE Title: Windows SMB Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists in the way that the Windows SMB Server handles

certain requests. An authenticated attacker who successfully exploited this vulnerability could

craft a special packet, which could lead to information disclosure from the server.

To exploit the vulnerability, an attacker would have to be able to authenticate and send SMB
CVE- messages to an impacted Windows SMB Server
2019- .
0703 The security update addresses the vulnerability by correcting how Windows SMB Server Important Information
VIITRE  handles authenticated requests. Disclosure
NVD

FAQ:

What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this

vulnerability is memory layout - the vulnerability allows an attacker to collect information that

facilitates predicting addressing of the memory.

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0703
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0703

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0703

KB .
Product . Severity Impact
rticle

Supersedence

CVSS Score Set

Restart
Required

@Z IR 2019
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CVE-2019-0703

4489878
Wlndow_s 7 [Monthly Base: 6.5
for 32-bitRollup Information Temporal: 5.9
Systems 4489885 Important | _, 4486563 porat: . Yes
i . Disclosure Vector:
Service Security
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 Only
Windows 7 :\1;153517'8
for x64- Rollup y Base: 6.5
based 1459855 Important 1O MaON  yegegg [TEMPoral: 5.9 Yes
Systems Securit Disclosure Vector:
Service onl Y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 y
Windows
Server 2008 4489878
R2 f -
or x64- Monthly Base: 6.5
based Rollup Information Temporal: 5.9
Systems 4489885 Important 4486563 porat. . Yes
i . Disclosure Vector:
Service Security
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 Only
(Server Core
installation)
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0703

Windows ) /2078

Server 2008 Monthl

R2 for y Base: 6.5

Itanium Rollup Information Temporal: 5.9

1489885 Important - 4486563 porat: . Yes

Based Securit Disclosure Vector:

Systems onl Y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service y

Pack 1

Windows 4489878

Server 2008 Monthly Base: 6.5

R2 forx64- Rollup Information Temporal: 5.9

based 4489885 Important | _, 4486563 porat. . Yes
Svstems Securit Disclosure Vector:

y . y CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only

Pack 1

Windows |,/ 00880

Server 2008 Monthl

for 32-bit y Base: 6.5

Systems Rollup Information Temporal: 5.9

. 4489876 Important 4487019 porat- . Yes
Service Securit Disclosure Vector:

Pack 2 onl y CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
(Server Core y

installation)
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0703

4489884
(S)icll;“ty Base: 6.5
Windows 4489891 [Important Informatlon 4487005 Temporal: 5.9 Ves
Server 2012 Monthl Disclosure Vector:
Rollup y CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489884
Windows iﬁlylw Base: 6.5
Server 2012 4489891 [Important Informatlon 4487005 Temporal: 5.9 Ves
(Server Core Month Disclosure Vector:
installation) Rollupy CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
M
. onthly Base: 6.5
Windows - Rollup Information Temporal: 5.9
8.1 for 32- 4489883 Important | _. 4487000 porat. . Unknown
bit svstems [Securit Disclosure Vector:
y oty y CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4489881 Information Base: 6.5
I : 4487 k
8.1 for x64- Monthly mportant Disclosure 87000 Temporal: 5.9 Unknown
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881

CVE-2019-0703

based Rollup Vector:
systems 4489883 CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Security
Only
4489881
. Monthly Base: 6.5
Windows Rollup Information Temporal: 5.9
Server 2012 4489883 Important | _. 4487000 porat: . Unknown
R? Securit Disclosure Vector:
only Y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881 Base: 6.5
Windows  [Monthly Information Temporal: 5.9
RT 8.1 Rollup Important Disclosure 4487000 Vector: ves
CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
Windows  [Monthly Base: 6.5
Server 2012 Rollup Information Temporal: 5.9
R2 (Server 4489883 Important| _. 4487000 porat: . Unknown
Core Securit Disclosure Vector:
. . Y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation) Only
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0703

. 4489872 Base: 6.5
[Windows 10 Securit Information Temporal: 5.9
for 32-bit y Important | _. 4487018 porat. . Yes
Svstems Update Disclosure Vector:
y CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489872 Base: 6.5
for x64- Security Information Temporal: 5.9
| . 448701 Y
based Update mportant Disclosure 87018 Vector: e
Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489882 Base: 6.5
Windows  Security Information Temporal: 5.9
| . 448702 Y
Server 2016 Update mportant Disclosure 87026 Vector: e
CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489882 Base: 6.5
Version Security Information Temporal: 5.9
| . 448702 Y
1607 for 32- Update mportant Disclosure 87026 Vector: e
bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, 159852 Base: 6.5
Version Securit Information Temporal: 5.9
1607 for Y important 4487026 poral: > Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4489882 Information Base: 6.5
L tant| _. 448702 Y
Server 2016 Security mportan Disclosure 87026 Temporal: 5.9 ©
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0703

(Server Core Update Vector:
installation) CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489871 Base: 6.5
Version Security Information Temporal: 5.9
I . 448702 Y
1703 for 32- Update mportant Disclosure 87020 Vector: ®
bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 60571 Base: 6.5
version Securit Information Temporal: 5.9
1703 for Y Important | _. 4487020 porat. . Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 10 4489886 Base: 6.5
Version Security Information Temporal: 5.9
1709 for 32- Update Important Disclosure 4486996 Vector: ves
bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10,/ 9gs6 Base: 6.5
version Securit Information Temporal: 5.9
1709 for Y Important . 4486996 porat. . Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows .
4489886 Inf t Base: 6.
Server, % Important | 0O 4486996 ase: 0.5 Yes
. Security Disclosure Temporal: 5.9
version
@% R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0703

1709 Update Vector:

(Server Core CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Installation)

Windows 10 4489868 Base: 6.5

Version Security Information Temporal: 5.9

1803 for 32- Update Important Disclosure 4487017 Vector: es

bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 101, 10086 Base: 6.5

Version . . .

1803 for Security Important In_formatlon 4487017 Temporal: 5.9 Ves

«64-based Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows

Server, 4489868 Base: 6.5

version Security Important Information 4487017 Temporal: 5.9 Ves

1803 Update Disclosure Vector:

(Server Core CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Installation)

Windows 10 4489868 Base: 6.5

Version Security Information Temporal: 5.9

1803 for Update Important Disclosure 4487017 Vector: ves

ARM64- CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0703

based

Systems

Windows 10 4489899 Base: 6.5

Version Security Information Temporal: 5.9

I . 4487044 v

1809 for 32- Update mportant Disclosure 870 Vector: ®

bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 /9809 Base: 6.5

Version Securit Information Temporal: 5.9

1809 for Y Important | _. 4487044 porat. . Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10

Version 4489899 Base: 6.5

1809 for Security Information Temporal: 5.9

ARM64- Update Important Disclosure 4487044 Vector: ves

based CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

4489899 Base: 6.5

Windows  Security Information Temporal: 5.9

Server 2019 Update Important Disclosure 4487044 Vector: ves
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 4489899 Information Base: 6.5

Server 2019 Security Important Disclosure 4487044 Temporal: 5.9 ves

@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0703

(Server Core Update Vector:
installation) CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10
Version 4489886 Base: 6.5
1709 for Security Information Temporal: 5.9
ARM64-  Update Important Disclosure 448699 Vector: ves
based CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4489880
Server ?008 Monthly Base: 6.5
for Itanium- Rollup Information Temporal: 5.9
Based 4489876 Important | _. 4487019 _ Yes
Systems Security Disclosure Vector:

. CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows ﬁfﬁﬁg
Server 2908 Rollup ' Base: 6.5
for 32-bit 4489876 [Important In.formatlon 4487019 Temporal: 5.9 Ves
Systems Security Disclosure Vector:
Service only CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 2
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0703

Windows 4489880
Server 2008 Monthly Base: 6.5
forx64-—Rollup Information Temporal: 5.9
based 4489876 Important | _, 4487019 porat: . Yes
Svstems Securit Disclosure Vector:
y . Y CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows
Server 2008 4489880
for x64- Monthly Base: 6.5
based Rollup Information Temporal: 5.9
Systems 4489876 Important | _, 4487019 porat. . Yes
. i Disclosure Vector:
Service Security
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 2 Only
(Server Core
installation)
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

i

N

CVE-2019-0704 - Windows SMB Information Disclosure Vulnerability

Maximum -, erabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating

CVE Title: Windows SMB Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists in the way that the Windows SMB Server handles

certain requests. An authenticated attacker who successfully exploited this vulnerability could

craft a special packet, which could lead to information disclosure from the server.

To exploit the vulnerability, an attacker would have to be able to authenticate and send SMB
CVE- messages to an impacted Windows SMB Server
2019- .
0704 The security update addresses the vulnerability by correcting how Windows SMB Server Important Information
VIITRE  handles authenticated requests. Disclosure
NVD

FAQ:

What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this

vulnerability is memory layout - the vulnerability allows an attacker to collect information that

facilitates predicting addressing of the memory.

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0704
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0704

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0704

KB .
Product . Severity Impact
rticle

Supersedence

CVSS Score Set

Restart
Required

@Z IR 2019
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CVE-2019-0704

4489878
Wlndow_s 7 [Monthly Base: 6.5
for 32-bitRollup Information Temporal: 5.9
Systems 4489885 Important | _, 4486563 porat: . Yes
i . Disclosure Vector:
Service Security
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 Only
Windows 7 :\1;153517'8
for x64- Rollup y Base: 6.5
based 1459855 Important 1O MaON  yegegg [TEMPoral: 5.9 Yes
Systems Securit Disclosure Vector:
Service onl Y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 y
Windows
Server 2008 4489878
R2 f -
or x64- Monthly Base: 6.5
based Rollup Information Temporal: 5.9
Systems 4489885 Important 4486563 porat. . Yes
i . Disclosure Vector:
Service Security
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
Pack 1 Only
(Server Core
installation)
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0704

Windows ) /2078

Server 2008 Monthl

R2 for y Base: 6.5

Itanium Rollup Information Temporal: 5.9

1489885 Important - 4486563 porat: . Yes

Based Securit Disclosure Vector:

Systems onl Y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service y

Pack 1

Windows 4489878

Server 2008 Monthly Base: 6.5

R2 forx64- Rollup Information Temporal: 5.9

based 4489885 Important | _, 4486563 porat. . Yes
Svstems Securit Disclosure Vector:

y . y CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only

Pack 1

Windows |,/ 00880

Server 2008 Monthl

for 32-bit y Base: 6.5

Systems Rollup Information Temporal: 5.9

. 4489876 Important 4487019 porat- . Yes
Service Securit Disclosure Vector:

Pack 2 onl y CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
(Server Core y

installation)
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0704

4489884
(S)icll;“ty Base: 6.5
Windows 4489891 [Important Informatlon 4487005 Temporal: 5.9 Ves
Server 2012 Monthl Disclosure Vector:
Rollup y CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489884
Windows iﬁlylw Base: 6.5
Server 2012 4489891 [Important Informatlon 4487005 Temporal: 5.9 Ves
(Server Core Month Disclosure Vector:
installation) Rollupy CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
M
. onthly Base: 6.5
Windows  Rollup Information Temporal: 5.9
8.1 for 32- 4489883 Important | _. 4487000 porat. . Unknown
bit svstems [Securit Disclosure Vector:
y oty y CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4489881 Information Base: 6.5
I : 4487 k
8.1 for x64- Monthly mportant Disclosure 87000 Temporal: 5.9 Unknown
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881

CVE-2019-0704

based Rollup Vector:
systems 4489883 CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Security
Only
4489881
. Monthly Base: 6.5
Windows Rollup Information Temporal: 5.9
Server 2012 4489883 Important | _. 4487000 porat: . Unknown
R? Securit Disclosure Vector:
only Y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881 Base: 6.5
Windows  [Monthly Information Temporal: 5.9
RT 8.1 Rollup Important Disclosure 4487000 Vector: ves
CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
Windows  [Monthly Base: 6.5
Server 2012 Rollup Information Temporal: 5.9
R2 (Server 4489883 Important| _. 4487000 porat: . Unknown
Core Securit Disclosure Vector:
. . Y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation) Only
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0704

. 4489872 Base: 6.5
[Windows 10 Securit Information Temporal: 5.9
for 32-bit y Important | _. 4487018 porat. . Yes
Svstems Update Disclosure Vector:
y CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489872 Base: 6.5
for x64- Security Information Temporal: 5.9
| . 448701 Y
based Update mportant Disclosure 87018 Vector: e
Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489882 Base: 6.5
Windows  Security Information Temporal: 5.9
| . 448702 Y
Server 2016 Update mportant Disclosure 87026 Vector: e
CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489882 Base: 6.5
Version Security Information Temporal: 5.9
| . 448702 Y
1607 for 32- Update mportant Disclosure 87026 Vector: e
bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, 159852 Base: 6.5
Version Securit Information Temporal: 5.9
1607 for Y important 4487026 poral: > Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4489882 Information Base: 6.5
L tant| _. 448702 Y
Server 2016 Security mportan Disclosure 87026 Temporal: 5.9 ©
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0704

(Server Core Update Vector:
installation) CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489871 Base: 6.5
Version Security Information Temporal: 5.9
I . 448702 Y
1703 for 32- Update mportant Disclosure 87020 Vector: ®
bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 60571 Base: 6.5
version Securit Information Temporal: 5.9
1703 for Y Important | _. 4487020 porat. . Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 10 4489886 Base: 6.5
Version Security Information Temporal: 5.9
1709 for 32- Update Important Disclosure 4486996 Vector: ves
bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10,/ 9gs6 Base: 6.5
version Securit Information Temporal: 5.9
1709 for Y Important . 4486996 porat. . Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows .
4489886 Inf t Base: 6.
Server, % Important | 0O 4486996 ase: 0.5 Yes
. Security Disclosure Temporal: 5.9
version
@% R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0704

1709 Update Vector:

(Server Core CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Installation)

Windows 10 4489868 Base: 6.5

Version Security Information Temporal: 5.9

1803 for 32- Update Important Disclosure 4487017 Vector: es

bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 101, 10086 Base: 6.5

Version . . .

1803 for Security Important In_formatlon 4487017 Temporal: 5.9 Ves

«64-based Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows

Server, 4489868 Base: 6.5

version Security Important Information 4487017 Temporal: 5.9 Ves

1803 Update Disclosure Vector:

(Server Core CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Installation)

Windows 10 4489868 Base: 6.5

Version Security Information Temporal: 5.9

1803 for Update Important Disclosure 4487017 Vector: ves

ARM64- CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0704

based

Systems

Windows 10 4489899 Base: 6.5

Version Security Information Temporal: 5.9

I . 4487044 v

1809 for 32- Update mportant Disclosure 870 Vector: ®

bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 /9809 Base: 6.5

Version Securit Information Temporal: 5.9

1809 for Y Important | _. 4487044 porat. . Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10

Version 4489899 Base: 6.5

1809 for Security Information Temporal: 5.9

ARM64- Update Important Disclosure 4487044 Vector: ves

based CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

4489899 Base: 6.5

Windows  Security Information Temporal: 5.9

Server 2019 Update Important Disclosure 4487044 Vector: ves
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 4489899 Information Base: 6.5

Server 2019 Security Important Disclosure 4487044 Temporal: 5.9 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0704

(Server Core Update Vector:
installation) CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10
Version 4489886 Base: 6.5
1709 for Security Information Temporal: 5.9
ARM64-  Update Important Disclosure 448699 Vector: ves
based CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4489880
Server ?008 Monthly Base: 6.5
for Itanium- Rollup Information Temporal: 5.9
Based 4489876 Important | _. 4487019 _ Yes
Systems Security Disclosure Vector:

. CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows ﬁfﬁﬁg
Server 2908 Rollup ' Base: 6.5
for 32-bit 4489876 [Important In.formatlon 4487019 Temporal: 5.9 Ves
Systems Security Disclosure Vector:
Service only CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 2
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0704

Windows 4489880
Server 2008 Monthly Base: 6.5
forx64-—Rollup Information Temporal: 5.9
based 4489876 Important | _, 4487019 porat: . Yes
Svstems Securit Disclosure Vector:
y . Y CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows
Server 2008 4489880
for x64- Monthly Base: 6.5
based Rollup Information Temporal: 5.9
Systems 4489876 Important | _, 4487019 porat. . Yes
. i Disclosure Vector:
Service Security
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 2 Only
(Server Core
installation)
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0726 - Windows DHCP Client Remote Code Execution

Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

CVE-
2019-
0726
MITRE
NVD

CVE Title: Windows DHCP Client Remote Code Execution Vulnerability

Description:

A memory corruption vulnerability exists in the Windows DHCP client when an attacker sends
specially crafted DHCP responses to a client. An attacker who successfully exploited the
vulnerability could run arbitrary code on the client machine.

To exploit the vulnerability, an attacker could send a specially crafted DHCP responses to a
client.

The security update addresses the vulnerability by correcting how Windows DHCP clients
handle certain DHCP responses.

FAQ:
None
Mitigations:
None

Workarounds:

Critical

Remote Code
Execution

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0726
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0726

CVE ID Vulnerability Description Maxn_num . Vulnerability
Severity Rating Impact

None

Revision:

1.0 03/12/2019 07:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0726

KB . Restart
Product Article Severity Impact  Supersedence CVSS Score Set Required
Windows 10 4489868 Base: 9.8
Version 1803 Security Remote Temporal: 8.8
. Critical Code 4487017 o Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
. Remote _
WlanWS 10 44898.68 Critical |Code 4487017 Base: 9.8 Yes
Version 1803 |Security . Temporal: 8.8
Execution

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0726

for x64-based

Update

Vector:

Systems CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |,/ eog68 Base: 9.8
Server, Securit Remote Temporal: 8.8
version 1803 Y Critical |Code 4487017 poral. ©. Yes
(Server Core Update Execution vector:
. CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 |, \o506g Base: 9.8
Version 1803 Securit Remote Temporal: 8.8
for ARM64- Y Critical Code 4487017 pora: . Yes
based Update Execution vector:
CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Windows 10 4489899 Base: 9.8
Version 1809 Security Remote Temporal: 8.8
. Critical Code 4487044 T Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Base: 9.8
Version 1809 Security Remote Temporal: 8.8
Critical |Code 4487044 T Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 Remote
. 4489899 | _ .. Base: 9.
Version1809 _ ~ ~ (Critical Code 4487044 T:: gr:r 05 Yes
for ARM64- y Execution poral. €.
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0726

based Update Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
5 4489899 Remote Base: 9.8I
Windows Security | ... Temporal: 8.8
Server 2019 Update Critical (E:ode . 4487044 Vector: ves
xecution CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:HIA:H/E:P/RL:O/RC:C
Windows 4489899 Base: 9.8
Server 2019 Security Remote Temporal: 8.8
Critical |Code 4487044 Yes
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

CVE-2019-0746 - Chakra Scripting Engine Memory Corruption Vulnerability

Maximum 1 erabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE- CVE Title: Chakra Scripting Engine Memory Corruption Vulnerability
2019- Description:
. - L - . Remote Code
0746 A remote code execution vulnerability exists in the way that the Chakra scripting engine handles Important Execution
MITRE  objects in memory in Microsoft Edge. The vulnerability could corrupt memory in such a way that
NVD an attacker could execute arbitrary code in the context of the current user. An attacker who
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0746
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0746

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

successfully exploited the vulnerability could gain the same user rights as the current user. If the
current user is logged on with administrative user rights, an attacker who successfully exploited
the vulnerability could take control of an affected system. An attacker could then install
programs; view, change, or delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website that is designed
to exploit the vulnerability through Microsoft Edge and then convince a user to view the website.
The attacker could also take advantage of compromised websites and websites that accept or host
user-provided content or advertisements. These websites could contain specially crafted content
that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the Chakra scripting engine
handles objects in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 03/12/2019 07:00:00
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Maximum - erabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0746

. . Restart
Product KB Article Severity Impact Supersedence CVSS Score Set ° a_r
Required

Internet 1439880

Explorer 9

Monthly
on Base: 6.4
Windows Rollup Remote Temporal: 5.8
4489873 Low Code 4486474 porat: . Yes

Server e Execution Vector:

2008 for ) CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

. Cumulative

32-bit

Systems
@zt FHY 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873

CVE-2019-0746

Service
Pack 2
Internet
E:p'orerg 4489880
Windows Monthly Base: 6.4
Server Rollup Remote Temporal: 5.8
4489873  |Low Code 4486474 porat: . Yes
2008 for I Execution Vector:
x64-based cumulative CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C
Systems
Service
Pack 2
Internet 1439878
Explorer 11
Monthly
on Base: 7.5
Windows 7 Rollup Remote Temporal: 6.7
. 4489873  Important Code 4486474 porat: ©. Yes
for 32-bit e Execution Vector:
Systems ) CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
. Cumulative
Service
Pack 1
Internet 4489878 Remote Base: 7.5
Explorer 11 Monthly  Important Code 4486474 - Yes
. Temporal: 6.7
on Rollup Execution
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878

CVE-2019-0746

Windows 7 4489873 Vector:
for x64- IE CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
based Cumulative
Systems
Service
Pack 1
Internet
g:p'orer 1111480878
Windows Monthly Base: 6.4
Server Rollup Remote Temporal: 5.8
4489873  |Low Code 4486474 porat. o. Yes
2008 R2 for IE Execution Vector:
x64-based ) CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Cumulative
Systems
Service
Pack 1
4489873
Internet e
Explorer 11 ) Base: 7.5
on Cumulative Remote Temporal: 6.7
. 4489881  |Important Code 4487000 porat: ©. Yes
Windows Monthl Execution Vector:
8.1 for 32- Rollu y CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
bit systems P
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881

CVE-2019-0746

Internet 4489873
Explorer 11 |IE _ Base: 7.5
on Cumulative Remote
. Temporal: 6.7
Windows 4489881  Important Code 4487000 _ Yes
8.1 for x64- Monthly Execution vector:
' CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
based Rollup
systems
4489873
Internet e
Explorer 11 ) Base: 6.4
on Cumulative Remote Temporal: 5.8
. 4489881  |Low Code 4487000 poral. >. Yes
Windows . Vector:
Monthly Execution
Server CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C
Rollup
2012 R2
Internet | 180881 Base: 7.5
Explorer 11 Monthl Remote Temporal: 6.7
on Y important Code 4487000 poral. ©. Yes
Windows Rollup Execution vector:
RT 8.1 CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C
Internet 4489872 Remote Base: 7.5
Expl 11 Securit T l: 6.7
Xplorer ecurty Important Code 4487018 emporal: 6 Yes
on Update Execution Vector:
Windows CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872

CVE-2019-0746

10 for 32-
bit Systems
Internet
Explorer 111, 150572 Base: 7.5
on Securit Remote Temporal: 6.7
Windows y Important Code 4487018 T Yes
Update . Vector:
10 for x64- Execution
based CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Internet
Explorer 11 4489882 Base: 6.4
on Security Remote Temporal: 5.8
. Low Code 4487026 - Yes
Windows |Update Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2016
Internet
Explorer 11
on 4489882 Remote Base: 7.5
WlndOVYS Security Important Code 4487026 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0746

Internet
Explorer 11
on. 44898_82 Remote Base: 7.5
WlndOVYS Security Important Code 4487026 Temporal: 6.7 Yes
10 Version |Update Execution Vector:
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet
Explorer 11
on. 44898_71 Remote Base: 7.5
WlndOVYS Security Important Code 4487020 Temporal: 6.7 Yes
10 Version Update Execution Vector:
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C
32-bit
Systems
Internet
Explorer 11 4489871 Base: 7.5
on Security Remote Temporal: 6.7
. Important Code 4487020 Yes
Windows |Update Execution Vector:
10 Version CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1703 for
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0746

x64-based
Systems
Internet
Explorer 11
on_ 4489§86 Remote Base: 7.5
Wlndovx_/s Security Important Code 4486996 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-hit
Systems
Internet
Explorer 11
on- 4489§86 Remote Base: 7.5
WlndOVYS Security Important Code 4486996 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internel 1, 180868 Base: 7.5
Explorer 11 Security Remote Temporal: 6.7
on Important Code 4487017 T Yes
Windows Update Execution Vector:
i CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
10 Version
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0746

1803 for
32-bit
Systems

Internet
Explorer 11
on
Windows
10 Version
1803 for
x64-based
Systems

4489868
Security
Update

Important

Remote
Code
Execution

4487017

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes

Internet
Explorer 11
on
Windows
10 Version
1803 for
ARMG64-
based
Systems

4489868
Security
Update

Important

Remote
Code
Execution

4487017

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes

Internet
Explorer 11
on

4489899
Security

Important

Remote
Code

Execution

4487044

Base: 7.5
Temporal: 6.7

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0746

Windows
10 Version
1809 for
32-bit
Systems

Update

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Internet
Explorer 11
on
Windows
10 Version
1809 for
x64-based
Systems

4489899
Security
Update

Important

Remote
Code
Execution

4487044

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes

Internet
Explorer 11
on
Windows
10 Version
1809 for
ARM64-
based
Systems

4489899
Security
Update

Important

Remote
Code
Execution

4487044

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0746

Internet
Explorer 11 4489899 Base: 6.4
on Security Remote Temporal: 5.8

. Low Code 4487044 Yes
Windows |Update Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C
2019
Internet
Explorer 11
on 4489886 Base: 7.5
Windows Security Remote Temr.Jor.aI: 6.7
10 Version Important Code 4486996 Yes
1709 for Update Execution Vector:
ARM64- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
based
Systems

4489873

Internet e
Explorer 10 ) Base: 6.4
on Cumulative Remote Temporal: 5.8

. 4489891 Low Code 4487025 Yes
Windows Monthly Execution vector:
Server Rollup CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2012
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891

CVE-2019-0746

Microsoft |, 150872 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows y Important Code 4487018 porat. <. Yes
10 for 32 Update Execution Vector:
. CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/IA:N/E:P/RL:O/RC:C
bit Systems
Microsoft
Edgeon 14489872 Base: 4.2
Windows |Security Remote Temporal: 3.8
10 for x64- Update Important (E:::g;tion 4487018 Vector: ves
based CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft |/ s9gg2 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows " lLow  Code 4487026 porat: <. Yes
Server Update Execution vector:
2016 CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edgeon |\ 159882 Base: 4.2
[Windows Securit Remote Temporal: 3.8
10 Version 4 Important Code 4487026 porat. . Yes
1607 for Update Execution Vector:
32-bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0746

Microsoft

Edgeon |, eogs2 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version y Important Code 4487026 porat. <. Yes

1607 for Update Execution vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edgeon |,/ eog71 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version y Important Code 4487020 poral. = Yes

1703 for Update Execution Vector:

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edgeon |\ 150871 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version 4 Important Code 4487020 porat: <. Yes

1703 for Update Execution vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

@%FHE 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0746

Microsoft

Edgeon |, eogs6 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version y Important Code 4486996 porat. <. Yes

1709 for Update Execution vector:

32bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edgeon |,/ eogs6 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version y Important Code 4486996 poral. = Yes

1709 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edgeon |/ 150868 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version 4 Important Code 4487017 porat: <. Yes

1803 for Update Execution vector:

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C

Systems

@%FHE 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0746

Microsoft

Edgeon | 0868 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version y Important Code 4487017 porat. <. Yes

1803 for Update Execution vector:
CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edge on

Windows 4489868 Base: 4.2

10 Version (Security Remote Temporal: 3.8

1803 for  |Update Important (E:)(:(ej;tion 4487017 Vector: ves

ARM64- CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

based

Systems

Microsoft

Edgeon |\ 159809 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version Y Important Code 4487044 porat: <. Yes

1809 for Update Execution Vector:

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/IA:N/E:P/RL:O/RC:C

Systems

@%FHE 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0746

Microsoft
Edgeon |,/ eog9 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Important Code 4487044 porat. <. Yes
1809 for Update Execution vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft
Edge on
Windows 4489899 Base: 4.2
10 Version (Security Remote Temporal: 3.8
1809 for  Update Important (E:)(:(ej;tion 4487044 Vector: ves
ARM64- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
based
Systems
Microsoft |, /29899 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows 7 Low Code 4487044 porat: <. Yes
Server Update Execution vector:
2019 CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft Remote
4489886 Base: 4.2
Edge on Securit Important Code 4486996 T:rS: oral- 3.8 Yes
Windows 4 Execution porat: .
@%FHE 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
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CVE-2019-0746

10 Version Vector:

1709 for CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C

ARMG64-

based

Systems
Remote Base: N/A

ChakraCore Important Code Temporal: N/A Maybe
Execution Vector: N/A

CVE-2019-0748 - Microsoft Office Access Connectivity Engine Remote Code

Execution Vulnerability

CVE ID Vulnerability Description

Maximum

Severity Rating

Vulnerability
Impact

CVE- CVE Title: Microsoft Office Access Connectivity Engine Remote Code Execution
2019- Vulnerability

0748 Description:

Important

Remote Code
Execution

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7

vulnerability could execute arbitrary code on a victim system.

The update addresses the vulnerability by correcting the way the Microsoft Office Access
Connectivity Engine handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

An attacker could exploit this vulnerability by enticing a victim to open a specially crafted file.

- — Maximum Vulnerabili
CVE ID Vulnerability Description . . v
Severity Rating Impact
MITRE  |A remote code execution vulnerability exists when the Microsoft Office Access Connectivity
NVD Engine improperly handles objects in memory. An attacker who successfully exploited this

@%FHE 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0748
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0748

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0748

CVSS Score |Restart
Product KB Article Severi Impact Supersedence .
ty P P Set Required
. Base: N/A
. . . 4462226 S t
Microsoft Office 2010 Service Pack 2 Undate ecurtty Important Remote Code 4018313 Temporal: Mavbe
(32-bit editions) P P Execution N/A y
Vector: N/A
. Base: N/A
. . . 4462226 Securit
Microsoft Office 2010 Service Pack 2 Undate y Imoortant Remote Code 4018313 Temporal: Mavbe
(64-bit editions) P P Execution N/A y
Vector: N/A

@Z IR 2019
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https://www.microsoft.com/downloads/details.aspx?familyid=1645c629-520e-45a6-96af-22172b2a83d6
https://www.microsoft.com/downloads/details.aspx?familyid=1645c629-520e-45a6-96af-22172b2a83d6
https://www.microsoft.com/downloads/details.aspx?familyid=7c3c6afc-d8f6-4c2a-b3d6-21948f90a295
https://www.microsoft.com/downloads/details.aspx?familyid=7c3c6afc-d8f6-4c2a-b3d6-21948f90a295

CVE-2019-0754 - Windows Denial of Service Vulnerability

Maximum ) nerability
CVE ID Vulnerability Description Severity
. Impact
Rating

CVE Title: Windows Denial of Service Vulnerability

Description:

A denial of service vulnerability exists when Windows improperly handles objects in memory.

An attacker who successfully exploited the vulnerability could cause a target system to stop

responding.

To exploit this vulnerability, an attacker would have to log on to an affected system and run a
CVE- specially crafted application. The vulnerability would not allow an attacker to execute code or to
ggéi elevate user rights directly, but it could be used to cause a target system to stop responding. I Denial of
VIITRE [ The update addresses the vulnerability by correcting how Windows handles objects in memory. mportant Service
NVD

FAQ:

None

Mitigations:

None

Workarounds:

None

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0754
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0754

Maximum

CVE ID Nulnerability Description Severity Vulnerability
. Impact
Rating
Revision:
1.0 03/12/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0754
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4489878
Monthly _
Windows 7 for [Rollup Denial '?:rsr?. :)sr.:I' g
32-bit Systems 4489885 Important of 4486563 Vethr' ' Yes
Service Pack 1 (S;Cll;”ty Service CVSS:3.0/AV:LIAC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0754

4489878
Windows 7 for Monthly . Base: 5.5
X64-based Rollup Denial Temporal: 5

4189885 Important of 4486563 porat: Yes
Systems Securit Service Vector:
Service Pack 1 Only y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4489878
Server 2008 R2 [Monthly _ Base: 5.5
for x64-based |Rollup Denial Temporal: 5
Systems 4489885 Important jof 4486563 Vectzr' ' Yes
service Pack 1 Security Service CVSS:3.0/AV:L/AC:LIPR:L/UL:N/S:U/C:N/N/A:H/E:P/RL:O/RC:C
(Server Core  Only
installation)

4489878
Wi

indows Monthly _ Base: 5.5

Server 2008 R2 Rollup Denial Temporal- 5
for Itanium- 4489885 Important of 4486563 Vectgr' ' Yes
Based Systems Security Service CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Service Pack 1 Only

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
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CVE-2019-0754

4489878
Windows Monthly . Base: 5.5
Server 2008 R2 Rollup Denial Temporal: 5
for x64-based 4489885 [Important of 4486563 Vectzr' ' Yes
Systems Security Service CVSS:3.0/AV:L/AC:L/PR: L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Service Pack 1 Only
Windows 4489880

Monthly
Server 2008 for . Base: 5.5
32-bit Systems Rollup Denial Temporal: 5

. y 4489876 [Important of 4487019 porat Yes

Service Pack 2 Securit Service Vector:
(Server Core onl y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
installation) y

4489884

S }

ecurity . Base: 5.5
Windows Only Denial Temporal: 5

4489891 [Important of 4487025 porat Yes
Server 2012 Monthl Service Vector:

Rollup y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891

CVE-2019-0754

4489884
Windows Security . Base: 5.5
Server 2012 Only Denial Temporal: 5
4489891 Important of 4487025 porat: Yes
(Server Core Monthl Service Vector:
installation) Rollupy CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4489881
Monthly _
Windows 8.1  [Rollup Denial _?::' (?r.:I' 5
for 32-bit 4489883 Important of 4487000 Vectzr' ' Unknown
t S it Servi '
Systems O?]CI;” y ervice CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4489881
Monthly _
Windows 8.1  |Rollup Denial '?:rsr?. :)sr.:I' g
for x64-based 4489883 Important of 4487000 Vectgr' ' Unknown
systems Z‘;CI‘;”W Service CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0754

4489881
Monthly . Base: 5.5
Windows Rollup Denial Temporal: 5
Server 2012 R2 2223?,?3 Important (;1; e 4487000 Vector: Unknown
Only y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4489881 . Base: 5.5
Windows RT  [Monthl Denial Temporal: 5
y Important of 4487000 porat Yes
8.1 Rollup Service Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4489881
Windows :\Q/l;?:zly Denial Base: 5.5
Sever2012R2) ) coass Importantof  a4g7ooo | omporal:d Unknown
(Server Core Securit Service Vector:
installation) Only Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 leifiﬁzz Denial 5_’:::: sr';_ 5
for 32-bit Y Important of 4487018 porat: Yes
Systems Update Service Vector:
y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872

CVE-2019-0754

Windows 10 :ﬁiﬁzz Denial $er:: gr.:I' 5
for x64-based y Important of 4487018 porat Yes
Systems Update Service Vector:
y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4489882 i Base: 5.5
Windows Security Denial Temporal: 5
I f 448702 ' Y
Server 2016  Update mportant gervice 87026 Vector: e
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4489882 Denial Base: 5.5
Version 1607 it T I:
er5|on_ 607 Security Important of 4487026 emporal: 5 Yes
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4489882 Denial Base: 5.5
Version 1607  |Security Temporal: 5
I f 448702 Y
for x64-based Update mportant ;ervice 87026 Vector: e
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4489882 Denial Base: 5.5
Server 2016  [Security Important of 4487026 Temporal: 5 Yes
(Server Core  |Update Service Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
. Denial .
Windows 10— MAB987TL o tantof  a4g7ozo Do S Yes
Version 1703  |Security Service Temporal: 5
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CVE-2019-0754

for 32-bit Update Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4489871 Denial Base: 5.5
Version 1703 [Security Temporal: 5
I f 448702 Y

for x64-based Update mportant gervice 87020 Vector: e
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Denial Base: 5.5
VerS|on_1709 Security Important of 4486996 Temporal: 5 Yes
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Denial Base: 5.5
Version 1709  Security Temporal: 5
for x64-based Update Important (S)I];rvice 4486996 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows |, ogg6 _ Base: 5.5
Server, version Securit Denial Temporal: 5
1709 (Server y Important of 4486996 porat: Yes
Core Update Service Vector:

. CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Denial Base: 5.5
Version 1803  [Security Temporal: 5
for 32-bit Update Important (Sn;rvice 4487017 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0754

Windows 10 4489868 Denial Base: 5.5
Version 1803  Security Temporal: 5
for x64-based Update Important (Sn;rvice 4487017 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows |, 1068 _ Base: 5.5
Server, version Securit Denial Temporal- 5
1803 (Server y Important of 4487017 porat: Yes
Core Update Service Vector:

. CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Denial Base: 5.5
Version 1803  Security Temporal: 5

| f 4487017 Y
for ARM64-  Update mportant gervice 870 Vector: e
based Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Denial Base: 5.5
VerS|on_1809 Security Important of 4487044 Temporal: 5 Ves
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Denial Base: 5.5
Version 1809  Security Temporal: 5
| f 4487044 Y

for x64-based Update mportant gervice 870 Vector: e
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0754

Windows 10 4489899 Denial Base: 5.5
Version 1809  Security Temporal: 5
for ARM64-  Update Important (Sn;rvice 4487044 Vector: ves
based Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

4489899 i Base: 5.5
Windows Security Denial Temporal: 5

| f 4487044 ' Y
Server 2019  Update mportant gervice 870 Vector: e
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4489899 Denial Base: 5.5
Server 2019  Security Important of 4487044 Temporal: 5 Yes
(Server Core  |Update Service Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Denial Base: 5.5
Version 1709  Security Temporal: 5
| f 44 Y

for ARM64-  Update mportant ;ervice 8699 Vector: e
based Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

4489880
Windows Monthly _
Server 2008 for Rollup Denial _?2?:' c?r.:l' 5
Itanium-Based 4489876 [Important of 4487019 Vectzr' ' Yes
Systems Security Service CV/SS:3.0/AV:L/AC:L/PR: L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Service Pack 2 Only
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0754

4489880
Windows gj?ﬁ;ly Denial Base: 5.5
Server 2008 1or )\ ooo76 Importantof  a4g7one | omporal:d Yes
32-bit Systems Securit Service Vector:
Service Pack 2 Only y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4489880
Windows Monthly _
Server 2008 for Rollup Denial _?::' fr';_ 5
X64-based 4489876 Important of 4487019 Vectzr' ' Yes
Syst S it Servi '
ystems eeurity eTVIce CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:PIRL:O/RC:C
Service Pack 2 |Only
Windows 4489880
Server 2008 for Monthly _ Base: 5.5
x64-based Rollup Denial Temporal: 5
Systems 4489876 [Important of 4487019 Vectgr' ' Yes
Service Pack 2. Security Service CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
(Server Core  |Only
installation)
@%FHE 2019 http://www.nsfocus.com
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N

CVE-2019-0755 - Windows Kernel Information Disclosure Vulnerability

Maximum

The update addresses the vulnerability by correcting how the Windows kernel handles objects in
memory.

FAQ:
What type of information could be disclosed by this vulnerability?

- L . Vulnerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating

CVE Title: Windows Kernel Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when the Windows kernel improperly handles

objects in memory. An attacker who successfully exploited this vulnerability could obtain

information to further compromise the usera€™s system.
CVE- To exploit this vulnerability, an attacker would have to log on to an affected system and run a
2019- specially crafted application. The vulnerability would not allow an attacker to execute code or to Information
0755 elevate user rights directly, but it could be used to obtain information that could be used to try to  Important .

_ Disclosure

MITRE  further compromise the affected system.
NVD
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0755
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0755

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is Kernel memory read - unintentional read access to memory contents in kernel
space from a user mode process.

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-0755

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4489878
Wlndows 7 [Monthly Base: 5.5
for 32-bit - Rollup Information Temporal: 5
Systems 4489885 Important | _ . 4486563 porat Yes
Service Pack Securit Disclosure Vector:
1 only y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
. 448987
Windows 7 Mc?r?tilS
for x64- y Base: 5.5
based Rollup Information Temporal: 5
4489885 [Important | _. 4486563 porat: Yes
Systems Securit Disclosure Vector:
Service Pack only Y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
1
Windows 4489878
Server 2008 Monthly Base: 5.5
R2 for x64- Rollup Information Temporal: 5
based 4489885 Important | _. 4486563 porat: Yes
Svstems Securit Disclosure Vector:
y i Y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only
1 (Server
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0755

Core
installation)
Wi

Indows |,/ e9g78
Server 2008 Monthl
R2 for y Base: 5.5
Itanium Rollup Information Temporal: 5

4489885 Important | _ . 4486563 porat Yes

Based Securit Disclosure Vector:
Systems onl y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack y
1
Windows 4489878
Server 2008 Monthly Base: 5.5
R2 for x64- Rollup Information Temporal: 5
based 4489885 [Important | _. 4486563 porat: Yes
Svstems Securit Disclosure Vector:

yote y CV/SS:3.0/AV:L/AC:L/PR: L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only
1
Windows
Server 2008 ﬁfﬁiﬁg Base: 5.5
for 32-bit Rollup  Important In_formatlon 4487019 Temporal: 5 Yes
Systems 1489376 Disclosure Vector:
Service Pack Securit CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
2 (Server Y
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0755

Core Only
installation)
4489884
giclt;“ty Base: 5.5
Windows 1489891 Impc)rtamln_formatlon 4487005 Temporal: 5 Ves
Server 2012 Monthl Disclosure Vector:
Rollup y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489884
Windows gicll;“ty Base: 5.5
Server 2012 1489891 Importantlnformatlon 4487005 Temporal: 5 Ves
(Server Core Month Disclosure Vector:
installation) Rollupy CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
. Monthly Base: 5.5
Windows  Rollup Information Temporal: 5
8.1 for 32- 4489883 Important | _. 4487000 porat: Unknown
bit svstems  Securit Disclosure Vector:
y only y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0755

4489881
Windows ::I;T:gly Base: 5.5
8.1Torx64- | 20583 Important MTOMMAUON |y yazg0g  TemPOralS Unknown
based Securit Disclosure Vector:
systems only y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
. Monthly Base: 5.5
Windows - Rollup Information Temporal: 5
Server 2012 4489883 [Important | _. 4487000 porat Unknown
R? Securit Disclosure Vector:
only Y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881 Base: 5.5
Windows  Monthly Information Temporal: 5
RT 8.1 Rollup Important Disclosure 4487000 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4489881
Server 2012 [Monthly Information '?::.jr.:I'S
R2 (Server Rollup Important| . 4487000 porat: Unknown
Core 1489383 Disclosure Vector:
. . i CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation) Security
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0755

Only
[Windows 10 gﬁjﬁzz Information 'Er;:::;:r 5
for 32-bit Y important . 4487018 porat: Yes
Svstems Update Disclosure Vector:
y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489872 Base: 5.5
for x64- Security Information Temporal: 5
based Update Important Disclosure 4487018 Vector: ves
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489882 Base: 5.5
Windows  Security Information Temporal: 5
Server 2016 Update Important Disclosure 4487026 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489882 Base: 5.5
Version Security Information Temporal: 5
1607 for 32- Update Important Disclosure 4487026 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Wi 1
indows 10, 159852 Base: 5.5
version Securit Information Temporal: 5
1607 for Y important . 4487026 porat: Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0755

Windows 4489882 Base: 5.5
Server 2016 Security Information Temporal: 5

I tant | _. 4487026 Y
(Server Core Update mportan Disclosure Vector: &
installation) CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489871 Base: 5.5
Version Security Information Temporal: 5

| . 448702 Y
1703 for 32- Update mportant Disclosure 87020 Vector: e
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, /60671 Base: 5.5
Version Securit Information Temporal: 5
1703 for y Important | _. 4487020 porat Yes
«64-based Update Disclosure Vector:

CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
Windows 10 4489886 Base: 5.5
Version Security Information Temporal: 5

I . 44 v
1709 for 32- Update mportant Disclosure 8699 Vector: e
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, /60886 Base: 5.5
Version Securit Information Temporal: 5
1709 for Y Important | _. 4486996 ' Yes
«(64-based Update Disclosure Vector:

CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0755

Windows 1, 150886 Base: 5.5
Server, Securit Information Temporal: 5
version 1709 y Important | _. 4486996 porat: Yes
(Server Core Update Disclosure Vector:
. CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Base: 5.5
Version Security Information Temporal: 5
1803 for 32- Update Important Disclosure 4487017 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, 160868 Base: 5.5
version Securit Information Temporal: 5
1803 for Y Important | _. 4487017 porat: Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Wi
Indows 1, 180868 Base: 5.5
Server, Securit Information Temporal: 5
version 1803 Y Important | _. 4487017 porat: Yes
(Server Core Update Disclosure Vector:
. CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Base: 5.5
Version Security Information Temporal: 5
1803 for Update Important Disclosure 4487017 Vector: ves
ARMG64- CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0755

based
Systems
Windows 10 4489899 Base: 5.5
Version Security Information Temporal: 5
1809 for 32- Update Important Disclosure 4487044 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, /69809 Base: 5.5
version Securit Information Temporal: 5
1809 for Y important | 4487044 poral: Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10
Version 4489899 Base: 5.5
1809 for Security Information Temporal: 5
ARM64- Update Important Disclosure 4487044 Vector: ves
based CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems

4489899 Base: 5.5
Windows  Security Information Temporal: 5
Server 2019 Update Important Disclosure 4487044 Vector: ves

CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 4489899 Information Base: 5.5
Server 2019 Security Important Disclosure 4487044 Temporal: 5 ves
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0755

2

(Server Core Update Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Windows 10
Version 4489886 Base: 5.5
1709 for Security Information Temporal: 5
ARM64- Update Important Disclosure 448699 Vector: ves
based CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4489880
Server ?008 Monthly Base: 5.5
for Itanium- Rollup Information Temporal: 5
Based 4489876 Important | _ . 4487019 _ Yes
Systems Security Disclosure Vector:
. CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only
2
Windows iﬁfﬁiﬁs
Server 2908 Rollup . Base: 5.5
for 32-bit 4489876 Important Informatlon 4487019 Temporal: 5 Ves
Systems Security Disclosure Vector:
Service Pack only CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0755

Windows 4489880
Server 2008 Monthly Base: 5.5
forx64- Rollup Information Temporal: 5
based 4489876 Important | _. 4487019 poral: Yes
Svstems Securit Disclosure Vector:

y i Y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only
2
Windows
Server 2008 4489880
for x64- Monthly Base: 5.5
based Rollup Information Temporal: 5
Systems 4489876 Important | _. 4487019 porat Yes
Service Pack Securit Disclosure Vector:

y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

2 (Server  Only
Core
installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

i

CVE-2019-0756 - MS XML Remote Code Execution Vulnerability

N

R (Y Ry
CVE ID Vulnerability Description Severity
. Impact
Rating

CVE Title: MS XML Remote Code Execution Vulnerability

Description:

A remote code execution vulnerability exists when the Microsoft XML Core Services MSXML

parser processes user input. An attacker who successfully exploited the vulnerability could run

malicious code remotely to take control of the usera€™s system.

To exploit the vulnerability, an attacker could host a specially crafted website designed to invoke
cVE-  MSXML through a web browser. However, an attacker would have no way to force a user to visit
2019- such a website. Instead, an attacker would typically have to convince a user to either click a link
0756 iin an email message or instant message that would then take the user to the website. When Critical Remote Code
vIITRE  [Internet Explorer parses the XML content, an attacker could run malicious code remotely to take Execution
NVD control of the usera€™s system.

The update addresses the vulnerability by correcting how the MSXML parser processes user

input.

FAQ:

None

Mitigations:

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0756
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0756

Maximum

CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
None
Workarounds:
None
Revision:
1.0 03/12/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0756
KB . Restart
Product Article Severity Impact  Supersedence CVSS Score Set Required
wows? (0 o L
for 32-bit Y lcritical Code 4486563 pordl 5. Yes
Rollup . Vector:
Systems Execution
4489885 CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0756

Service Pack |Security
1 Only
4489878
Windows 7 Monthly Base: 7.5
for x64-based Rollup Remote Temporal- 6.7
Systems 4489885 (Critical Code 4486563 Vectgr' T Yes
ierv'ce Pack gicl‘;”ty Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows
Server 2008 4489878
R2 for x64- | Monthly Base: 7.5
based Rollup Remote Temporal- 6.7
Systems 4489885 (Critical Code 4486563 Vect'zr_ o Yes
Service Pack - Security Execution CV/SS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1 (Server Only
Core
installation)
Windows 4489878 Remote Base: 7.5
Server 2008 |Monthly critical Code 4486563 Temporal: 6.7 Yes
R2 for Rollup Execution Vector:
Itanium- 4489885 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0756

Based Security
Systems Only
Service Pack
1
Windows 4489878
Server 2008 |Monthly Base: 7.5
R2 for x64-  Rollup Remote Temporal- 6.7
based 4489885 (Critical Code 4486563 Vectgr' T Yes
Systems - security Execution CVSS:3.0/AV:NJAC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack |Only
1
Windows 1, 150880
Server 2008 Monthl
for 32-bit y Base: 7.5
Systems Rollup Remote Temporal: 6.7
yote 1489876 Critical (Code 4487019 poral. ©. Yes
Service Pack Securit Execution Vector:
2 (Server onl Y CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core y
installation)
4489884 Remote Base: 7.5
Windows Security Critical Code 448705 Temporal: 6.7 Yes
Server 2012  Only Execution Vector:
4489891 CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891

CVE-2019-0756

Monthly
Rollup
4489884
Windows gicll;“ty Remote Base: 7.5
Server 2012 1, ) 001 Critical Code  4dg7ops 1 omporal:67 Yes
(Server Core Month Execution Vector:
installation) Rollupy CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489881
Monthly _
Windows 8.1 Rollup Remote '?:rST?'Zr.:I' 6.7
for 32-bit 4489883 (Critical Code 4487000 Vectgr' T Unknown
systems fﬁ‘;r'ty Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489881
Windows 8.1 Monthly Remote '?:rST?'Zr.:I' 6.7
for x64-based Rollup Critical Code 4487000 p. T Unknown
systems 4489883 Execution vector:
y Security CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0756

Only
4489881
. Monthly Base: 7.5
Windows Rollup Remote Temporal- 6.7
Server 2012 4489883 [Critical Code 4487000 Vectgr' T Unknown
R2 gicl‘;”ty Execution CV/SS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489881 Remote Base: 7.5
Windows RT Monthly Critical Code 4487000 Temporal: 6.7 Ves
8.1 Rollup Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489881
Windows Monthly Base: 7.5
Server 2012 Rollup Remote Temporal- 6.7
R2 (Server 4489883 Critical Code 4487000 Vectgr' T Unknown
Core  ~  ecurity Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation) Only
Windows 10 Remote
for 32-bit 44898_72 Critical Code 4487018 Base: 7.5 Yes
Security . Temporal: 6.7
Systems Execution
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872

CVE-2019-0756

Update Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
w10 o e
for x64-based Y Icritical Code 4487018 porat: . Yes
Systems Update Execution vector:
y CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
4489882 Remote Base: 7.5
Windows Security Critical Code 4487026 Temporal: 6.7 Ves
Server 2016 |Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489882 Base: 7.5
Version 1607 Security Remote Temporal: 6.7
. Critical |Code 4487026 T Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489882 Base: 7.5
Version 1607 Security Remote Temporal: 6.7
Critical Code 4487026 T Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489882 Base: 7.5
Server 2016 |Security Remote Temporal: 6.7
Critical Code 4487026 o Yes
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0756

Windows 10 4489871 Remote Base: 7.5
VerS|on_1703 Security Critical Code 4487020 Temporal: 6.7 Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489871 Base: 7.5
Version 1703 [Security Remote Temporal: 6.7
Critical |Code 4487020 T Yes

for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Base: 7.5
Version 1709 Security Remote Temporal: 6.7

. Critical |Code 4486996 T Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Base: 7.5
Version 1709 Security Remote Temporal: 6.7

Critical |Code 4486996 T Yes

for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 159886 Base: 7.5
Server, Securit Remote Temporal: 6.7
version 1709 Y lcritical (Code 4486996 porat: ©. Yes
(Server Core Update Execution Vector:

. CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
Installation)
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0756

Windows 10 4489868 Remote Base: 7.5
VerS|on_1803 Security Critical Code 4487017 Temporal: 6.7 Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489868 Base: 7.5
Version 1803 Security Remote Temporal: 6.7
Critical Code 4487017 T Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 1, 180868 Base: 7.5
Server, Securit Remote Temporal: 6.7
version 1803 Y Icritical (Code 4487017 poral. ©. Yes
(Server Core Update Execution vector:
. CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Wi 1
indows 10 1, /e0g68 Base: 7.5
Version 1803 Securit Remote Temporal: 6.7
for ARM64- Y lcritical Code 4487017 porat- o. Yes
based Update Execution vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
Systems
Windows 10 4489899 Base: 7.5
Version 1809 Security Remote Temporal: 6.7
. Critical |Code 4487044 T Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0756

Windows 10 4489899 Remote Base: 7.5
Version 1809 Security Critical Code 4487044 Temporal: 6.7 Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |,/ e9809 Base: 7.5
Version 1809 Securit Remote Temporal: 6.7
for ARM64- Y lcritical Code 4487044 porat- o. Yes
based Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
4489899 Remote Base: 7.5
Windows Security Critical Code 4487044 Temporal: 6.7 Yes
Server 2019 Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489899 Base: 7.5
Server 2019  Security Remote Temporal: 6.7
Critical Code 4487044 T Yes
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, 105886 Base: 7.5
Version 1709 Securit Remote Temporal: 6.7
for ARM64- Y lcritical (Code 4486996 porat- o. Yes
based Update Execution vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0756

Windows 4489880
Server ?008 Monthly Base: 7.5
for Itanium-  Rollup Remote Temporal- 6.7
Based 4489876 Critical Code 4487019 Vectzr' T Yes
Systems - security Execution CVSS:3.0/AV:NJAC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack |Only
2

. 4489880
Windows Month
Server 2008 y Base: 7.5
for 32-bit Rollup Remote Temporal: 6.7

4489876 Critical Code 4487019 poral. . Yes

Systems Securit Execution Vector:
Service Pack onl Y CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
> y

. 4489880
Windows Monthl
Server 2008 y Base: 7.5
for x64-based Rollup Remote Temporal: 6.7

4489876 Critical Code 4487019 porat: ©. Yes

Systems Securit Execution vector:
Service Pack onl y CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
> y
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0756

Windows 1489330

Server 2008 Monthl

for x64-based y Base: 7.5

Systems Rollup Remote Temporal: 6.7

ySIe 1189876 Critical Code 4487019 poral. ©. Yes
Service Pack Securit Execution Vector:

2 (Server onl y CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core y

installation)

CVE-2019-0757 - NuGet Package Manager Tampering Vulnerability

A (7 ey
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: NuGet Package Manager Tampering Vulnerability
CVE- Description:
2019- A tampering vulnerability exists in the NuGet Package Manager for Linux and Mac that could _
0757 allow an authenticated attacker to modify a NuGet package's folder structure. An attacker who ~ /mportant Tampering
MITRE successfully exploited this vulnerability could potentially modify files and folders that are
NVD unpackaged on a system.

@& R 2019 http://www.nsfocus.com


https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0757
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0757

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit this vulnerability, an attacker would need to log on to the affected system and tamper
with the folder contents of a package prior to building or installation of an application.

The security update addresses the vulnerability by correcting permissions on folders inside the
NuGet packages folder structure.

FAQ:
Is there any additional information | need to apply the updates?

Yes. To apply the updates, follow step Al or A2, and then step B.

Al. Delete all NuGet package extraction folders, including all global packages folder(s) and
solution packages folger(s).

A2. Apply the workaround described in the Workaround section on the existing folders and any
files in the package extraction folders.

B. Install and use the updates.

Mitigations:
None

Workarounds:

@& R 2019 http://www.nsfocus.com




CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

This issue can be worked around if you change the directory permissions of all NuGet package
extraction locations on your computer. These locations generally will include a global package
folder (defaults to ~/.nuget/packages, but overridable by nuget.config settings). If any of your
projects use packages.config for NuGet, each of the containing solutions will also have a solution
packages folder.

To change directory permissions so only the current user can access the default location of the
global packages folder:

chmod -R go-wx ~/.nuget/packages
Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-0757

. . CVSS Score Restart
Product KB Article Severity [Impact  Supersedence Set Required
Release Notes Security Base: N/A
Visual Studio for Mac Update Important Tampering Temporal: N/A Maybe
Vector: N/A
Release Notes Security Base: N/A
NET Core SDK 1.1 on .NET Core Update Important Tampering Temporal: N/A Maybe
1.0
Vector: N/A
Release Notes Security Base: N/A
.NET Core SDK 2.1.500 Update Important Tampering Temporal: N/A Maybe
Vector: N/A
Release Notes Security Base: N/A
NET Core SDK 1.1 on .NET Core Update Important Tampering Temporal: N/A Maybe
1.1
Vector: N/A
Release Notes Security Base: N/A
Nuget 4.3.1 Update Important Tampering Temporal: N/A Maybe
Vector: N/A
Release Notes Security Base: N/A
Nuget 4.4.2 Update Important Tampering Temporal: N/A Maybe
Vector: N/A
@%FHE 2019 http://www.nsfocus.com



https://download.visualstudio.microsoft.com/download/pr/f9347e0c-e84d-4968-8225-28ff735f9383/96c5a9b8bbd1d70f52a92b15a0b33bf2/visualstudioformac-7.8.3.2.dmg
https://download.visualstudio.microsoft.com/download/pr/f9347e0c-e84d-4968-8225-28ff735f9383/96c5a9b8bbd1d70f52a92b15a0b33bf2/visualstudioformac-7.8.3.2.dmg
https://dotnet.microsoft.com/download/dotnet-core/1.0
https://dotnet.microsoft.com/download/dotnet-core/1.0
https://dotnet.microsoft.com/download/dotnet-core/2.1
https://dotnet.microsoft.com/download/dotnet-core/2.1
https://dotnet.microsoft.com/download/dotnet-core/1.1
https://dotnet.microsoft.com/download/dotnet-core/1.1
https://dist.nuget.org/win-x86-commandline/v4.3.1/nuget.exe
https://dist.nuget.org/win-x86-commandline/v4.3.1/nuget.exe
https://dist.nuget.org/win-x86-commandline/v4.4.2/nuget.exe
https://dist.nuget.org/win-x86-commandline/v4.4.2/nuget.exe

CVE-2019-0757

Release Notes Security Base: N/A
Nuget 4.5.2 Update Important Tampering Temporal: N/A Maybe
Vector: N/A
Release Notes Security Base: N/A
Nuget 4.6.3 Update Important Tampering Temporal: N/A Maybe
Vector: N/A
Release Notes Security Base: N/A
Nuget 4.7.2 Update Important Tampering Temporal: N/A Maybe
Vector: N/A
Release Notes Security Base: N/A
Nuget 4.8.2 Update Important Tampering Temporal: N/A Maybe
Vector: N/A
Release Notes Security Base: N/A
Nuget 4.9.4 Update Important Tampering Temporal: N/A Maybe
Vector: N/A
Release Notes Security Base: N/A
Mono Framework Version 5.18.0.223 Update Important Tampering Temporal: N/A Maybe
Vector: N/A
Release Notes Security Base: N/A
Mono Framework Version 5.20.0 Update Important Tampering Temporal: N/A Maybe
Vector: N/A

@Z IR 2019
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https://dist.nuget.org/win-x86-commandline/v4.5.2/nuget.exe
https://dist.nuget.org/win-x86-commandline/v4.5.2/nuget.exe
https://dist.nuget.org/win-x86-commandline/v4.6.3/nuget.exe
https://dist.nuget.org/win-x86-commandline/v4.6.3/nuget.exe
https://dist.nuget.org/win-x86-commandline/v4.7.2/nuget.exe
https://dist.nuget.org/win-x86-commandline/v4.7.2/nuget.exe
https://dist.nuget.org/win-x86-commandline/v4.8.2/nuget.exe
https://dist.nuget.org/win-x86-commandline/v4.8.2/nuget.exe
https://dist.nuget.org/win-x86-commandline/v4.9.4/nuget.exe
https://dist.nuget.org/win-x86-commandline/v4.9.4/nuget.exe
https://download.mono-project.com/archive/5.18.0/macos-10-universal/
https://download.mono-project.com/archive/5.18.0/macos-10-universal/
https://download.mono-project.com/archive/5.20.0/macos-10-universal/
https://download.mono-project.com/archive/5.20.0/macos-10-universal/

CVE-2019-0759 - Windows Print Spooler Information Disclosure

Vulnerability

- —_ Maximum Vulnerabilit
CVE ID Vulnerability Description . . y
Severity Rating Impact

CVE Title: Windows Print Spooler Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when the Windows Print Spooler does not

properly handle objects in memory. An attacker who successfully exploited this vulnerability

could use the information to further exploit the victim system.

To exploit this vulnerability, an attacker would have to first gain execution on the victim
CVE- s

ystem. _

2019-0759 Information
\VIITRE  The update addresses the vulnerability by correcting how the Windows Print Spooler handles ~ Important Disclosure
NVD objects in memory.

FAQ:

What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this

vulnerability is uninitialized memory.

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0759
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0759

CVE ID

Vulnerability Description

Maximum

Severity Rating

Vulnerability
Impact

None

None
Revision:

Mitigations:

Workarounds:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-

0759

Product

KB
Article

Severity

Impact

Supersedence

CVSS Score Set

Restart
Required

Windows 7
for 32-bit

4489878
Monthly

Important

Information

Disclosure

4486563

Base: 4.7

Temporal: 4.2

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878

CVE-2019-0759

Systems Rollup Vector:
Service 4489885 CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Pack 1 Security
Only
. 448987
Windows 7 Mc?r?tilS
for x64- Rollup y Base: 4.7
based 4489885 Important In_formatlon 4486563 Temporal: 4.2 Ves
Systems Securit Disclosure Vector:
Service y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Only
Pack 1
Windows
Server 2008 4489878
R2 for x64- [Monthly Base: 4.7
based Rollup Information Temporal: 4.2
Systems 4489885 Important 4486563 porat. £. Yes
. . Disclosure Vector:
Service Security
CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
Pack 1 Only
(Server Core
installation)
Windows 4489878 Information Base: 4.7
Server 2008 Monthly Important Disclosure 4486563 Temporal: 4.2 ves
@Z B FHY 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878

CVE-2019-0759

R2 for Rollup Vector:
Itanium- 4489885 CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Based Security
Systems Only
Service
Pack 1
Windows 4489878
Server 2008 Monthly Base: 4.7
R2 for x64- Rollup Information Temporal: 4.2
based 4489885 [Important | _. 4486563 Yes
Systems Security Disclosure Vector:
i CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 1
Windows 1, 150880
Server 2008 Monthly
for 32-bit Base: 4.7
Systems Rollup Information Temporal: 4.2
. 4489876 Important | _. 4487019 Yes
Service Security Disclosure Vector:
Pack 2 Only CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
(Server Core
installation)
Windows 4489884 Information Base: 4.7
Server 2012 Security Important Disclosure 4487025 Temporal: 4.2 ves
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884

CVE-2019-0759

Only Vector:
4489891 CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Monthly
Rollup
4489884
Windows gilcll;“ty Base: 4.7
Server 2012 4489891 Important In_formatlon 4487025 Temporal: 4.2 Ves
(Server Core Month Disclosure Vector:
installation) Rollupy CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
. Monthly Base: 4.7
Windows  Rollup Information Temporal: 4.2
8.1 for 32- 4489883 Important | _. 4487000 porat. £. Unknown
bit svstems |Securit Disclosure Vector:
y only Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4489881 Base: 4.7
8.1 for x64- Monthly Information Temporal: 4.2
I i 4487 k
based Rollup mportant Disclosure 87000 Vector: Unknown
systems 4489883 CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
@zt FHY 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0759

Security
Only
4489881
. Monthly Base: 4.7
Windows Rollup Information Temporal: 4.2
Server 2012 4489883 Important | _. 4487000 porat: . Unknown
R2 Securit Disclosure Vector:
only Y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881 Base: 4.7
Windows  Monthly Information Temporal: 4.2
RT 8.1 Rollup Important Disclosure 4487000 Vector: ves
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
Windows  [Monthly Base: 4.7
Server 2012 Rollup Information Temporal: 4.2
R2 (Server 4489883 Important| . 4487000 porat: . Unknown
Core Securit Disclosure Vector:
. . Y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation) Only
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0759

. 4489872 Base: 4.7
[Windows 10 Securit Information Temporal: 4.2
for 32-bit y Important | _. 4487018 porat. 4. Yes
Svstems Update Disclosure Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489872 Base: 4.7
for x64- Security Information Temporal: 4.2
| . 448701 Y
based Update mportant Disclosure 87018 Vector: e
Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489882 Base: 4.7
Windows  Security Information Temporal: 4.2
| . 448702 Y
Server 2016 Update mportant Disclosure 87026 Vector: e
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489882 Base: 4.7
Version Security Information Temporal: 4.2
| . 448702 Y
1607 for 32- Update mportant Disclosure 87026 Vector: e
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, 159852 Base: 4.7
Version Securit Information Temporal: 4.2
1607 for Y important 4487026 poral: £ Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4489882 Information Base: 4.7
L tant| _. 448702 Y
Server 2016 Security mportan Disclosure 87026 Temporal: 4.2 ©
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0759

(Server Core Update Vector:
installation) CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Windows 10 4489871 Base: 4.7
Version Security Information Temporal: 4.2
| . 448702 Y
1703 for 32- Update mportant Disclosure 87020 Vector: €
bit Systems CVSS:3.0/AV:L/IAC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, /00871 Base: 4.7
version Securit Information Temporal: 4.2
1703 for Y Important | _. 4487020 porat. . Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 10 4489886 Base: 4.7
Version Security Information Temporal: 4.2
1709 for 32- Update Important Disclosure 4486996 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, /20806 Base: 4.7
Version Securit Information Temporal: 4.2
1709 for Y Important . 4486996 porat. £. Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Systems
Windows .
4489886 Inf t Base: 4.7
Server, 2 Important OO 4 466906 ase Yes
. Security Disclosure Temporal: 4.2
version
@% R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0759

1709 Update Vector:
(Server Core CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Base: 4.7
Version Security Information Temporal: 4.2

I . 4487017
1803 for 32- Update mportant Disclosure 870 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10, \29g68 Base: 4.7
Version Securit Information Temporal: 4.2
1803 for y Important | _. 4487017 porat: . Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
Server, 4489868 Base: 4.7
version Security Information Temporal: 4.2

I
1803 Update mportant Disclosure 4487017 Vector: ves
(Server Core CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Base: 4.7
Version Security Information Temporal: 4.2
1803 for Update Important Disclosure 4487017 Vector: ves
ARMG64- CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0759

based
Systems
Windows 10 4489899 Base: 4.7
Version Security Information Temporal: 4.2
I . 4487044 v

1809 for 32- Update mportant Disclosure 870 Vector: e
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 /9809 Base: 4.7
Version Securit Information Temporal: 4.2
1809 for Y important 4487044 poral: £ Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10
Version 4489899 Base: 4.7
1809 for Security Information Temporal: 4.2
ARM64- Update Important Disclosure 4487044 Vector: ves
based CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems

4489899 Base: 4.7
Windows  Security Information Temporal: 4.2
Server 2019 Update Important Disclosure 4487044 Vector: ves

CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

Windows 4489899 Information Base: 4.7
Server 2019 Security Important Disclosure 4487044 Temporal: 4.2 ves
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0759

(Server Core Update Vector:
installation) CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Windows 10
Version 4489886 Base: 4.7
1709 for Security Information Temporal: 4.2
ARM64-  Update Important Disclosure 448699 Vector: ves
based CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4489880
Server ?008 Monthly Base: 4.7
for Itanium- Rollup Information Temporal: 4.2
Based 4489876 Important | _. 4487019 _ Yes
Systems Security Disclosure Vector:

. CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows ﬁfﬁﬁg
Server 2908 Rollup ' Base: 4.7
for 32-bit 4489876 [Important In.formatlon 4487019 Temporal: 4.2 Ves
Systems Security Disclosure Vector:
Service only CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
Pack 2
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0759

Windows 4489880
Server 2008 Monthly Base: 4.7
forx64- Rollup Information Temporal: 4.2
based 4489876 Important | _, 4487019 porat: . Yes
Svstems Securit Disclosure Vector:
y . Y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows
Server 2008 4489880
for x64- Monthly Base: 4.7
based Rollup Information Temporal: 4.2
Systems 4489876 Important | _, 4487019 porat. . Yes
. i Disclosure Vector:
Service Security
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 2 Only
(Server Core
installation)
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0761 - Internet Explorer Security Feature Bypass Vulnerability

CVE ID Vulnerability Description Maxn_num . Vulnerability
Severity Rating Impact
CVE Title: Internet Explorer Security Feature Bypass Vulnerability
Description:
A security feature bypass vulnerability exists when Internet Explorer fails to validate the
correct Security Zone of requests for specific URLs. This could allow an attacker to cause a
user to access a URL in a less restricted Internet Security Zone than intended.
To exploit this vulnerability, an attacker could email or otherwise provide a specially crafted
oVE URL to a victim and convince them to click on it.
2019- The security update addresses the vulnerability by correcting security feature behavior to _
0761 properly map affected URLS to the correct Security Zone. Low Security Feature
MITRE Bypass
NVD FAQ:
None
Mitigations:
None
Workarounds:
None
Revision:
1.0 03/12/2019 07:00:00
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0761
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0761

CVE ID Vulnerability Description Maxmum . Vulnerability
Severity Rating Impact
Information published. ‘
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0761
Product KB Article Severity Impact Supersedence CVSS Score Resta_rt
Set Required
;if:ﬁjSp?S Monthly Base: N/A
Internet Explc')rer 11 on Windows 7 for 32-bit 1489873 |E Important Security Feature 4486474 Temporal: Ves
Systems Service Pack 1 cumulative Bypass N/A
Vector: N/A
;1:;5'3'&18;8 Monthly Base: N/A
Internet Explt?rer 11 on Windows 7 for x64-based 1439873 |E Important Security Feature 4486474 Temporal: Yes
Systems Service Pack 1 ) Bypass N/A
Cumulative
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873

CVE-2019-0761

4489878 Monthly

Rollup Base: N/A
Internet Explorer 11 on Wm.dows Server 2008 R2 1439873 |E Low Security Feature 4436474 Temporal: Yes
for x64-based Systems Service Pack 1 ) Bypass N/A
Cumulative
Vector: N/A
4489873_ IE Base: N/A
Internet Explorer 11 on Windows 8.1 for 32-bit Cumulative Security Feature Temporal:
P | 4489881 Monthly Important y 4487000 POTAL es
systems Rollu Bypass N/A
P Vector: N/A
4489873_ IE Base: N/A
Internet Explorer 11 on Windows 8.1 for x64- Cumulative Security Feature Temporal:
P ' 4489881 Monthly Important y 4487000 POTEE " Ves
based systems Rollu Bypass N/A
: Vector: N/A
4489873_ IE Base: N/A
Cumulative Security Feature Temporal:
Internet Explorer 11 on Windows Server 2012 R2 4489881 Monthly |Low Bypassy 4487000 N/ Ap " Yes
Rollup Vector: N/A
4489881 Monthly .
. Security Feature Base: N/A
Internet Explorer 11 on Windows RT 8.1 Rollup Important |ty N 4487000 Yes
Bypass Temporal:

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881

CVE-2019-0761

N/A
Vector: N/A
. Base: N/A
. . 4489872 t .
Internet Explorer 11 on Windows 10 for 32-bit 89872 Security Security Feature Temporal:
Update Important 4487018 Yes
Systems Bypass N/A
Vector: N/A
. Base: N/A
. 4489872 S t .
Internet Explorer 11 on Windows 10 for x64- ecurtty Security Feature Temporal:
Update Important 4487018 Yes
based Systems Bypass N/A
Vector: N/A
(1489882 Security Security Feature '?:f: ::ZIA'\
Internet Explorer 11 on Windows Server 2016 Update Low y 4487026 porat Yes
Bypass N/A
Vector: N/A
: Base: N/A
. . 4489882 S t .
Internet Explorer 11 on Windows 10 Version Undate eeunty Important Security Feature 4487026 Temporal: Yes
1607 for 32-bit Systems P P Bypass N/A
Vector: N/A
: Base: N/A
. . 4489882 S t .
Internet Explorer 11 on Windows 10 Version Undate ety Imoortant Security Feature 4487026 Temporal: Yes
1607 for x64-based Systems P P Bypass N/A
Vector: N/A

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0761

. Base: N/A
Internet Explorer 11 on Windows 10 Version 34?&?‘:1 Security Imoortant Security Feature 4487020 Temporal: Yes
1703 for 32-bit Systems P P Bypass N/A
Vector: N/A
. Base: N/A
. . 4489871 t .
Internet Explorer 11 on Windows 10 Version U E;9a?e Security Important Security Feature 4487020 Temporal: Yes
1703 for x64-based Systems P P Bypass N/A
Vector: N/A
. Base: N/A
. . 44 t .
Internet Explorer 11 on Windows 10 Version U 29536 Security Important Security Feature 4486996 Temporal: Yes
1709 for 32-bit Systems P P Bypass N/A
Vector: N/A
: Base: N/A
. . 44 .
Internet Explorer 11 on Windows 10 Version U 29536 Security Important Security Feature 4486996 Temporal: Ves
1709 for x64-based Systems P P Bypass N/A
Vector: N/A
Base: N/A
. . 4489868 Securit .
Internet Explorer 11 on Windows 10 Version Undate eeurtty Imoortant Security Feature 4487017 Temporal: Yes
1803 for 32-bit Systems P P Bypass N/A
Vector: N/A
. . 4489868 Securit .
Internet Explorer 11 on Windows 10 Version Undate ecunty Important Security Feature 4487017 Base: N/A Ves
1803 for x64-based Systems P P Bypass Temporal:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0761

N/A
Vector: N/A
. Base: N/A
. . 448986 t .
Internet Explorer 11 on Windows 10 Version U ila&:e8 Security Important Security Feature 4487017 Temporal: Yes
1803 for ARM64-based Systems P P Bypass N/A
Vector: N/A
. Base: N/A
. . 4489899 S t .
Internet Explorer 11 on Windows 10 Version Undate ecurtty Imoortant Security Feature 4487044 Temporal: Yes
1809 for 32-bit Systems P P Bypass N/A
Vector: N/A
. Base: N/A
. . 4489899 S t .
Internet Explorer 11 on Windows 10 Version Undate eeunty Important Security Feature 4487044 Temporal: Yes
1809 for x64-based Systems P P Bypass N/A
Vector: N/A
: Base: N/A
Internet Explorer 11 on Windows 10 Version t4i?§39 Security Important Security Feature 4487044 Temporal: Ves
1809 for ARM64-based Systems P P Bypass N/A
Vector: N/A
(1489899 Security Security Feature '?:rST?: cIJ\:ZIA'\
Internet Explorer 11 on Windows Server 2019 Update Low y 4487044 porat: Yes
Bypass N/A
Vector: N/A

@Z IR 2019

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0761

. Base: N/A
. . 4489886 S t .
Internet Explorer 11 on Windows 10 Version Undate ecurtty Imoortant Security Feature 4436996 Temporal: Yes
1709 for ARM64-based Systems P P Bypass N/A
Vector: N/A
44
89873_|E Base: N/A
Cumulative Security Feature Temporal:
Internet Explorer 10 on Windows Server 2012 4489891 Monthly |Low Bypassy 4487025 N/ Ap "~ Yes
Rollup Vector: N/A

CVE-2019-0762 - Microsoft Browsers Security Feature Bypass Vulnerability

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE- CVE Title: Microsoft Browsers Security Feature Bypass Vulnerability
2019- Description: .
. - . . . Security Feature
0762 A security feature bypass vulnerability exists when Microsoft browsers improperly handle Low BvDass
MITRE  requests of different origins. The vulnerability allows Microsoft browsers to bypass Same-Site yp
NVD cookie restrictions, and to allow requests that should otherwise be ignored. An attacker who
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0762
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0762

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

successfully exploited the vulnerability could force the browser to send data that would otherwise
be restricted.

In a web-based attack scenario, an attacker could host a specially crafted website that is designed
to exploit the vulnerability through Microsoft browsers and then convince a user to view the
website. The attacker could also take advantage of compromised websites, and websites that
accept or host user-provided content or advertisements. These websites could contain specially
crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how affected Microsoft browsers
handle cross-domain requests.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0762

. . Restart
Product KB Article Severity [Impact Supersedence CVSS Score Set © a_r
Required
Internet
Explorer 11 4489878
on Monthly Security Base: 4.3
Windows 7 Rollup Temporal: 3.9
for 32-bit 480873 | | mPOTtant ;eat;srse 4480474 Vector: ves
Systems Cumulative yp CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C
Service
Pack 1
Explorr 11 (4%
P Monthly . Base: 4.3
on Rollu Security Temporal: 3.9
Windows 7 P Important Feature 4486474 porat: <. Yes
for x64- 4489873 IE Bypass Vector:
based Cumulative yp CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873

CVE-2019-0762

Service

Pack 1

Internet

Explorer 11

on 4489878

Windows  Monthly . Base: 2.4

Server 2008 Rollup Security Temporal: 2.2

R2 for x64- 44gog73 | |OW  [Feature 44BoATA o vor: ves
based Cumulative Bypass CVSS:3.0/AV:N/AC:L/PR:H/UL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C
Systems

Service

Pack 1

Internet 4489873 IE

Explorer 11 |Cumulative Security Base: 4.3

on ABOBELortant Feature 4487000 | cmPoral 39 Yes
Windows  Monthly Bypass Vector:

8.1 for 32- Rollup CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C

bit systems

Internet | 180873 IE . Base: 4.3

Explorer 11 Cumulative Security Temporal: 3.9

on Important Feature 4487000 Yes
Windows 4489881 Bypass Vector:

8.1 for x64- Monthly CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881

CVE-2019-0762
based Rollup
systems
Internet 4489873 IE
Explorer 11 Cumulative Security Base: 2.4
on HAB9BEL ) W Featwre a44s7oop | cmPorali22 Yes
Windows  Monthly BvVDasS Vector:
Server 2012 Rollup yp CVSS:3.0/AV:N/AC:L/PR:H/UIL:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C
R2
Internet 1, 180881 _ Base: 4.3
Explorer 11 Monthl Security Temporal- 3.9
on y Important Feature 4487000 porat: <. Yes
. Rollup Vector:
Windows Bypass
RT 8.1 CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C
Internet
Explorer 11 |, /80886 . Base: 4.3
on Securit Security Temporal: 3.9
Windows y Important Feature 4486996 T Yes
10 Version Update Bypass Vector:
yp CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C
1709 for 32-
bit Systems
Internet Security
44 NS
Explorer 11 898.86 Important Feature 4486996 Base: 4.3 Yes
Security Temporal: 3.9
on Bypass
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0762
Windows  Update Vector:
10 Version CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C
1709 for
x64-based
Systems
Internet
Explorer 11 | 150868 _ Base: 4.3
on Securit Security Temporal: 3.9
Windows y Important Feature 4487017 poral: 3. Yes
10 Version Update Bypass Vector:
P CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C

1803 for 32-
bit Systems
Internet
Explorer 11
on 4489868 Security Base: 4.3
WmeV\.IS Security Important Feature 4487017 Temporal: 3.9 Yes
10 Version |Update BVDass Vector:
1803 for yp CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C
x64-based
Systems
Internet Security

4489868 Base: 4.
Explorer 11 . Important Feature 4487017 ase: 4.3 Yes

Security Temporal: 3.9
on Bypass
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0

762

Windows
10 Version
1803 for
ARM64-
based
Systems

Update

Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C

Internet
Explorer 11
on
Windows
10 Version
1809 for 32-
bit Systems

4489899
Security
Update

Important

Security
Feature
Bypass

4487044

Base: 4.3

Temporal: 3.9

Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C

Yes

Internet
Explorer 11
on
Windows
10 Version
1809 for
x64-based

4489899
Security
Update

Systems

Important

Security
Feature
Bypass

4487044

Base: 4.3

Temporal: 3.9

Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0762

Internet

Explorer 11

on 4489899 Base: 4.3

[Windows Security Security Tem[.)orlal' 3.9

10 Version Important Feature 4487044 T Yes

1809 for Update Bypass Vector:

ARM64- CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C

based

Systems

Internet 1, 189899 . Base: 2.4

Explorer 11 Security Security Temporal: 2.2

on Low Feature 4487044 Yes

Windows Update Bypass Vector:
CVSS:3.0/AV:N/AC:L/PR:H/UIL:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C

Server 2019

Internet

Explorer 11

on 4489886 Base: 4.3

[Windows Security Security Temp.)orlal' 3.9

10 Version Important Feature 4486996 o Yes

1709 for Update Bypass Vector:

ARMG4- CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C

based

Systems

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0762

Microsoft

Edge on 4489886 Security Base: 4.3

WmeV\.IS Security Important Feature 4486996 Temporal: 3.9 Yes

10 Version |Update Bypass Vector:

1709 for 32- CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C

bit Systems

Microsoft

Edgeon 1, /80886 _ Base: 4.3

Windows Security Security Temporal: 3.9

10 Version Important Feature 4486996 Yes

1709 for Update Bypass Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edge on 4489868 Security Base: 4.3

WmeV\.IS Security Important Feature 4487017 Temporal: 3.9 Yes

10 Version |Update Bypass Vector:

1803 for 32- CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/IA:N/E:P/RL:O/RC:C

bit Systems

Microsoft 4489868 Security Base: 4.3

Ed.ge on Security Important Feature 4487017 Temporal: 3.9 Yes

Windows Update Bypass Vector:

10 Version CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0762

1803 for

x64-based

Systems

Microsoft

Edge on

Windows 4489868 Security Base: 4.3

10 Version |Security Important Feature 4487017 Temporal: 3.9 Ves
1803 for Update BVDasS Vector:

ARM®64- yp CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
based

Systems

Microsoft

Edge on 4489899 Security Base: 4.3

WmeV\.IS Security Important Feature 4487044 Temporal: 3.9 Yes
10 Version |Update BVDass Vector:

1809 for 32- yp CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C

bit Systems

Microsoft |, /59899 . Base: 4.3

Edge on Securit Security Temporal: 3.9

Windows y Important Feature 4487044 porat: <. Yes
10 Version Update Bypass Vector:

1809 for yp CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0762

x64-based

Systems

Microsoft

Edge on

Windows 4489899 Security Base: 4.3

10 Version |Security Important Feature 4487044 Temporal: 3.9 Ves
1809 for Update Bypass Vector:

ARM64- CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
based

Systems

Microsoft 4489899 Security Base: 4.3

Ed-ge on Security Low Feature 4487044 Temporal: 3.9 Ves
Windows  Update Bypass Vector:

Server 2019 CVSS:3.0/AV:N/AC:L/PR:N/ULLR/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Microsoft

Edge on

Windows 4489886 Security Base: 4.3

i(;()\;e;s:on lSJZCdu;tI;y Important Feature 4486996 ;I'/eer;gcr):ral. 39 Yes
ARM64- Bypass CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:PIRL:O/RC:C
based

Systems

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

i

2SN

CVE-2019-0763 - Internet Explorer Memory Corruption Vulnerability

Maximum

Internet Explorer and then convince a user to view the website. The attacker could also take
advantage of compromised websites, or websites that accept or host user-provided content or
advertisements, by adding specially crafted content that could exploit the vulnerability. However,
in all cases an attacker would have no way to force a user to view the attacker-controlled content.
Instead, an attacker would have to convince a user to take action, typically by an enticement in an
email or instant message, or by getting the user to open an attachment sent through email.

- L . Vulnerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE Title: Internet Explorer Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists when Internet Explorer improperly accesses objects
in memory. The vulnerability could corrupt memory in such a way that an attacker could execute
arbitrary code in the context of the current user. An attacker who successfully exploited the
vulnerability could gain the same user rights as the current user. If the current user is logged on
CVE- with administrative user rights, the attacker could take control of an affected system. An attacker
2019- could then install programs; view, change, or delete data; or create new accounts with full user
) Remote Code
0763 rights. Moderate .
MITRE Execution
NVD An attacker could host a specially crafted website designed to exploit the vulnerability through

@%FHE 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0763
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0763

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

The security update addresses the vulnerability by modifying how Internet Explorer handles

Affected Software

The following tables list the affected software details for the vulnerability.

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0763

. . R
Product KB Article Severity Impact Supersedence CVSS Score Set esta_rt
Required
Internet
i(z'r?rer 1489878
. Monthl 7.
Windows Rc?l?ttjp ’ Remote '?:rs:pc?r:r 6.7
gi1t‘or 32- 1489873 |E Critical (E:)cztejsuﬂon 4486474 Vector: Yes
Systems Cumulative CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service
Pack 1
Internet
fﬁ’)‘:rer 1489878
wigows [0 gaon .
Z af:erdx64- 1489873 |E Critical E)(:gfuﬂon 4486474 Vector: Yes
Systems Cumulative CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service
Pack 1
Internet 4489878 Remote
Base: 6.4
Explorer |Monthly  Moderate Code 4486474 Yes
. Temporal: 5.8
11 on Rollup Execution
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878

CVE-2019-0763

Windows 4489873 IE Vector:

Server Cumulative CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2008 R2

for x64-

based

Systems

Service

Pack 1

'En;e:gf;r 4489873 |E

1 F())n Cumulative Remote Base: 7.5

Windows 489881 Critical |Code 4487000 Temporal: 6.7 Yes
8.1 for 32 Monthly Execution vector:

bit Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
systems

'E':e';zf; 4489873 |E

1 F())n Cumulative Remote Base: 7.5

Windows |81 oritical Code  44s7opn | emPorali6.7 Yes
8.1 for Monthly Execution Vector:

' Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based

systems

@Z B FHY 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881

CVE-2019-0763

Internet 4489873 IE
Explorer (Cumulative Remote Base: 6.4
11.on 1489881 Moderate Code 4487000 Temporal: 5.8 Yes
Windows Monthly Execution Vector:
Server Rollup CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2012 R2
Internet

4489881 Base: 7.5
Explorer Monthl Remote Temporal: 6.7
11 0n Y lcritical Code 4487000 porat. . Yes
Windows Rollup Execution Vector:
RT 8.1 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Internet
Explorer | 159872 Base: 7.5
11 on Securit Remote Temporal: 6.7
Windows Y Critical Code 4487018 porat- © Yes
10 for 32 Update Execution vector:
bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Internet |, 10872 Base: 7.5
Explorer Securit Remote Temporal: 6.7
11 0n V" lcritical Code 4487018 poral: ©. Yes
Windows Update Execution Vector:
10 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872

CVE-2019-0763

x64-based
Systems
Internet
Explorer 4489882 Base: 6.4
11 on Security Remote Temporal: 5.8
. Moderate Code 4487026 Yes
Windows Update Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2016
Internet
Explorer
11_on 44898%82 Remote Base: 7.5
WlndOV\./S Security Critical Code 4487026 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
Internet
Explorer 4489882 Base: 7.5
11 on Security . Remote Temporal: 6.7
. Critical |Code 4487026 Yes
Windows Update Execution Vector:
10 Version CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1607 for
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0763

x64-based
Systems
Internet
Explorer
11_on 44898%71 Remote Base: 7.5
Wlndovx_/s Security Critical Code 4487020 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-hit
Systems
Internet
Explorer
11-on 44898_71 Remote Base: 7.5
WlndOVYS Security Critical Code 4487020 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internel | 180886 Base: 7.5
Explorer Security Remote Temporal: 6.7
11 on Critical |Code 4486996 T Yes
Windows Update Execution Vector:
i CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
10 Version
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0763
1709 for
32-bit
Systems
Internet
Explorer
11_on 44898%86 Remote Base: 7.5
Wlndovx_/s Security Critical Code 4486996 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet
Explorer
11.on 44898_68 Remote Base: 7.5
WlndOVYS Security Critical Code 4487017 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1803 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
Internet 4489868 Base: 7.5
Explorer |Security . Remote Temporal: 6.7
Critical Code 4487017 Yes
11 on Update Execution Vector:
Windows CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0763

10 Version
1803 for
x64-based
Systems

Internet
Explorer
11 on
Windows
10 Version
1803 for
ARMG64-
based
Systems

4489868
Security
Update

Critical

Remote
Code
Execution

4487017

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

Internet
Explorer
11 on
Windows
10 Version
1809 for
32-bit
Systems

4489899
Security
Update

Critical

Remote
Code
Execution

4487044

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0763
Internet
Explorer
11.on 44898_99 Remote Base: 7.5
WlndOVYS Security Critical Code 4487044 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1809 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet
Explorer
1Lon 80899 Base: 7.5
Windows Security Remote Temporal: 6.7
10 Version Critical |Code 4487044 Yes
1809 for Update Execution Vector:
ARMG4- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
based
Systems
Internet
Explorer 4489899 Base: 6.4
11 on Security Remote Temporal: 5.8
. Moderate Code 4487044 Yes
Windows Update Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0763

Internet

Explorer

11-on 4489886 Base: 7.5

[Windows Securit Remote Temporal: 6.7

10 Version Y critical Code 4486996 poral- ©. Yes
1709 for Update Execution vector:

ARMG4 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
based

Systems

Internet 4489873 IE

Explorer (Cumulative Remote Base: 6.4

10.0n 1489891 Moderate Code 4487025 Temporal: 5.8 Yes
Windows Monthly Execution Vector:

Server Rollup CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2012
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891

i

CVE-2019-0765 - Comctl32 Remote Code Execution Vulnerability

2SN

Maximum
CVE ID Vulnerability Description Severity
Rating

Vulnerability
Impact

CVE Title: Comctl32 Remote Code Execution Vulnerability

Description:

A remote code execution vulnerability exists in the way that comctl32.dll handles objects in
memory. The vulnerability could corrupt memory in such a way that an attacker could execute
arbitrary code in the context of the current user. An attacker who successfully exploited the
vulnerability could gain the same user rights as the current user. If the current user is logged on
CVE- with administrative user rights, the attacker could take control of an affected system. An attacker
2019- could then install programs; view, change, or delete data; or create new accounts with full user
0765 rights. Important
MITRE
NVD

Remote Code
Execution
An attacker could host a specially crafted website designed to exploit the vulnerability through
Internet Explorer and then convince a user to view the website. The attacker could also take
advantage of compromised websites, or websites that accept or host user-provided content or
advertisements, by adding specially crafted content that could exploit the vulnerability. However,
in all cases an attacker would have no way to force a user to view the attacker-controlled content.
Instead, an attacker would have to convince a user to take action, typically by an enticement in an
email or instant message, or by getting the user to open an attachment sent through email.

@%FHE 2019 http://www.nsfocus.com


http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0765
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0765

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The security update addresses the vulnerability by modifying how comctl32.dll handles objects in
memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-0765

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4489878
Wlndows 7 [Monthly Base: 7.5
for 32-bit Rollup Remote Temporal- 6.7
Systems 4489885 |Important Code 4486563 Vectgr' T Yes
ferv'ce Pack gicl‘;”ty Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
. 448987
Windows 7 Mc?r?tilS
for x64- y Base: 7.5
based Rollup Remote Temporal: 6.7
4489885 |Important Code 4486563 porat: . Yes
Systems Securit Execution vector:
Service Pack Only y CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1
Windows 4489878
Server 2008 Monthly Base: 6.4
R2 for x64- Rollup Remote Temporal- 5.8
based 4489885 Important Code 4486563 Vectzr' T Yes
Systems - security Execution CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:PIRL:O/RC:C
Service Pack Only
1 (Server
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0765

Core
installation)
Windows |, 160878
Server 2008 Monthl
R2 for y Base: 6.4
Itanium- Rollup Remote Temporal: 5.8
4489885 |Important Code 4486563 porat: . Yes
Based Securit Execution Vector:
Systems onl y CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack y
1
Windows 4489878
Server 2008 |Monthly Base: 6.4
R2 for x64- Rollup Remote Temporal- 5.8
based 4489885 Important Code 4486563 Vectgr' T Yes
Systems - security Execution CVSS:3.0/AV:NJAC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only
1
Windows
Server 2008 4489880 Base: 6.4
for 32-bit Monthly Remote Temporal: 5.8
Rollup  Important Code 4487019 porat: . Yes
SYSIeMS | 130876 Execution Vector:
Service Pack Securit CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 (Server Y
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0765

Core Only
installation)
4489884
Security Base: 6.4
Windows Only Remote Temporal: 5.8
4489891 Important Code 4487025 porat: . Yes
Server 2012 Monthl Execution Vector:
Rollup y CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489884
Windows gicll;“ty Remote Base: 6.4
Server 2012 4489891 |Important Code 4487025 Temporal: 5.8 Yes
(Server Core Month Execution Vector:
installation) Rollupy CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489881
Monthly _
Windows 8.1 Rollup Remote '?:rST?'Zr.:I' 6.7
for 32-bit 4489883 Important Code 4487000 Vectgr' T Unknown
systems fﬁi”ty Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/IRL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0765

4489881
Windows 8.1 Monthly Base: 7.5
for x64 Rollup Remote Temporal: 6.7
4489883 |Important Code 4487000 porat- . Unknown
based Securit Execution vector:
systems only Y CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489881
. Monthly Base: 6.4
Windows  Rollup Remote Temporal- 5.8
Server 2012 4489883 [Important Code 4487000 Vectzr' T Unknown
R2 iclsr'ty Execution CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489881 Remote Base: 7.5
Wi RT Monthl T l: 6.7
indows RT MOntily, o rtant Code 4487000 emporal: 6 Yes
8.1 Rollup Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489881 Base: 6.4
Server 2012 Monthly Remote Tem.or.al' 5 g
R2 (Server  Rollup  Important Code 4487000 Vectgr' T Unknown
4489883 E i '
core . xecution CV/SS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation) Security
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0765

Only
w10 e
for 32-bit Y Important Code 4487018 porat- o. Yes
Systems Update Execution vector:
y CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489872 Remote Base: 7.5
for x64- Security Important Code 4487018 Temporal: 6.7 Ves
based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489882 Remote Base: 6.4
Windows Security Temporal: 5.8
Server 2016 |Update Important g:ssution 4487026 Vector: ves
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489882 Base: 7.5
Version 1607 Security Remote Temporal: 6.7
. Important Code 4487026 o Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Wi 1
indows 10 |, 09582 Base: 7.5
Version 1607 Securit Remote Temporal: 6.7
for x64- y Important Code 4487026 porat- . Yes
based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0765

Windows 4489882 Remote Base: 6.4
Server 2016 |Security Important Code 4487026 Temporal: 5.8 Ves
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489871 Base: 7.5
Version 1703 |Security Remote Temporal: 6.7

. Important Code 4487020 T Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |,/ oog71 Base: 7.5
Version 1703 Securit Remote Temporal: 6.7
for x64- Y Important Code 4487020 porat- o. Yes
based Update Execution vector:

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C

Systems
Windows 10 4489886 Base: 7.5
Version 1709 Security Remote Temporal: 6.7

. Important Code 4486996 T Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, \oogg6 Base: 7.5
Version 1709 Securit Remote Temporal: 6.7
for x64- y Important Code 4486996 porat: . Yes
based Update Execution vector:

CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0765

Windows | /150886 Base: 6.4
Server, Securit Remote Temporal: 5.8
version 1709 y Important Code 4486996 poral. 5. Yes
(Server Core Update Execution Vector:
. CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Base: 7.5
Version 1803 Security Remote Temporal: 6.7
. Important Code 4487017 T Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Wi 1
indows 10 |, /0868 Base: 7.5
Version 1803 Securit Remote Temporal: 6.7
for x64- Y Important Code 4487017 porat- o. Yes
based Update Execution vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Wi
indows 180868 Base: 6.4
Server, Securit Remote Temporal: 5.8
version 1803 Y Important Code 4487017 porat: . Yes
(Server Core Update Execution vector:
. CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
Installation)
44 L
Windows 10 SeijfifB Remote _?Z: ngl' 6.7
Version 1803 y Important Code 4487017 porat- . Yes
for ARM64- Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@% R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0765

based
Systems
Windows 10 4489899 Base: 7.5
Version 1809 Security Remote Temporal: 6.7
. Important Code 4487044 T Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, /09899 Base: 7.5
Version 1809 Securit Remote Temporal: 6.7
for x64- Y Important Code 4487044 porat: ©. Yes
based Update Execution vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
Windows 10 |, 09809 Base: 7.5
Version 1809 Securit Remote Temporal: 6.7
for ARM64- Y important Code 14487044 poral. ©. Yes
based Update Execution vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
Systems
4489899 Remote Base: 6.4
Windows Security Temporal: 5.8
Server 2019 |Update Important E)?gc?ution 4487044 Vector: ves
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
. Remote _
Windows 4489899, ot Code  4ag7oas oo 64 Yes
Server 2019 |Security . Temporal: 5.8
Execution
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0765

2

(Server Core |Update Vector:
installation) CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |, /09886 Base: 7.5
Version 1709 Securit Remote Temporal: 6.7
for ARM64- y Important Code 4486996 porat: . Yes
based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489880
Server ?008 Monthly Base: 6.4
for Itanium- Rollup Remote Temporal- 5.8
Based 4489876 Important Code 4487019 Vectgr' T Yes
Systems - security Execution CV/SS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:HIA:H/E:P/RL:O/RC:C
Service Pack Only
2

44
Windows Mfr?ifio
Server 2008 y Base: 6.4
for 32-bit Rollup Remote Temporal: 5.8

4489876 |Important Code 4487019 porat: . Yes
Systems Securit Execution vector:
Service Pack only y CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0765

Windows 4489880

Server 2008 Monthly Base: 6.4

for x64- Rollup Remote Temporal- 5.8

based 4489876 Important Code 4487019 Vectzr' T Yes
Systems - security Execution CVSS:3.0/AV:NJAC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only

2

Windows

Server 2008 4489880

for x64- Monthly Base: 6.4

based Rollup Remote Temporal- 5.8

Systems 4489876 |Important Code 4487019 Vectzr' T Yes
Service Pack Security Execution CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

2 (Server Only

Core

installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0766 - Microsoft Windows Elevation of Privilege Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

CVE-
2019-0766
MITRE
NVD

Description:

allows file creation in arbitrary locations.

control of an affected system.

to create files in arbitrary locations.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00

CVE Title: Microsoft Windows Elevation of Privilege Vulnerability

An elevation of privilege vulnerability exists in Windows AppX Deployment Server that

To exploit the vulnerability, an attacker would first have to log on to the system. An attacker
could then run a specially crafted application that could exploit the vulnerability and take

The update addresses the vulnerability by not permitting Windows AppX Deployment Server

Important

Elevation of
Privilege
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0766
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0766

CVE ID Vulnerability Description

Maximum Vulnerability
Severity Rating Impact

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0766

Product KB Article Severity [Impact Supersedence CVSS Score Set Resta_rt
Required
4489882 Base: 6.7
Windows Server 2016 Security Important Elfev'atlon of 4487026 Temporal: 6.7 Yes
Update Privilege Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/I:H/A:H
[Windows 10 Version giijﬁfz Elevation of '?Zf: : c?rZI' 6.7
1607 for 32-bit y Important . 4487026 porat- o. Yes
Svstems Update Privilege Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/I:H/A:H
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0766

Windows 10 Version giijﬁfz Elevation of _?:;? : c?r.ZI' 6.7
1607 for x64-based y Important _ . 4487026 porat: ©. Yes
Svstems Update Privilege Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/I:H/A:H
Windows Server 2016 44895%82 . Base: 6.7
Security Elevation of Temporal: 6.7
(Server Core Important|_ . . 4487026 Yes
installation) Update Privilege Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/l:H/A:H
Windows 10 Version :ifjizl Elevation of '?:rsr? : c?r.:I' 6.7
1703 for 32-bit " Important ~ " 4487020 porat- o. Yes
Svstems Update Privilege Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H
Windows 10 Version gﬁjﬁ? Elevation of '?;Sr? : c?rZI' 6.7
1703 for x64-based y Important| _ .. 4487020 porat: . Yes
Svstems Update Privilege Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H
Windows 10 Version :i§3ﬁ§6 Elevation of ?Z‘: : SrlZI' 6.7
1709 for 32-bit Y limportant = -V 4486996 porat: ©. Yes
Svstems Update Privilege Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/l:H/A:H
Windows 10 Version
4489886 Elevation of Base: 6.7
1709 for x64-based . Important .ev.a 'on o 4486996 ase: 6 Yes
Security Privilege Temporal: 6.7
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0766

based Systems

CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H

Update Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/I:H/A:H
Windows Server, 22232?6 Elevation of 'I?:rsr? : c?rZI' 6.7
version 1709 (Server y Important| .. 4486996 porat: . Yes
Core Installation) Update Privilege Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/I:H/A:H
Windows 10 Version ggfiﬁfS Elevation of 'I?err? : (?rlZI' 6.7
1803 for 32-bit Y limportant o 4487017 poral. ©. Yes
Svstems Update Privilege Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/I:H/A:H
Windows 10 Version :ifﬁﬁfS Elevation of 'I?err? : (?rlZI' 6.7
1803 for x64-based Y limportant ~ -V 4487017 porat: ©. Yes
Svsterms Update Privilege Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/l:H/A:H
Windows Server, ggfiﬁ? Elevation of 'I?err? : SrlZI' 6.7
version 1803 (Server y Important _ . . 4487017 porat: ©. Yes
Core Installation) Update Privilege Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/l:H/A:H
Windows 10 Version gifjﬁffs Elevation of '?::: : gr.;' 6.7
1803 for ARM64- Y limportant — - 4487017 porat-o. Yes
Update Privilege Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0766

based Systems

Windows 10 Version ‘81223339 Elevation of _?:;? : c?r.ZI' 6.7
1809 for 32-bit Y limportant = -V 4487044 porat: ©. Yes
Svstems Update Privilege Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/I:H/A:H
Windows 10 Version ‘812233539 Elevation of '?:rsr? : c?r.:I' 6.7
1809 for x64-based y Important| _ . 4487044 porat: . Yes
Svstems Update Privilege Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/l:H/A:H
Windows 10 Version ‘812233539 Elevation of '?:rsr? : c?r.:I' 6.7
1809 for ARM64- " limportant ~ - 4487044 porat- o. Yes
based Svstems Update Privilege Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/I:H/A:H
4489899 Base: 6.7
Windows Server 2019 Security Important Elfav_atlon of 4487044 Temporal: 6.7 Yes
Update Privilege Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/I:H/A:H
Windows Server 2019 44898_99 . Base: 6.7
Security Elevation of Temporal: 6.7
(Server Core Important|_ . . 4487044 Yes
installation) Update Privilege Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/I:H/A:H
Windows 10 Version . )
1700 for ARMBA- | CO80  ortant £ e VAUON OF ) pogagg  [BAsE: 67 Yes
Security Privilege Temporal: 6.7
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0766

‘Update ‘ ‘

ector:
‘ E:/VSS:&O/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H

CVE-2019-0767 - Windows Kernel Information Disclosure Vulnerability

- . Maximum Vulnerabili
CVE ID Vulnerability Description . . v
Severity Rating Impact

CVE Title: Windows Kernel Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when the Windows kernel improperly initializes

objects in memory.
CVE- To exploit this vulnerability, an authenticated attacker could run a specially crafted
9019-0767 appf)llllcitlon. An attagkerhwho Slﬂt(:;issfully exploited this vulnerability could obtain information S Information
MITRE to turther compromise the useraf S system. p Disclosure
NVD The update addresses the vulnerability by correcting how the Windows kernel initializes

objects in memory.

FAQ:

What type of information could be disclosed by this vulnerability?

@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0767
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0767

CVE ID Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is uninitialized memory and kernel memory - unintentional read access to
memory contents in kernel space from a user mode process.

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0767

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4489878
Wlndows 7 [Monthly Base: 4.7
for 32-bit Rollup Information Temporal: 4.2
Systems 4489885 Important | _. 4486563 porat: . Yes
Service Securit Disclosure Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 Only
. 448987
Windows 7 Mc?r?tilS
for x64- Rollup y Base: 4.7
based 4489885 Important In_f ormation 4486563 Temporal: 4.2 Yes
Systems Securit Disclosure Vector:
Service onl Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 y
Windows 4489878
Server 2008 Monthly Base: 4.7
R2 for x64- Rollup Information Temporal: 4.2
based 4489885 Important | . 4486563 porat. £. Yes
Svstems Securit Disclosure Vector:
y i Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 1
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0767

(Server Core

installation)

Windows ) /o078

Server 2008 Monthl

R2 for y Base: 4.7

Itanium Rollup Information Temporal: 4.2
4489885 Important | _. 4486563 porat: . Yes

Based Securit Disclosure Vector:

Systems y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

i Only

Service

Pack 1

Windows 4489878

Server 2008 Monthly Base: 4.7

R2ffor x64- Rollup Information Temporal: 4.2

based 4489885 [Important | _. 4486563 porat: . Yes

Svstems Securit Disclosure Vector:

ySte y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Service Only

Pack 1

Windows

Server 2008 ﬁfﬁiﬁg Base: 4.7

for 32-bit Rollup  Important In_formatlon 4487019 Temporal: 4.2 Ves

Systems 1489376 Disclosure Vector:

Service . CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Security

Pack 2

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0767

(Server Core Only
installation)
4489884
giclt;“ty Base: 4.7
Windows 4489891 [Important In_formatlon 4487005 Temporal: 4.2 Ves
Server 2012 Monthl Disclosure Vector:
Rollup y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489884
Windows gicll;“ty Base: 4.7
Server 2012 4489891 [Important In.formatlon 4487005 Temporal: 4.2 Ves
(Server Core Month Disclosure Vector:
installation) Rollupy CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
. Monthly Base: 4.7
Windows  Rollup Information Temporal: 4.2
8.1 for 32- 4489883 Important | _. 4487000 porat: . Unknown
bit svstems  Securit Disclosure Vector:
y only y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0767

4489881
Windows ::I;T:gly Base: 4.7
8.LTOrx64- |, ) 20583 Important MTOMMAION |y yaghgg  TEMPOral: 4.2 Unknown
based Securit Disclosure Vector:
systems only Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
. Monthly Base: 4.7
Windows Rollup Information Temporal: 4.2
Server 2012 4489883 Important | _. 4487000 porat. . Unknown
R? Securit Disclosure Vector:
only Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
4489881 Base: 4.7
Windows  Monthly Information Temporal: 4.2
RT 8.1 Rollup Important Disclosure 4487000 Vector: ves
CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4489881
server 2012 Monthly Information '?:f:.:;mz
R2 (Server |Rollup [Important | _. 4487000 porat: . Unknown
Core 1489383 Disclosure Vector:
. . . CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
installation) Security
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0767

Only
Windows 10 gﬁjﬁzz Information '?zf:: :r.ZI' 4.2
for 32-bit Y Important . 4487018 porat: . Yes
Svstems Update Disclosure Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489872 Base: 4.7
for x64- Security Information Temporal: 4.2
based Update Important Disclosure 4487018 Vector: ves
Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489882 Base: 4.7
Windows  Security Information Temporal: 4.2
Server 2016 Update Important Disclosure 4487026 Vector: ves
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489882 Base: 4.7
Version Security Information Temporal: 4.2
1607 for 32- Update Important Disclosure 4487026 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Wi 1
indows 101, /69882 Base: 4.7
version Securit Information Temporal: 4.2
1607 for Y Important . 4487026 poral: . Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0767

Windows 4489882 Base: 4.7
Server 2016 Security Information Temporal: 4.2

I tant| _. 4487026 Y
(Server Core Update mportan Disclosure Vector: e
installation) CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489871 Base: 4.7
Version Security Information Temporal: 4.2

I . 448702 Y
1703 for 32- Update mportant Disclosure 87020 Vector: e
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, 159871 Base: 4.7
Version Securit Information Temporal: 4.2
1703 for Y Important | _. 4487020 porat: . Yes
«64-based Update Disclosure Vector:

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
Windows 10 4489886 Base: 4.7
Version Security Information Temporal: 4.2

I : 44 v
1709 for 32- Update mportant Disclosure 8699 Vector: e
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, 159856 Base: 4.7
Version Securit Information Temporal: 4.2
1709 for y Important | _. 4486996 o Yes
«(64-based Update Disclosure Vector:

CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0767

Windows
Server, 4489886 Base: 4.7
version Security Information Temporal: 4.2
1709 Update Important Disclosure 4486996 Vector: ves
(Server Core CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Base: 4.7
Version Security Information Temporal: 4.2
1803 for 32- Update Important Disclosure 4487017 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10
INCOWS =X l4489868 Base: 4.7
version Securit Information Temporal: 4.2
1803 for Y Important | _. 4487017 porat: . Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows
Server, 4489868 Base: 4.7
version Security Information Temporal: 4.2
| . 4487017 Y
1803 Update mportant Disclosure 870 Vector: e
(Server Core CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Information Base: 4.7
. . |Important | _. 4487017 Yes
Version Security P Disclosure Temporal: 4.2
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0767

1803 for Update Vector:

ARMG64- CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C

based

Systems

Windows 10 4489899 Base: 4.7

Version Security Information Temporal: 4.2

1809 for 32- Update Important Disclosure 4487044 Vector: ves

bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10,9809 Base: 4.7

Version . . .

1809 for Security Important In_formatlon 4487044 Temporal: 4.2 Ves

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10

Version 4489899 Base: 4.7

1809 for Security Information Temporal: 4.2

ARM64- Update Important Disclosure 4487044 Vector: ves

based CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

4489899 Base: 4.7

Windows  Security Information Temporal: 4.2

Server 2019 Update Important Disclosure 4487044 Vector: ves
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0767

Windows 4489899 Base: 4.7
Server 2019 Security Information Temporal: 4.2
I tant| _. 4487044 Y

(Server Core Update mportan Disclosure Vector: &
installation) CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10

Version 4489886 Base: 4.7

1709 for Security Information Temporal: 4.2

ARM64- Update Important Disclosure 4486996 Vector: ves
based CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
Systems

Windows 4489880

Server ?008 Monthly Base: 4.7

for Itanium- [Rollup Information Temporal: 4.2

Based 4489876 Important - 4487019 porat. £. Yes
Svstems Securit Disclosure Vector:

yoie y CV/SS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only

Pack 2

Windows

Server 2008 :\1;1(?:;?3 Base: 4.7

for 32-bit Rollup  Important In_formatlon 4487019 Temporal: 4.2 Ves
Systems 1489376 Disclosure Vector:

Service ) CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C

Security

Pack 2

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0767

Only
Windows 4489880
Server 2008 Monthly Base: 4.7
for x64- Rollup Information Temporal: 4.2
based 4489876 Important | _. 4487019 porat: . Yes
Svstems Securit Disclosure Vector:

y . y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows
Server 2008 4489880
for x64- Monthly Base: 4.7
based Rollup Information Temporal: 4.2
Systems 4489876 Important | _. 4487019 porat: . Yes
Service Securit Disclosure Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Pack 2 Only
(Server Core
installation)
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

i

N

CVE-2019-0768 - Internet Explorer Security Feature Bypass Vulnerability

Maximum ) nerability
CVE ID Vulnerability Description Severity
. Impact
Rating

CVE Title: Internet Explorer Security Feature Bypass Vulnerability

Description:

A security feature bypass vulnerability exists when Internet Explorer VBScript execution policy

does not properly restrict VBScript under specific conditions, and to allow requests that should

otherwise be ignored. An attacker who successfully exploited the vulnerability could force the

browser to send data that would otherwise be restricted.
cvE- [Inaweb-based attack scenario, an attacker could host a website in an attempt to exploit this
2019- vulnerability. In addition, compromised websites and websites that accept or host user-provided _
0768 content could contain specially crafted content that could exploit the vulnerability. Important ;ecir;;y Feature
MITRE " The update addresses the vulnerability by fixing how the Internet Explorer VBScript execution &
NVD policy validates embedded VBScript content.

FAQ:

None

Mitigations:

None

Workarounds:

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0768
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0768

Maximum

CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
None
Revision:
1.0 03/12/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0768
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Internet
Explorer 11 4489886 . Base: 4.3
on Windows |Security Security Temporal: 3.9
: Important Feature 4486996 o Yes
10 Version  Update BVDASS Vector:
1709 for 32- yp CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C
bit Systems
@z AL 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0768

Internet
Explorer11 |,/ eogg6 . Base: 4.3
on Windows Securit Security Temporal: 3.9
10 Version y Important Feature 4486996 porat. <. Yes
Update Vector:
1709 for x64- Bypass
based CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C
Systems
Internet
Explorer 11 4489868 Security Base: 4.3
Wind Securit T I: 3.9
on m_ows ecunty Important Feature 4487017 empora Yes
10 Version  Update Bvpass Vector:
1803 for 32- yp CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I1:N/A:N/E:P/RL:O/RC:C
bit Systems
Internet
Explorer 11 |,/ eog6s . Base: 4.3
on Windows Securit Security Temporal: 3.9
10 Version Y Important Feature 4487017 porat: <. Yes
1803 for x64 Update Bypass Vector:
based yp CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I1:N/A:N/E:P/RL:O/RC:C
Systems
Internet Security
4489868 Base: 4.
Explorer 11 . Important Feature 4487017 ase: 4.3 Yes
. Security Temporal: 3.9
on Windows Bypass
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0768

10 Version  Update Vector:

1803 for CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C
ARMG64-

based

Systems

Internet

Explorer 11 4489899 Security Base: 4.3

on qulows Security Important Feature 4487044 Temporal: 3.9 Yes
10 Version  Update Bvpass Vector:

1809 for 32- yp CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C

bit Systems

Internet

Explorer11 1, /o899 . Base: 4.3

on Windows Securit Security Temporal: 3.9

10 Version y Important Feature 4487044 porat: <. Yes
1809 for x64 Update Bypass vector:

based yp CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C
Systems

Internel 1 189899 . Base: 4.3

Explorer 11 Securit Security Temporal- 3.9

on Windows y Important Feature 4487044 porat: <. Yes
10 Version Update Bypass Vector:

1809 for yp CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:N/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0768

ARMG64-

based

Systems

Internet 44898_99 Security Base: 2.4

Explo_rer 11 [Security Low Feature 4487044 Temporal: 2.2 Ves
on Windows |Update Bypass Vector:

Server 2019 CVSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C
Internet

Explorer 11

on Windows 4489886 Security Base: 4.3

i;);gegos:on lSJi)C;;tI;y Important Feature 4486996 ;I'/eer(;p;cr):ral. 39 Yes
ARM64- Bypass CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N/E:PIRL:O/RC:C
based

Systems

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

i

2SN

CVE-2019-0769 - Scripting Engine Memory Corruption Vulnerability

Maximum

to exploit the vulnerability through Microsoft Edge and then convince a user to view the website.
The attacker could also take advantage of compromised websites and websites that accept or host
user-provided content or advertisements. These websites could contain specially crafted content
that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine handles
objects in memory.

CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way that the scripting engine handles objects
in memory in Microsoft Edge. The vulnerability could corrupt memory in such a way that an
attacker could execute arbitrary code in the context of the current user. An attacker who
successfully exploited the vulnerability could gain the same user rights as the current user. If the
CVE- current user is logged on with administrative user rights, an attacker who successfully exploited
2019-  the vulnerability could take control of an affected system. An attacker could then install
0769 programs; view, change, or delete data; or create new accounts with full user rights. Critical EemOtt? Code
IEIA\I/-II-DRE In a web-based attack scenario, an attacker could host a specially crafted website that is designed reeen

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0769
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0769

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0769

KB .
Product \Article Severity ‘Impact

Supersedence

CVSS Score Set

Restart
Required

@Z IR 2019
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CVE-2019-0769

Microsoft |, /29872 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows 10 y Critical Code 4487018 porat. 3. Yes
. Update . Vector:
for 32-bit Execution
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft |, /20872 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows 10 Y lcritical Code 4487018 poral. S. Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft 4489882 Base: 4.2
Edge on Security Remote Temporal: 3.8
) Moderate Code 4487026 T Yes
Windows Update Execution Vector:
Server 2016 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edge on 4489882 Remote Base: 4.2
Wmt?ows 10 [Security Critical Code 4487026 Temporal: 3.8 Ves
Version 1607 Update Execution Vector:
for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft Remote
44 2 .4,
Edge on Seijfif Critical |Code 4487026 _?Z: :rzl' 38 Yes
Windows 10 y Execution porat- <.
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0769

Version 1607
for x64-based

Update

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edge on 4489871 Remote Base: 4.2

Wlnc_iows 10 [Security Critical Code 4487020 Temporal: 3.8 Ves
Version 1703 Update Execution Vector:

for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edge on 4489871 Remote Base: 4.2

Wlnc'iows 10 [Security Critical Code 4487020 Temporal: 3.8 Ves
Version 1703 Update Execution Vector:

for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edge on 4489886 Remote Base: 4.2

Wmt?ows 10 [Security Critical Code 4486996 Temporal: 3.8 Ves
Version 1709 Update Execution Vector:

for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/IA:N/E:P/RL:O/RC:C
Systems

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0769

Microsoft

Edge on 4489886 Remote Base: 4.2

Wlnqows 10 [Security Critical Code 4486996 Temporal: 3.8 Ves

Version 1709 Update Execution Vector:

for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edge on 4489868 Remote Base: 4.2

Wln(?ows 10 [Security Critical Code 4487017 Temporal: 3.8 Ves

Version 1803 |Update Execution Vector:

for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/IA:N/E:P/RL:O/RC:C

Systems

Microsoft

Edge on 4489868 Remote Base: 4.2

WII‘I(EIOWS 10 [Security Critical Code 4487017 Temporal: 3.8 Ves

Version 1803 |Update Execution Vector:

for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft |, 150868 Base: 4.2

Edge on Securit Remote Temporal: 3.8

Windows 10 Y lcritical  Code 4487017 poral. 3. Yes

Version 1803 Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

for ARM64-

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0769

based

Systems

Microsoft

Edge on 4489899 Remote Base: 4.2

Wlnc_iows 10 [Security Critical Code 4487044 Temporal: 3.8 Ves
Version 1809 Update Execution Vector:

for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edge on 4489899 Remote Base: 4.2

Wlnc_iows 10 [Security Critical Code 4487044 Temporal: 3.8 Ves
Version 1809 Update Execution Vector:

for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edgeon |, 159809 Base: 4.2

Windows 10 Security Remote Temporal: 3.8

Version 1809 Critical |Code 4487044 Yes
for ARM64- Update Execution Vector:

based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0769

Microsoft 4489899 Base: 4.2
Edge on Security Remote Temporal: 3.8
) Moderate Code 4487044 T Yes
Windows Update Execution Vector:
Server 2019 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edgeon |\ 159886 Base: 4.2
Windows 10 Securit Remote Temporal: 3.8
Version 1709 Y lcritical Code 4486996 poral. S. Yes
for ARM64 Update Execution Vector:
based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Release
Notes Remote Base: N/A
ChakraCore Security [Critical |Code 4486996 Temporal: N/A Maybe
Update Execution Vector: N/A
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7

i
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CVE-2019-0770 - Scripting Engine Memory Corruption Vulnerability

Maximum

to exploit the vulnerability through Microsoft Edge and then convince a user to view the website.
The attacker could also take advantage of compromised websites and websites that accept or host
user-provided content or advertisements. These websites could contain specially crafted content
that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine handles
objects in memory.

CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way that the scripting engine handles objects
in memory in Microsoft Edge. The vulnerability could corrupt memory in such a way that an
attacker could execute arbitrary code in the context of the current user. An attacker who
successfully exploited the vulnerability could gain the same user rights as the current user. If the
CVE- current user is logged on with administrative user rights, an attacker who successfully exploited
2019-  the vulnerability could take control of an affected system. An attacker could then install
0770 programs; view, change, or delete data; or create new accounts with full user rights. Critical EemOtt? Code
IEIA\I/-II-DRE In a web-based attack scenario, an attacker could host a specially crafted website that is designed reeen
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0770
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0770

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0770

KB .
Product \Article Severity ‘Impact

Supersedence

CVSS Score Set

Restart
Required

@Z IR 2019
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CVE-2019-0770

Microsoft |, a7 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows 10 y Critical Code 4487018 poral. 3. Yes
. Update . Vector:
for 32-bit Execution
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/IA:N/E:P/RL:O/RC:C
Systems
Microsoft
Edge on 4489872 Remote Base: 4.2
Windows 10 Security Critical  Code 4487018 Temporal: 3.8 Ves
for x64- Update Execution Vector:
based CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft 4489882 Base: 4.2
Edge on Security Remote Temporal: 3.8
) Moderate Code 4487026 T Yes
Windows  |Update Execution Vector:
Server 2016 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edge on 4489882 Remote Base: 4.2
Wmt?ows 10 [Security Critical Code 4487026 Temporal: 3.8 Ves
Version Update Execution Vector:
1607 for 32- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
bit Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0770

Microsoft
Edgeon | oogs2 Base: 4.2
Windows 10 Securit Remote Temporal: 3.8
Version y Critical |Code 4487026 porat: s. Yes
1607 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft
Edge on 4489871 Remote Base: 4.2
Wln(?ows 10 [Security Critical  Code 4487020 Temporal: 3.8 Ves
Version Update Execution Vector:
1703 for 32- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
bit Systems
Microsoft
Edge on _
wiiows 1o o e
Version Y lcritical Code 4487020 poral. S, Yes
Update . Vector:
1703 for Execution
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft Remote
4489886 | _ ... Base: 4.2
Edge on Securit Critical Code 4486996 T:rS: oral- 3.8 Yes
Windows 10 4 Execution porat: <.
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0770

Version Update Vector:

1709 for 32- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C

bit Systems

Microsoft

Edgeon | /so886 Base: 4.2

[Windows 10 Securit Remote Temporal: 3.8

Version Y critical  Code 4486996 porat: <. Yes

Update . Vector:

1709 for Execution
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edge on 4489868 Remote Base: 4.2

Wmt?ows 10 [Security Critical  Code 4487017 Temporal: 3.8 Ves

Version Update Execution Vector:

1803 for 32- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

bit Systems

Microsoft

Edgeon | /so868 Base: 4.2

[Windows 10 Securit Remote Temporal: 3.8

Version Y critical Code 4487017 porat: <. Yes

1803 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C

x64-based

Systems

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0770

Microsoft
Edge on
Windows 10 4489868 Base: 4.2
Version Security . Remote Temporal: 3.8
Critical |Code 4487017 Yes
1803 for Update Execution Vector:
ARM64- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
based
Systems
Microsoft
Edge on
Windows 10 4489886 Base: 4.2
Version Security | ... Remote Temporal: 3.8
Critical |Code 4486996 Yes
1709 for Update Execution Vector:
ARMG64- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
based
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
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CVE-2019-0771 - Scripting Engine Memory Corruption Vulnerability

Maximum

to exploit the vulnerability through Microsoft Edge and then convince a user to view the website.
The attacker could also take advantage of compromised websites and websites that accept or host
user-provided content or advertisements. These websites could contain specially crafted content
that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine handles
objects in memory.

CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way that the scripting engine handles objects
in memory in Microsoft Edge. The vulnerability could corrupt memory in such a way that an
attacker could execute arbitrary code in the context of the current user. An attacker who
successfully exploited the vulnerability could gain the same user rights as the current user. If the
CVE- current user is logged on with administrative user rights, an attacker who successfully exploited
2019-  the vulnerability could take control of an affected system. An attacker could then install
0771 programs; view, change, or delete data; or create new accounts with full user rights. Critical EemOtt? Code
IEIA\I/-II-DRE In a web-based attack scenario, an attacker could host a specially crafted website that is designed et
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0771
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0771

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0771

KB .
Product \Article Severity ‘Impact

Supersedence

CVSS Score Set

Restart
Required

@Z IR 2019
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CVE-2019-0771

Microsoft |, /29872 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows 10 y Critical Code 4487018 porat. 3. Yes
. Update . Vector:
for 32-bit Execution
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft |, /20872 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows 10 Y lcritical Code 4487018 poral. S. Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft 4489882 Base: 4.2
Edge on Security Remote Temporal: 3.8
) Moderate Code 4487026 T Yes
Windows Update Execution Vector:
Server 2016 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edge on 4489882 Remote Base: 4.2
Wmt?ows 10 [Security Critical Code 4487026 Temporal: 3.8 Ves
Version 1607 Update Execution Vector:
for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft Remote
44 2 .4,
Edge on Seijfif Critical |Code 4487026 _?Z: :rzl' 38 Yes
Windows 10 y Execution porat- <.
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0771

Version 1607 |Update Vector:

for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C
Systems

Microsoft

Edge on 4489871 Remote Base: 4.2

Wlnc_iows 10 [Security Critical Code 4487020 Temporal: 3.8 Ves
Version 1703 Update Execution Vector:

for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edge on 4489871 Remote Base: 4.2

Wlnc'iows 10 [Security Critical Code 4487020 Temporal: 3.8 Ves
Version 1703 Update Execution Vector:

for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edge on 4489886 Remote Base: 4.2

Wmt?ows 10 [Security Critical Code 4486996 Temporal: 3.8 Ves
Version 1709 Update Execution Vector:

for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/IA:N/E:P/RL:O/RC:C
Systems

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0771

Microsoft

Edge on 4489886 Remote Base: 4.2

Wlnqows 10 [Security Critical Code 4486996 Temporal: 3.8 Ves

Version 1709 Update Execution Vector:

for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edge on 4489868 Remote Base: 4.2

Wln(?ows 10 [Security Critical Code 4487017 Temporal: 3.8 Ves

Version 1803 |Update Execution Vector:

for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edge on 4489868 Remote Base: 4.2

WII‘I(EIOWS 10 [Security Critical Code 4487017 Temporal: 3.8 Ves

Version 1803 |Update Execution Vector:

for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft |, 150868 Base: 4.2

Edge on Securit Remote Temporal: 3.8

Windows 10 Y lcritical  Code 4487017 poral. 3. Yes

Version 1803 Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

for ARM64-

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0771

based

Systems

Microsoft

Edge on 4489899 Remote Base: 4.2

Wlnc_iows 10 [Security Critical Code 4487044 Temporal: 3.8 Ves
Version 1809 Update Execution Vector:

for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edge on 4489899 Remote Base: 4.2

Wlnc_iows 10 [Security Critical Code 4487044 Temporal: 3.8 Ves
Version 1809 Update Execution Vector:

for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edgeon |, 159809 Base: 4.2

Windows 10 Security Remote Temporal: 3.8

Version 1809 Critical |Code 4487044 Yes
for ARM64- Update Execution Vector:

based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0771

Microsoft 4489899 Base: 4.2
Edge on Security Remote Temporal: 3.8
) Moderate Code 4487044 T Yes
Windows Update Execution Vector:
Server 2019 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edgeon /09886 Base: 4.2
Windows 10 Securit Remote Temporal: 3.8
Version 1709 Y lcritical Code 4486996 poral. S. Yes
for ARM64 Update Execution Vector:
based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Release Base: 4.2
Notes Remote Temporal: 3.8
ChakraCore |Security (Critical Code 4486996 P o Maybe
Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
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CVE-2019-0772 - Windows VBScript Engine Remote Code Execution

Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2019-
0772
MITRE
NVD

CVE Title: Windows VBScript Engine Remote Code Execution Vulnerability

Description:

A remote code execution vulnerability exists in the way that the VBScript engine handles objects
in memory. The vulnerability could corrupt memory in such a way that an attacker could execute
arbitrary code in the context of the current user. An attacker who successfully exploited the
vulnerability could gain the same user rights as the current user. If the current user is logged on
with administrative user rights, an attacker who successfully exploited the vulnerability could
take control of an affected system. An attacker could then install programs; view, change, or
delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website that is designed
to exploit the vulnerability through Internet Explorer and then convince a user to view the
website. An attacker could also embed an ActiveX control marked "safe for initialization” in an
application or Microsoft Office document that hosts the IE rendering engine. The attacker could

also take advantage of compromised websites and websites that accept or host user-provided

Important

Remote Code
Execution

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0772
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0772

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

exploit the vulnerability.

objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

content or advertisements. These websites could contain specially crafted content that could

The security update addresses the vulnerability by modifying how the scripting engine handles

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-0772

KB . Restart
Product Article Severity Impact  Supersedence CVSS Score Set Required
4489878
Monthly
. Base: 6.4
Windows 7 for  Rollup Remote T:f: c?ral' 58
32-bit Systems 4489885 |Important Code 4486563 Vectgr' T Yes
Service Pack 1 gencll;rlty Execution CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
4489878
Windows 7 for Monthly Base: 6.4
X64-based Rollup Remote Temporal: 5.8
. 4489885 |Important Code 4486563 porat: . Yes
Systems Service Securit Execution Vector:
Pack 1 Only Y CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
448987
Windows Server Mfr?ilB
2008 R2 for x64- y Base: 6.4
based Systems Rollup Remote Temporal: 5.8
05y 1489885 Important Code 4486563 porat: . Yes
Service Pack 1 Securit Execution Vector:
(Server Core onl y CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
installation) Y
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
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CVE-2019-0772

4489878
Windows Server Monthly Base: 6.4
2008 R2 for Rollup Remote Temporal- 5.8
Itanium-Based 4489885 [Important Code 4486563 Vectzr' T Yes
Systems Service  Seclirity Execution CVSS:3.0/AV:N/AC: HIPR:H/UI:R/S:U/C:H/I:HIA:H/E:P/RL:O
Pack 1 Only
4489878
Windows Server Il\q/l(;):;f;ly Remote Base: 6.4
2008 R2forx64- |\ ooes ImportantCode  44ge563 | cmporalS.8 Yes
based Systems i . Vector:
. Security Execution
Service Pack 1 Only CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
4489880
Windows Server Monthly .
2008 for 32-bit  Rollup Remote '?:rs:.c?rl:r 5 g
Systems Service 4489876 |Important Code 4487019 Vectgr' T Yes
Pack 2 (Server  Security Execution CV/SS:3.0/AV:N/AC: H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
Core installation) Only
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CVE-2019-0772

4489884
(S)encll;/rlty Remote Base: 6.4
Windows Server | ) co001 important Code 447025 | cmPoralis® Yes
2012 Monthl Execution Vector:
Rollup y CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
4489884
Security _
Windows Server Only Remote _?::':r':l_ 5 g
2012 (Server 4489891 Important Code 4487025 Vectzr' T Yes
Core installation) I';”(;?{jg'y Execution CV/SS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
4489881
Monthl
R;&py Remote Base: 6.4
Wln(_iows 8.1 for 4489883 |Important Code 4487000 Temporal: 5.8 Unknown
32-bit systems ) . Vector:
Security Execution
only CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
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CVE-2019-0772

4489881

Monthly _
Windows 8.1 for Rollup Remote '?err?.:rl:r 58
x64-based 4489883 Important Code 4487000 Vectzr' o Unknown
systems iclly'ty Execution CV/SS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O

4489881

Monthly Base: 6.4
Windows Server Rollup Remote Temporal: 5.8

4489883 Important Code 4487000 poral. 5. Unknown
2012R2 Securit Execution Vector:

Only Y CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O

4489881 Base: 6.4

Monthly Remote Temporal: 5.8
Windows RT 8.1 Important Code 4487000 o Yes

Rollup Execution Vector:

CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O

4489881
Windows Server [Monthly Remote '?:rsr?.gr-:l' 5 g
2012 R2 (Server [Rollup  [Important Code 4487000 Vectgr' T Unknown
Core installation) g;‘giﬁi‘? Execution CVSS:3.0/AV:NJAC:HIPR:H/UI:R/S:U/C:H/I:HIA:H/E:P/RL:O
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CVE-2019-0772

Only
4489872 Remote Base: 6.4
Wi 10 for |Securit T I: 5.
mt_jows 0for Security Important Code 4487018 emporal: 5.8 Yes
32-bit Systems  Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
Windows 10 for :iSSﬁZZ Remote 'Ila'.zrsr?:(?rigl' 5 g
x64-based y Important Code 4487018 poral. 5. Yes
Systems Update Execution vector:
y CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
4489882 Remote Base: 6.4
Windows Server Security Important Code 4487026 Temporal: 5.8 Ves
2016 Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
s o A
Version 1607 for y Important Code 4487026 poral. 5. Yes
32-bit Systems Update Execution vector:
4 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
Windows 10 4489882 Base: 6.4
Version 1607 for Security Remote Temporal: 5.8
Important Code 4487026 o Yes
x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
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CVE-2019-0772

Windows Server g’iijﬁfz Remote '?Zf::(?r.:l' 58
2016 (Server y Important Code 4487026 poral. 5. Yes
Core installation) Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
wniowsio o p
Version 1703 for Y Important Code 4487020 porat: . Yes
32-bit Systems Update Execution Vector:
4 CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
Windows 10 4489871 Base: 6.4
Version 1703 for Security Remote Temporal: 5.8
Important Code 4487020 T Yes
x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
wnosio o P
Version 1709 for y Important Code 4486996 porat: . Yes
32-bit Systems Update Execution Vector:
y CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O
Windows 10 4489886 Base: 6.4
Version 1709 for Security Remote Temporal: 5.8
Important Code 4486996 T Yes
x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
. Remote
w 4489886 Base: 6.4
|n.d ows Server, . Important Code 4486996 ase: 6 Yes
version 1709 Security . Temporal: 5.8
Execution
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CVE-2019-0772

(Server Core Update Vector:
Installation) CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
R p
Version 1803 for y Important Code 4487017 poral. 5. Yes
32-bit Systems Update Execution vector:
y CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
Windows 10 4489868 Base: 6.4
Version 1803 for Security Remote Temporal: 5.8
Important Code 4487017 T Yes
x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
Windows Server, 4489868 Base: 6.4
version 1803 Security Remote Temporal: 5.8
Important Code 4487017 T Yes
(Server Core Update Execution Vector:
Installation) CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
Windows 10 4489868 Base: 6.4
Version 1803 for Security Remote Temporal: 5.8
ARM64-based |Update Important gzgfution 4487017 Vector: ves
Systems CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
44 Base: 6.4
[Windows 10 Segjfistag Remote T:rST? gral' 5.8
Version 1809 for y Important Code 4487044 porat: . Yes
32-bit Systems Update Execution Vector:
y CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
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CVE-2019-0772

Windows 10 4489899 Remote Base: 6.4
Version 1809 for Security Important Code 4487044 Temporal: 5.8 Yes
x64-based Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
Windows 10 4489899 Base: 6.4
Version 1809 for Security Remote Temporal: 5.8
| 4487044 T Y
ARM64-based  |Update mportant (E:gg:ution 870 Vector: e
Systems CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
4489899 Remote Base: 6.4
Wi it T I: 5.
indows Server |Security Important Code 4487044 emporal: 5.8 Ves
2019 Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
Windows Server ;12?3:3'?9 Remote _?2?::;':'_ 5 g
2019 (Server Y Important Code 4487044 porat: . Yes
Core installation) Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
Windows 10 4489886 Base: 6.4
Version 1709 for Security Remote Temporal: 5.8
ARM64-based |Update Important E)?:sution 4486996 Vector: ves
Systems CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
Windows Server 4489880 Remote Base: 6.4
2008 for Monthly [Important Code 4487019 Tem.or.al' 5.8 Yes
Itanium-Based  Rollup Execution porat: .
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CVE-2019-0772

Systems Service 4489876 Vector:

Pack 2 Security CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O
Only
4489880

Windows Server g:;mgly Remote Base: 6.4

2008 for 32-Dit |\ 0076 Important Code 447019 | cmporalS.8 Yes

Systems Service Securit Execution Vector:

Pack 2 only y CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O
4489880

Windows Server :\?/I;legly Remote Base: 6.4

2008 forx64- |\ 0576 ImportantCode 447019 | cmporalS.8 Yes

based Systems Securit Execution Vector:

Service Pack 2 only Y CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O

Windows Server ﬁfﬁ;ﬁg Remote Base: 6.4

2008 for x64- Rollup  Important Code 4487019 Temporal: 5.8 Yes

based Systems 1439876 Execution Vector:

Service Pack 2 Security CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O
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CVE-2019-0772

(Server Core
installation)

CVE-2019-0773 - Scripting Engine Memory Corruption Vulnerability

Maximum

programs; view, change, or delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website that is designed
to exploit the vulnerability through Microsoft Edge and then convince a user to view the website.

The attacker could also take advantage of compromised websites and websites that accept or host

CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating

CVE Title: Scripting Engine Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way that the scripting engine handles objects

in memory in Microsoft Edge. The vulnerability could corrupt memory in such a way that an
CVE- attacker could execute arbitrary code in the context of the current user. An attacker who
2019- g ccessfully exploited the vulnerability could gain the same user rights as the current user. If the Remote Code
0773 current user is logged on with administrative user rights, an attacker who successfully exploited ~ Critical Execution
IQIA\I/-II-DRE the vulnerability could take control of an affected system. An attacker could then install
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0773
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0773

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

user-provided content or advertisements. These websites could contain specially crafted content
that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine handles
objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-0773

KB ) Restart

Product Article Severity Impact | Supersedence CVSS Score Set Required

Microsoft 1, /20872 Base: 4.2

Edge on Securit Remote Temporal: 3.8

Windows 10 Y critical |Code 4487018 poral. 3. Yes

for 32-bit Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft |, /20872 Base: 4.2

Edge on Securit Remote Temporal: 3.8

Windows 10 Y critical |Code 4487018 poral. 3. Yes

for x64-based Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft 4489882 Base: 4.2

Edge on Security Remote Temporal: 3.8

) Moderate Code 4487026 T Yes

Windows Update Execution Vector:

Server 2016 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Microsoft

Edge on 4489882 Remote Base: 4.2

WII‘I(EIOWS 10 [Security Critical Code 4487026 Temporal: 3.8 Ves

Version 1607 Update Execution Vector:

for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0773

Version 1709

CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Microsoft
Edge on 4489882 Remote Base: 4.2
Wln(?ows 10 [Security Critical Code 4487026 Temporal: 3.8 Ves
Version 1607 Update Execution Vector:
for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edge on 4489871 Remote Base: 4.2
Wln(?ows 10 [Security Critical Code 4487020 Temporal: 3.8 Ves
Version 1703 |Update Execution Vector:
for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft
Edge on 4489871 Remote Base: 4.2
Wln(_iows 10 [Security Critical Code 4487020 Temporal: 3.8 Ves
Version 1703 Update Execution Vector:
for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C
Systems
Microsoft 4489886 Base: 4.2
Edge on Security Remote Temporal: 3.8

) Critical Code 4486996 T Yes
Windows 10 Update . Vector:

Execution
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0773

for 32-bit

Systems

Microsoft

Edge on 4489886 Remote Base: 4.2

Wlnc_iows 10 [Security Critical Code 4486996 Temporal: 3.8 Ves
Version 1709 Update Execution Vector:

for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/IA:N/E:P/RL:O/RC:C
Systems

Microsoft

Edge on 4489868 Remote Base: 4.2

Wlnc_iows 10 [Security Critical Code 4487017 Temporal: 3.8 Ves
Version 1803 Update Execution Vector:

for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edge on 4489868 Remote Base: 4.2

Wmt?ows 10 [Security Critical Code 4487017 Temporal: 3.8 Ves
Version 1803 Update Execution Vector:

for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft Remote

Edge on ;12?33?5 Critical Code 4487017 '?Z:;;:r.:l' 38 Yes
Windows 10 Execution T
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0773

Version 1803 |Update Vector:

for ARM64- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C
based

Systems

Microsoft

Edge on 4489899 Remote Base: 4.2

Wlnc_iows 10 [Security Critical Code 4487044 Temporal: 3.8 Ves
Version 1809 Update Execution Vector:

for 32-bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edge on 4489899 Remote Base: 4.2

Wmt?ows 10 [Security Critical Code 4487044 Temporal: 3.8 Ves
Version 1809 Update Execution Vector:

for x64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems

Microsoft

Edgeon |, 159809 Base: 4.2

Windows 10 Security Remote Temporal: 3.8

Version 1809 Critical Code 4487044 Yes
for ARM64- Update Execution vector:

based CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0773

Microsoft 4489899 Base: 4.2
Edge on Security Remote Temporal: 3.8
) Moderate Code 4487044 T Yes
Windows Update Execution Vector:
Server 2019 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft
Edgeon /09886 Base: 4.2
Windows 10 Securit Remote Temporal: 3.8
Version 1709 Y lcritical Code 4486996 poral. S. Yes
for ARM64 Update Execution Vector:
based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Release Base: 4.2
Notes Remote Temporal: 3.8
ChakraCore |Security (Critical Code 4486996 P o Maybe
Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7
https://github.com/Microsoft/ChakraCore/releases/tag/v1.11.7

i

N

CVE-2019-0774 - Windows GDI Information Disclosure Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

CVE-
2019-
0774
MITRE
NVD

CVE Title: Windows GDI Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when the Windows GDI component improperly
discloses the contents of its memory. An attacker who successfully exploited the vulnerability
could obtain information to further compromise the usera€™s system.

There are multiple ways an attacker could exploit the vulnerability, such as by convincing a
user to open a specially crafted document, or by convincing a user to visit an untrusted
webpage.

The security update addresses the vulnerability by correcting how the Windows GDI
component handles objects in memory.

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is uninitialized memory.

Important

Information
Disclosure
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0774
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0774

CVE ID

Vulnerability Description

Maximum

Vulnerability

Severity Rating Impact

None

None
Revision:

Mitigations:

Workarounds:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0774

http://www.nsfocus.com

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
[Windows 7 i/éllc?r?i?IS Information '?::: gr.;' 4.2
for 32-hit y Important | _. 4486563 porat: £. Yes
Svstems Rollup Disclosure Vector:
y 4489885 CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
@zt FHY 2019



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0774

Service Security
Pack 1 Only
Windows 7 333358
for x64- Rollup y Base: 4.7
based 1459885 Important | 1OMAHON | yogmeg  [TemPoral: 4.2 Yes
Systems Securit Disclosure Vector:
Service onl y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 y
Windows
Server 2008 4489878
R2 for x64- Monthly Base: 4.7
based Rollup Information Temporal: 4.2
Systems 4489885 Important 4486563 porat: £. Yes
i . Disclosure Vector:
Service Security
CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 Only
(Server Core
installation)
Windows 4489878 Base: 4.7
Server 2008 Monthly Information Temporal: 4.2
R2 for Rollup Important Disclosure 4486563 Vector: ves
Itanium- 4489885 CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0774

Based Security

Systems Only

Service

Pack 1

Windows 4489878

Server 2008 Monthly Base: 4.7

R2 for x64- Rollup Information Temporal: 4.2

based 4489885 Important | _. 4486563 porat: . Yes

Svsterms Securit Disclosure Vector:

y i Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Service Only

Pack 1

Windows |,/ e9880

Server 2008 Monthl

for 32-bit Rollup y Base: 4.7

SYSeMS ) 20676 Important OO [ jez0g  TEMPOTAl: 4.2 Yes

Service Securit Disclosure Vector:

Pack 2 onl y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

(Server Core y

installation)
4489884 Base: 4.7

Windows  Security Information Temporal: 4.2

Server 2012 Only Important Disclosure 4487025 Vector: ves
4489891 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891

CVE-2019-0774

Monthly
Rollup
4489884
Windows gicll;“ty Base: 4.7
Server 2012 4489891 [Important In_formatlon 4487005 Temporal: 4.2 Ves
(Server Core Month Disclosure Vector:
installation) Rollupy CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
. Monthly Base: 4.7
Windows Rollup Information Temporal: 4.2
8.1 for 32- 4489883 Important | _. 4487000 porat: . Unknown
bit svstems [Securit Disclosure Vector:
4 only Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows ijfr?t?il/ Base: 4.7
8.1 for x64- Rollup  Important In.formatlon 4487000 Temporal: 4.2 Unknown
based 1489883 Disclosure Vector:
systems Security CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0774

Only
4489881
. Monthly Base: 4.7
Windows Rollup Information Temporal: 4.2
Server 2012 4489883 Important | _. 4487000 porat: . Unknown
R2 Securit Disclosure Vector:
Only Y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881 Base: 4.7
Windows  Monthly Information Temporal: 4.2
RT 8.1 Rollup Important Disclosure 4487000 Vector: ves
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
Windows  [Monthly Base: 4.7
Server 2012 Rollup Information Temporal: 4.2
R2 (Server 4489883 Important| . 4487000 porat: . Unknown
Core Securit Disclosure Vector:
. . Y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation) Only
Windows 10 . _
for 32-bit 44898_72 Important In.f ormation 4487018 Base: 4.7 Yes
Security Disclosure Temporal: 4.2
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872

CVE-2019-0774

Update Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Windows 10 4489872 Base: 4.7
for x64- Security Information Temporal: 4.2
I . 448701 Y
based Update mportant Disclosure 87018 Vector: ®
Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489882 Base: 4.7
Windows  Security Information Temporal: 4.2
Server 2016 Update Important Disclosure 4487026 Vector: ves
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489882 Base: 4.7
Version Security Information Temporal: 4.2
1607 for 32- Update Important Disclosure 4487026 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 ogs2 Base: 4.7
version Securit Information Temporal: 4.2
1607 for Y Important . 4487026 porat. £. Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4489882 Base: 4.7
Server 2016 Security Information Temporal: 4.2
Important | _. 4487026 Yes
(Server Core Update P Disclosure Vector:
installation) CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0774

Windows 10 4489871 Base: 4.7

Version Security Information Temporal: 4.2

1703 for 32- Update Important Disclosure 4487020 Vector: ves

bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 101, 159871 Base: 4.7

version Securit Information Temporal: 4.2

1703 for Y Important | _. 4487020 porat: . Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10 4489886 Base: 4.7

Version Security Information Temporal: 4.2

I : 44 v

1709 for 32- Update mportant Disclosure 8699 Vector: e

bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Wi 1

Indows 101, 2886 Base: 4.7

version Securit Information Temporal: 4.2

1709 for y Important | _. 4486996 porat: £. Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 4489886 Base: 4.7

Serv_er, Security Important In.formatlon 4486996 Temporal: 4.2 Ves

version Update Disclosure Vector:

1709 CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0774

(Server Core
Installation)
Windows 10 4489868 Base: 4.7
Version Security Information Temporal: 4.2

I . 4487017 Y
1803 for 32- Update mportant Disclosure 870 Vector: e
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10/, s9g68 Base: 4.7
version Securit Information Temporal: 4.2
1803 for Y important 4487017 poral: £ Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
Server, 4489868 Base: 4.7
version Security Information Temporal: 4.2
1803 Update Important Disclosure 4487017 Vector: ves
(Server Core CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10
Version 4489868 Base: 4.7
1803 for Security Information Temporal: 4.2
ARM64-  Update Important Disclosure 4487017 Vector: ves
based CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0774

Windows 10 4489899 Base: 4.7
Version Security Information Temporal: 4.2
1809 for 32- Update Important Disclosure 4487044 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Wi 1
Indows 101, 129899 Base: 4.7
version Securit Information Temporal: 4.2
1809 for Y Important | _. 4487044 porat: . Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 10
Version 4489899 Base: 4.7
1809 for Security Information Temporal: 4.2
I . 4487044 Y
ARM64- Update mportant Disclosure 870 Vector: e
based CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
4489899 Base: 4.7
Windows  Security Information Temporal: 4.2
I . 4487044 Y
Server 2019 Update mportant Disclosure 870 Vector: e
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4489899 Base: 4.7
Server 2019 Security Information Temporal: 4.2
Important | _. 4487044 Yes
(Server Core Update P Disclosure Vector:
installation) CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
@% R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0774

Windows 10
Version 4489886 Base: 4.7
1709 for Security Information Temporal: 4.2
ARM64-  Update Important Disclosure 4486996 Vector: ves
based CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4489880
Server ?008 Monthly Base: 4.7
for ftanium- Rollup Information Temporal: 4.2
Based 4489876 Important | _, 4487019 porat. . Yes
Svstems Securit Disclosure Vector:

y i Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2

. 4489880
Windows Monthl
Server 2008 Rollup y Base: 4.7
for 32-bit 4489876 Important In_formatlon 4487019 Temporal: 4.2 Yes
Systems Securit Disclosure Vector:
Service Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Only
Pack 2
Windows 1489880 Information Base: 4.7
Server 2008 Monthly Important | _. 4487019 - Yes
Disclosure Temporal: 4.2

for x64- Rollup
@Z B FHY 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880

CVE-2019-0774

based 4489876 Vector:

Systems Security CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only

Pack 2

Windows

Server 2008 4489880
for x64- Monthly

Base: 4.7
based Rollup Information Temporal: 4.2
Systems 4489876 Important | _. 4487019 porat: . Yes
. . Disclosure Vector:
Service Security

CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 2 Only

(Server Core
installation)

CVE-2019-0775 - Windows Kernel Information Disclosure Vulnerability

Maximum Vulnerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE- CVE Title: Windows Kernel Information Disclosure Vulnerability Information
. Important .
2019- Description: Disclosure
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

0775
MITRE
NVD

An information disclosure vulnerability exists when the Windows kernel improperly handles
objects in memory. An attacker who successfully exploited this vulnerability could obtain
information to further compromise the usera€™s system.

To exploit this vulnerability, an attacker would have to log on to an affected system and run a
specially crafted application. The vulnerability would not allow an attacker to execute code or to
elevate user rights directly, but it could be used to obtain information that could be used to try to
further compromise the affected system.

The update addresses the vulnerability by correcting how the Windows kernel handles objects in
memory.

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is Kernel memory read - unintentional read access to memory contents in kernel
space from a user mode process.

Mitigations:

None

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0775
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0775

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0775

Product

KB

. Severity |Impact
Article y P

Supersedence

CVSS Score Set

Restart
Required

for 32-bit
Systems
Service
Pack 1

Windows 7 4489878

Monthly

Rollup  [Important
4489885
Security

Information
Disclosure

4486563

Base: 4.7
Temporal: 4.2
Vector:

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Yes

@Z IR 2019

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0775

Only
Windows 7 333317'8
for x64- Rollup y Base: 4.7
based 1459885 Important | OMAHON | pegeeg  [TemPoral: 4.2 Yes
Systems Securit Disclosure Vector:
Service y CVSS:3.0/AV:L/IAC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Only
Pack 1
Windows
Server 2008 4489878
R2 for x64- Monthly Base: 4.7
based Rollup Information Temporal: 4.2
Systems 4489885 [Important | _. 4486563 porat: . Yes
Service Securit Disclosure Vector:

y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 Only
(Server Core
installation)
Windows 4489878
Server 2008 [Monthly Information '?:fr?.:r';wz
R2for  Rollup Important 4486563 porat: . Yes
ltanium- 1489385 Disclosure Vector:
. CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Based Security
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0775

Systems Only

Service

Pack 1
Windows 4489878

Server 2008 Monthly Base: 4.7

R2 forx64- Rollup Information Temporal: 4.2

based 4489885 Important | _. 4486563 porat: . Yes
Svstems Securit Disclosure Vector:

y . y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only

Pack 1

Windows ) /09680

Server 2008 Monthl

for 32-bit y Base: 4.7

Systems Rollup Information Temporal: 4.2

YStS 4489876 Important - 4487019 porat: . Yes
Service Securit Disclosure Vector:

Pack 2 onl y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
(Server Core y

installation)

o Bases 47

Windows only Important In_formatlon 448705 Temporal: 4.2 Ves

Server 2012 1489891 Disclosure Vector:
Monthly CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891

CVE-2019-0775

Rollup
4489884
Windows giclt;“ty Base: 4.7
Server 2012 4489891 [Important In_formatlon 4487005 Temporal: 4.2 Ves
(Server Core Month Disclosure Vector:
installation) Rollupy CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
. Monthly Base: 4.7
Windows  Rollup Information Temporal: 4.2
8.1 for 32- 4489883 Important | _. 4487000 porat: . Unknown
bit svstems  Securit Disclosure Vector:
y oty y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
Windows :\?/I;legly Base: 4.7
8.1 for x64- 4489883 [Important In.formatlon 4487000 Temporal: 4.2 Unknown
based Securit Disclosure Vector:
systems only y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0775

4489881
. Monthly Base: 4.7
Windows Rollup Information Temporal: 4.2
Server 2012 4489883 Important | _. 4487000 porat: . Unknown
R? Securit Disclosure Vector:
only Y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881 Base: 4.7
Windows  [Monthly Information Temporal: 4.2
RT 8.1 Rollup Important Disclosure 4487000 Vector: ves
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
Windows  [Monthly Base: 4.7
server 2012 Rollup Information Temporal: 4.2
R2 (Server 4489883 Important | _. 4487000 porat. £. Unknown
Core Securit Disclosure Vector:
. . y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation) Only
Windows 10 giiﬁﬁzz Information '?:f:: :r';' 4.2
for 32-bit Y Important | _. 4487018 porat: . Yes
Svstems Update Disclosure Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872

CVE-2019-0775

Windows 10 4489872 Base: 4.7
for x64- Security Information Temporal: 4.2
based Update Important Disclosure 4487018 Vector: ves
Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489882 Base: 4.7
Windows  Security Information Temporal: 4.2
| . 448702 Y
Server 2016 Update mportant Disclosure 87026 Vector: e
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489882 Base: 4.7
Version Security Information Temporal: 4.2
| . 448702 Y
1607 for 32- Update mportant Disclosure 87026 Vector: e
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, 19882 Base: 4.7
Version Securit Information Temporal: 4.2
1607 for Y Important | _. 4487026 porat: . Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4489882 Base: 4.7
Server 2016 Security Information Temporal: 4.2
Important | _. 4487026 Yes
(Server Core Update P Disclosure Vector:
installation) CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489871 Information Base: 4.7
. o tant| _. 448702 Y
Version Security mportan Disclosure 87020 Temporal: 4.2 ©
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0775

1703 for 32- Update Vector:

bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 101, 159871 Base: 4.7

version Securit Information Temporal: 4.2

1703 for Y Important | _. 4487020 porat: . Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10 4489886 Base: 4.7

Version Security Information Temporal: 4.2

I . 44 v

1709 for 32- Update mportant Disclosure 8699 Vector: e

bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 101, 100886 Base: 4.7

Version Securit Information Temporal: 4.2

1709 for Y Important . 4486996 porat. £. Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows

Server, 4489886 Base: 4.7

version Security Information Temporal: 4.2

1709 Update Important Disclosure 4486996 Vector: ves

(Server Core CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

Installation)

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0775

Windows 10 4489868 Base: 4.7
Version Security Information Temporal: 4.2
1803 for 32- Update Important Disclosure 4487017 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Wi 1
indows 101, 10868 Base: 4.7
Version Securit Information Temporal: 4.2
1803 for Y Important | _. 4487017 porat: . Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows
Server, 4489868 Base: 4.7
version Security Information Temporal: 4.2
I . 4487017 Y
1803 Update mportant Disclosure 870 Vector: e
(Server Core CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10
Version 4489868 Base: 4.7
1803 for Security Information Temporal: 4.2
I . 4487017 Y
ARM64- Update mportant Disclosure 870 Vector: e
based CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Systems
Windows 10 4489899 Information Base: 4.7
. . |Important | _. 4487044 Yes
Version Security P Disclosure Temporal: 4.2
@% R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0775

1809 for 32- Update Vector:
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, 159809 Base: 4.7
version Securit Information Temporal: 4.2
1809 for Y Important | _. 4487044 porat: . Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 10
Version 4489899 Base: 4.7
1809 for Security Information Temporal: 4.2
I . 4487044 4
ARM64- Update mportant Disclosure 870 Vector: e
based CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
4489899 Base: 4.7
Windows  Security Information Temporal: 4.2
| . 4487044 Y
Server 2019 Update mportant Disclosure 870 Vector: e
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4489899 Base: 4.7
Server 2019 Security Information Temporal: 4.2
Important | _. 4487044 Yes
(Server Core Update P Disclosure Vector:
installation) CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
Windows 10 4489886 Information Base: 4.7
Version Security Important Disclosure 4486996 Temporal: 4.2 ves
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0775

1709 for Update Vector:

ARM64- CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
based

Systems

Windows 4489880

Server ?008 Monthly Base: 4.7

for Itanium- Rollup Information Temporal: 4.2

Based 4489876 Important | _. 4487019 porat: . Yes
Svsterms Securit Disclosure Vector:

y . Y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only

Pack 2

44

Windows Mgr?iflgo

Server 2008 Rollupy Base: 4.7

for 32-bit 4489876 Important In_formatlon 4487019 Temporal: 4.2 Ves
Systems Securit Disclosure Vector:

Service onl y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 2 y

Windows 4489880

Server 2008 [Monthly Information '?:fr?.:r';wz

for x64-  Rollup Important . 4487019 porat: . Yes
based 1489376 Disclosure Vector:

. CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems Security
@Z B FHY 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0775

Service Only
Pack 2
Windows
Server 2008 4489880
for x64- Monthly Base: 4.7
Roll . -
based otlup Information Temporal: 4.2
Systems 4489876 Important Disclosure 4487019 Vector: Yes
] . :
Service - Security CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 2 Only
(Server Core
installation)
CVE-2019-0776 - Win32k Information Disclosure Vulnerability
- . Maxi Vul ilit
CVE ID Vulnerability Description Seiﬁ;ﬁ:;rgating | nl:pr:;:abl ity
CVE Title: Win32k Information Disclosure Vulnerability
CVE- Description: _
2019-0776 |\ information disclosure vulnerability exists when the win32k component improperly Important Information
MITRE  rovides kernel information. An attacker who successfully exploited the vulnerability could Disclosure
NVD obtain information to further compromise the usera€™s system.
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0776
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0776

CVE ID Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

To exploit the vulnerability, an attacker would have to either log on locally to an affected
system, or convince a locally authenticated user to execute a specially crafted application.

The security update addresses the vulnerability by correcting how win32k handles objects in
memory.

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is Kernel memory read - unintentional read access to memory contents in kernel
space from a user mode process.

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0776

KB . Restart
P . | Vv .
roduct Article Severity Impact Supersedence CVSS Score Set Required
. 4489872 Base: 4.7
Windows Securit Information Temporal: 4.2
10 for 32-bit Y important . 4487018 porat. . Yes
Svsterms Update Disclosure Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4489872 Base: 4.7
10 for x64- Security Information Temporal: 4.2
based Update Important Disclosure 4487018 Vector: ves
Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489882 Base: 4.7
Windows  Security Information Temporal: 4.2
| . 448702 Y
Server 2016 Update mportant Disclosure 87026 Vector: &
CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4489882 Base: 4.7
10 Version Security Information Temporal: 4.2
1607 for 32- Update Important Disclosure 4487026 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0776

Windows 1, /50882 Base: 4.7

10 Version Securit Information Temporal: 4.2

1607 for y Important| . 4487026 porat. 4. Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Wi

indows 1, 150882 Base: 4.7

Server 2016 Securit Information Temporal: 4.2

(Server y Important| . 4487026 porat. . Yes

Core Update Disclosure Vector:

. . CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

installation)

Windows 4489871 Base: 4.7

10 Version Security Information Temporal: 4.2

| . 448702 Y

1703 for 32- Update mportant Disclosure 87020 Vector: &

bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

WmeV\.,S 4489871 Base: 4.7

10 Version Securit Information Temporal: 4.2

1703 for Y Important | . 4487020 porat: . Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 4489886 Base: 4.7

10 Version Security Information Temporal: 4.2

I tant| _. 4486996 Y

1709 for 32- Update mportan Disclosure Vector: &

bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0776
Windows ) ogg6 Base: 4.7
10 Version Securit Information Temporal: 4.2
1709 for y Important| . 4486996 porat. 4. Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
Windows
\strr;f)rn 4489886 Base: 4.7
1709 Security Important In_formatlon 4436996 Temporal: 4.2 Ves
(Server Update Disclosure Vector:
Core CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 4489868 Base: 4.7
10 Version Security Information Temporal: 4.2
1803 for 32- Update Important Disclosure 4487017 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Wi

Indows |, 89868 Base: 4.7
10 Version Securit Information Temporal: 4.2
1803 for Y Important| . 4487017 porat: . Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
Windows 4489868 Information Base: 4.7
Server, Security Important Disclosure 4487017 Temporal: 4.2 es
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0776
version Update Vector:
1803 CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
(Server
Core
Installation)
Windows
10 Version 4489868 Base: 4.7
1803 for Security Information Temporal: 4.2
ARM64-  Update Important Disclosure 4487017 Vector: ves
based CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4489899 Base: 4.7
10 Version Security Information Temporal: 4.2
1809 for 32- Update Important Disclosure 4487044 Vector: Yes
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows |, 59899 Base: 4.7
10 Version Securit Information Temporal: 4.2
1809 for y Important| . 4487044 porat: . Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
Windows .

44 NS
10 Version Segir?i?g Important g:‘sirlr::::zn 4487044 _?::: :rZI' 42 Yes
1809 for y poral: .
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0776
ARM64-  Update Vector:
based CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems

4489899 Base: 4.7
Windows  |Security Information Temporal: 4.2
Server 2019 Update Important Disclosure 4487044 Vector: ves

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows |/ a9 Base: 4.7
Server 2019 Securit Information Temporal: 4.2
(Server y Important| . 4487044 porat: . Yes
Core Update Disclosure Vector:
. . CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
Windows
10 Version 4489886 Base: 4.7
1709 for Security Information Temporal: 4.2
ARM64-  Update Important Disclosure 448699 Vector: Yes
based CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
@Z IR 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

i

N

CVE-2019-0777 - Team Foundation Server Cross-site Scripting Vulnerability

Maximum ==, rerability
CVE ID Vulnerability Description Severity
. Impact
Rating

CVE Title: Team Foundation Server Cross-site Scripting Vulnerability

Description:

A Cross-site Scripting (XSS) vulnerability exists when Team Foundation Server does not properly

sanitize user provided input. An authenticated attacker could exploit the vulnerability by sending a

specially crafted payload to the Team Foundation Server, which will get executed in the context of

the user every time a user visits the compromised page.
CVE- The attacker who successfully exploited the vulnerability could then perform cross-site scripting
2019- attacks on affected systems and run script in the security context of the current user. The attacks
0777 could allow the attacker to read content that the attacker is not authorized to read, execute Low Spoofing
vITRE  malicious code, and use the victim's identity to take actions on the site on behalf of the user, such
NVD as change permissions and delete content.

The security update addresses the vulnerability by ensuring that Team Foundation Server sanitizes

user inputs.

FAQ:

None

Mitigations:

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0777
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0777

Maximum 1 erability
CVE ID Vulnerability Description Severity
. Impact
Rating

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00

Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0777

. . CVSS Score  Restart
Product KB Article Severity Impact Supersedence Set Required
. Release Notes Security Base: N/A
T F 201 .
eam Foundation Server 2018 Updated Update Low Spoofing Temporal: N/A Maybe
1.2
Vector: N/A

@Z IR 2019
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https://download.visualstudio.microsoft.com/download/pr/a7c60af1-49c8-4d3e-b06d-d84a216efc65/3ba7a9cabfb42948d3aec2e48a6702f5/tfs2018.1.2patch2.exe
https://download.visualstudio.microsoft.com/download/pr/a7c60af1-49c8-4d3e-b06d-d84a216efc65/3ba7a9cabfb42948d3aec2e48a6702f5/tfs2018.1.2patch2.exe

CVE-2019-0777

. Release Notes Security Base: N/A
Team Foundation Server 2017 Updat .
31 vndati rver paate Update Low Spoofing Temporal: N/A Unknown
' Vector: N/A
. Release Notes Security Base: N/A
Team Foundation Server 2018 Update .
3 P Update Low Spoofing Temporal: N/A Maybe
' Vector: N/A
CVE-2019-0778 - Microsoft Office SharePoint XSS Vulnerability
Maximum
- — . Vulnerabili
CVE ID Vulnerability Description Severity v
. Impact
Rating
CVE Title: Microsoft Office SharePoint XSS Vulnerability
Description:
CVE- A cross-site-scripting (XSS) vulnerability exists when Microsoft SharePoint Server does not
2019- properly sanitize a specially crafted web request to an affected SharePoint server. An
0778 authenticated attacker could exploit the vulnerability by sending a specially crafted request to an  jmportant Tampering
vITRE  @affected SharePoint server.
NVD The attacker who successfully exploited the vulnerability could then perform cross-site scripting
attacks on affected systems and run script in the security context of the current user. The attacks
could allow the attacker to read content that the attacker is not authorized to read, use the victim's

@Z B FHY 2019
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https://download.visualstudio.microsoft.com/download/pr/a7c60af1-49c8-4d3e-b06d-d84a216efc65/7f46525eb563701e898f6ff678cb63e6/tfs2017.3.1patch3.exe
https://download.visualstudio.microsoft.com/download/pr/a7c60af1-49c8-4d3e-b06d-d84a216efc65/7f46525eb563701e898f6ff678cb63e6/tfs2017.3.1patch3.exe
https://download.visualstudio.microsoft.com/download/pr/a7c60af1-49c8-4d3e-b06d-d84a216efc65/484256389398bebfb799ff4b80c3175c/tfs2018.3.2patch2.exe
https://download.visualstudio.microsoft.com/download/pr/a7c60af1-49c8-4d3e-b06d-d84a216efc65/484256389398bebfb799ff4b80c3175c/tfs2018.3.2patch2.exe
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0778
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0778

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

identity to take actions on the SharePoint site on behalf of the user, such as change permissions
and delete content, and inject malicious content in the browser of the user.

The security update addresses the vulnerability by helping to ensure that SharePoint Server
properly sanitizes web requests.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0778

. . \V/ R
Product KB Article Severity Impact  Supersedence CVSS Score esta.rt
Set Required
. . . . 14462208 Security Base: N/A
M harePoint F 201 .
icrosoft SharePoint Foundation 2013 Service Update Important Tampering 4462143 Temporal: N/A Maybe
Pack 1
Vector: N/A
4462211 Security Base: N/A
Microsoft SharePoint Enterprise Server 2016  Update Important Tampering 4462155 Temporal: N/A Maybe
Vector: N/A

CVE-2019-0779 - Microsoft Edge Memory Corruption Vulnerability

N (Ve
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE Title: Microsoft Edge Memory Corruption Vulnerability
CVE- Description:
2019- A remote code execution vulnerability exists when Microsoft Edge improperly accesses objects in Information
0779 memory. The vulnerability could corrupt memory in such a way that enables an attacker to Important .
. . ) Disclosure
MITRE  execute arbitrary code in the context of the current user. An attacker who successfully exploited
NVD the vulnerability could gain the same user rights as the current user. If the current user is logged
on with administrative user rights, an attacker could take control of an affected system. An

@Z B FHY 2019
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https://www.microsoft.com/downloads/details.aspx?familyid=96e2650f-ce6e-40e7-a5ac-0f2eac2a01e8
https://www.microsoft.com/downloads/details.aspx?familyid=96e2650f-ce6e-40e7-a5ac-0f2eac2a01e8
https://www.microsoft.com/downloads/details.aspx?familyid=d7a12d15-0230-487d-a2cf-ceb50a424559
https://www.microsoft.com/downloads/details.aspx?familyid=d7a12d15-0230-487d-a2cf-ceb50a424559
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0779
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0779

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

attacker could then install programs; view, change, or delete data; or create new accounts with full
user rights.

An attacker could host a specially crafted website that is designed to exploit the vulnerability
through Microsoft Edge, and then convince a user to view the website. The attacker could also
take advantage of compromised websites and websites that accept or host user-provided content
or advertisements by adding specially crafted content that could exploit the vulnerability. In all
cases, however, an attacker would have no way to force users to view the attacker-controlled
content. Instead, an attacker would have to convince users to take action, typically by way of
enticement in an email or Instant Messenger message, or by getting them to open an attachment
sent through email.

The security update addresses the vulnerability by modifying how Microsoft Edge handles objects
in memory.

FAQ:

None
Mitigations:
None
Workarounds:
None

@& R 2019 http://www.nsfocus.com




Maximum - erabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
Revision:
1.0 03/12/2019 07:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-0779
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Microsoft |, /o9gs2 Base: 4.2
Edge on Securit Information Temporal: 3.8
Windows 7 Low _ 4487026 porl: <. Yes
Server Update Disclosure Vector:
2016 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C
Microsoft 4489882 Information Base: 4.2
Edgeon  Security Important Disclosure 4487026 Temporal: 3.8 es
@zt FHY 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0779

Windows |Update Vector:
10 Version CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/IA:N/E:P/RL:O/RC:C
1607 for
32-Dbit
Systems
Microsoft
Edge on

. 4489882 Base: 4.2
Windows Securit Information Temporal: 3.8
10 Version y Important | _. 4487026 porat: <. Yes
1607 for Update Disclosure Vector:

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C

x64-based
Systems
Microsoft
Edge on

. 4489871 Base: 4.2
Windows Securit Information Temporal: 3.8
10 Version 4 Important | _. 4487020 porat: <. Yes
1703 for Update Disclosure Vector:
32_bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft 4489871 Base: 4.2
Edgeon  Security Information Temporal: 3.8

Y

Windows |Update Important Disclosure 4487020 Vector: e
10 Version CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C
@Z B FHY 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0779

1703 for

x64-based

Systems

Microsoft

Edgeon | /o886 Base: 4.2

[Windows Securit Information Temporal: 3.8

10 Version y Important | _. 4486996 porat: <. Yes

1709 for Update Disclosure Vector:

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edgeon |, /80886 Base: 4.2

Windows Securit Information Temporal: 3.8

10 Version y Important | _. 4486996 porat: 5. Yes

1709 for Update Disclosure Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edgeon 4489886 Base: 4.2

Windows  [Security Information Temporal: 3.8

10 Version Update Important Disclosure 448699 Vector: es

1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

ARMG64-

@Z B FHY 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0779

based
Systems

CVE-2019-0780 - Microsoft Browser Memory Corruption Vulnerability

An attacker could host a specially crafted website that is designed to exploit the vulnerability
through Microsoft browsers, and then convince a user to view the website. The attacker could
also take advantage of compromised websites, or websites that accept or host user-provided

content or advertisements, by adding specially crafted content that could exploit the vulnerability.

Maximum Vulnerability
CVE ID MVulnerability Description Severity
. Impact
Rating
CVE Title: Microsoft Browser Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way that Microsoft browsers access objects in
memory. The vulnerability could corrupt memory in a way that could allow an attacker to execute
CVE-  arbitrary code in the context of the current user. An attacker who successfully exploited the
2019- vulnerability could gain the same user rights as the current user. If the current user is logged on
0780 With administrative user rights, the attacker could take control of an affected system. An attacker | mportant Remote Code
vITRE  could then install programs; view, change, or delete data; or create new accounts with full user Execution
NVD rights.

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0780
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0780

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

In all cases, however, an attacker would have no way to force users to view the attacker-
controlled content. Instead, an attacker would have to convince users to take action, typically via
an enticement in email or instant message, or by getting them to open an email attachment.

The security update addresses the vulnerability by modifying how Microsoft browsers handle
objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

@%FHE 2019 http://www.nsfocus.com




Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0780

. . Restart
Product KB Article Severity [Impact Supersedence CVSS Score Set © a_r
Required

Internet

Ei‘%'r?rer 4489878

wrgows (1 e e

Z;t‘or 32- 1489873 |E Important (E:)(:Ssuﬁon 4486474 Vector: Yes
Systems Cumulative CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service

Pack 1

ey s

P Monthly Base: 7.5

11 on Rollu Remote Temporal: 6.7

Windows P Important Code 4486474 poral: ©. Yes

7 for x64- 4489873 IE Execution Vector:

based Cumulative CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873

CVE-2019-0780

Service
Pack 1
Internet
Explorer
1lon 1 1g0g78
Windows
Monthly Base: 6.4
Server Rollu Remote Temporal: 5.8
2008 R2 P Low  Code 4486474 poral. 5. Yes
for x64- 4489873 |IE Execution Vector:
based Cumulative CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Service
Pack 1
:E”;e:g‘:;r 1489873 |E
1 F())n Cumulative Remote Base: 7.5
. ;6.7
Windows 4489881 Important Code 4487000 Temporal: 6 Yes
8.1 for 32 Monthly Execution Vector:
bit Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
systems
Internet 4489873 IE Remote Base: 75
Explorer Cumulative Important Code 4487000 Tem.or.al' 6.7 Yes
11on 14489881 Execution poral. ©.
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881

CVE-2019-0780

Windows |Monthly Vector:

8.1 for Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based

systems

Internet 4489873 IE

Explorer (Cumulative Remote Base: 6.4

11_on 4489881 Low Code 4487000 Temporal: 5.8 Ves
Windows |Monthly Execution Vector:

Server Rollup CVSS:3.0/AV:N/AC:H/PR:H/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2012 R2

Internet 1, 1g0881 Base: 7.5

Explorer Monthl Remote Temporal: 6.7

11 on y Important Code 4487000 porat: ©. Yes
Windows Rollup Execution Vector:

RT 8.1 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Internet

Explorer |, /80572 Base: 7.5

11 on Securit Remote Temporal: 6.7

Windows y Important Code 4487018 porat: ©. Yes
10 for 32- Update Execution Vector:

bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
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CVE-2019-0780

Internet
Explorer |, 150872 Base: 7.5
11on Securit Remote Temporal: 6.7
Windows y Important Code 4487018 poral. ©. Yes
10 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet
Explorer 4489882 Base: 6.4
11 0n Security Remote Temporal: 5.8
. Low Code 4487026 T Yes
Windows |Update Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:H/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2016
Internet
Explorer
11 on 4489882 Remote Base: 7.5
Wi Securit T I: 6.7
meV\.IS ecunty Important Code 4487026 emporal: 6 Yes
10 Version Update Execution Vector:
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0780

Internet
Explorer
11.on 44898_82 Remote Base: 7.5
WlndOVYS Security Important Code 4487026 Temporal: 6.7 Yes
10 Version Update Execution Vector:
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet
Explorer
11.on 44898_71 Remote Base: 7.5
WlndOVYS Security Important Code 4487020 Temporal: 6.7 Yes
10 Version Update Execution Vector:
1703 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
Internet
Explorer 4489871 Base: 7.5
11 on Security Remote Temporal: 6.7
. Important Code 4487020 Yes
Windows |Update Execution Vector:
10 Version CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1703 for
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0780

x64-based
Systems
Internet
Explorer
11 on 4489886 Remote Base: 7.5
Wlndovx_/s Security Important Code 4486996 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-hit
Systems
Internet
Explorer
11 0n 4489886 Remote Base: 7.5
WlndOVYS Security Important Code 4486996 Temporal: 6.7 Ves
10 Version Update Execution Vector:
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet 1, 180868 Base: 7.5
Explorer Securit Remote Temporal: 6.7
11 0n y Important Code 4487017 porat- ®. Yes
. Update . Vector:
Windows Execution
i CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
10 Version
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0780

1803 for
32-bit
Systems

Internet
Explorer
11 on
Windows
10 Version
1803 for
x64-based
Systems

4489868
Security
Update

Important

Remote
Code
Execution

4487017

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes

Internet
Explorer
11 on
Windows
10 Version
1803 for
ARMG64-
based
Systems

4489868
Security
Update

Important

Remote
Code
Execution

4487017

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes

Internet
Explorer
11 on

4489899
Security

Important

Remote
Code

Execution

4487044

Base: 7.5
Temporal: 6.7

Yes

@Z IR 2019
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CVE-2019-0780

Windows
10 Version
1809 for
32-bit
Systems

Update

Vector:

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Internet
Explorer
11 on
Windows
10 Version
1809 for
x64-based
Systems

4489899
Security
Update

Important

Remote
Code
Execution

4487044

Base: 7.5

Vector:

Temporal: 6.7

CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

Internet
Explorer
11 on
Windows
10 Version
1809 for
ARM64-
based
Systems

4489899
Security
Update

Important

Remote
Code
Execution

4487044

Base: 7.5

Vector:

Temporal: 6.7

CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0780

Internet
Explorer 4489899 Base: 6.4
11 on Security Remote Temporal: 5.8
. Low Code 4487044 Yes
Windows |Update Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:H/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2019
Internet
Explorer
1Lon 1 sosse Base: 7.5
Windows Security Remote Temporal: 6.7
10 Version Important Code 4486996 Yes
1709 for Update Execution Vector:
ARM64- CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
based
Systems
Internet 4489873 |IE
Explorer Cumulative Remote Base: 6.4
10.on 4489891 Low Code 4487005 Temporal: 5.8 Ves
Windows |Monthly Execution Vector:
Server Rollup CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2012
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891

CVE-2019-0780

Microsoft
Edgeon 4489872 Base: 4.2
Windows |Security Remote Temporal: 3.8
10 for 32- |Update Important (E:z:c?ution 4487018 Vector: ves
bit CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C
Systems
Microsoft
Edgeon 4489872 Base: 4.2
Windows |Security Remote Temporal: 3.8
Important Code 4487018 T Yes

10 for Update Execution Vector:
x64-based CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Systems
Microsoft |, \o9gg2 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows Y Low  Code 4487026 porat. . Yes
Server Update Execution Vector:
2016 CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C
Microsoft |,/ og82 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows 4 Important Code 4487026 porat. <. Yes

. |Update . Vector:
10 Version Execution
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0780

32-hit

Systems

Microsoft

Edgeon |,/ g9g82 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version y Important Code 4487026 porat: <. Yes

1607 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Ed_ge on 4489871 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version y Important Code 4487020 porat: <. Yes

1703 for Update Execution Vector:

32_bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edgeon |, /gog71 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version y Important Code 4487020 porat: <. Yes

1703 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems
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CVE-2019-0780

Microsoft

Edgeon |\ 100886 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version y Important Code 4486996 poral: <. Yes

1709 for Update Execution Vector:

2.t CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

Microsoft

Edgeon | 100886 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version y Important Code 4486996 poral: = Yes

1709 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edgeon |/ e9g68 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version 4 Important Code 4487017 porat. <. Yes

1803 for Update Execution Vector:

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0780

Microsoft

Edge on 1, 150868 Base: 4.2

Windows Securit Remote Temporal: 3.8

10 Version y Important Code 4487017 poral: <. Yes

1803 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

x64-based

Systems

Microsoft

Edge on

Windows 4489868 Base: 4.2

10 Version Security Remote Temporal: 3.8

1803 for Update Important (E:)(:(ej;tion 4487017 Vector: ves

ARM64- CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

based

Systems

Microsoft

Edgeon |/ g9g99 Base: 4.2

[Windows Securit Remote Temporal: 3.8

10 Version Y Important Code 4487044 porat. <. Yes

1809 for Update Execution Vector:

32-bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

Systems

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0780

Microsoft
Edgeon |\ 159899 Base: 4.2
Windows Securit Remote Temporal: 3.8
10 Version y Important Code 4487044 poral: <. Yes
1809 for Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
x64-based
Systems
Microsoft
Edge on
Windows 4489899 Base: 4.2
10 Version Security Remote Temporal: 3.8
1809 for |Update Important (E:)(:(ej;tion 4487044 Vector: ves
ARM64- CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
based
Systems
Microsoft |, /a9 Base: 4.2
Edge on Securit Remote Temporal: 3.8
Windows 7 Low Code 4487044 porat. <. Yes
Server Update Execution Vector:
2019 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Microsoft Remote
4489886 Base: 4.2
Edge on Securit Important Code 4486996 TZ: oral- 3.8 Yes
Windows 4 Execution porat: <.
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CVE-2019-0780

10 Version Update Vector:

1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
ARMG64-

based

Systems

CVE-2019-0782 - Windows Kernel Information Disclosure Vulnerability

- " Maximum Vulnerabilit
CVE ID Vulnerability Description . . .
Severity Rating Impact
CVE Title: Windows Kernel Information Disclosure Vulnerability
Description:
An information disclosure vulnerability exists when the Windows kernel fails to properly
CVE- initialize a memory address. An attacker who successfully exploited this vulnerability could
2019- obtain information to further compromise the usera€™s system. Information
0782 Important iscl
VIITRE  To exploit this vulnerability, an attacker would have to log on to an affected system and run a Disclosure
NVD specially crafted application.
The security update addresses the vulnerability by correcting how the Windows kernel
initializes memory.
@zt FHY 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0782
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0782

CVE ID Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is uninitialized memory and kernel memory - unintentional read access to
memory contents in kernel space from a user mode process.

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-0782

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4489878
Wlndows 7 [Monthly Base: 4.7
for 32-bit Rollup Information Temporal: 4.2
Systems 4489885 Important | _. 4486563 porat: . Yes
Service Securit Disclosure Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 Only
. 448987
Windows 7 Mc?r?tilS
for x64- Rollup y Base: 4.7
based 4489885 Important In_f ormation 4486563 Temporal: 4.2 Yes
Systems Securit Disclosure Vector:
Service onl Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 y
Windows 4489878
Server 2008 Monthly Base: 4.7
R2 for x64- Rollup Information Temporal: 4.2
based 4489885 Important | . 4486563 porat. £. Yes
Svstems Securit Disclosure Vector:
y i Y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 1
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0782

(Server Core

installation)

Windows ) /o078

Server 2008 Monthl

R2 for y Base: 4.7

Itanium Rollup Information Temporal: 4.2
4489885 Important | _. 4486563 porat: . Yes

Based Securit Disclosure Vector:

Systems y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

i Only

Service

Pack 1

Windows 4489878

Server 2008 Monthly Base: 4.7

R2ffor x64- Rollup Information Temporal: 4.2

based 4489885 [Important | _. 4486563 porat: . Yes

Svstems Securit Disclosure Vector:

ySte y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Service Only

Pack 1

Windows

Server 2008 ﬁfﬁiﬁg Base: 4.7

for 32-bit Rollup  Important In_formatlon 4487019 Temporal: 4.2 Ves

Systems 1489376 Disclosure Vector:

Service . CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Security

Pack 2
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0782

(Server Core Only
installation)
4489884
giclt;“ty Base: 4.7
Windows 4489891 [Important In_formatlon 4487005 Temporal: 4.2 Ves
Server 2012 Monthl Disclosure Vector:
Rollup y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489884
Windows gicll;“ty Base: 4.7
Server 2012 4489891 [Important In.formatlon 4487005 Temporal: 4.2 Ves
(Server Core Month Disclosure Vector:
installation) Rollupy CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
. Monthly Base: 4.7
Windows  Rollup Information Temporal: 4.2
8.1 for 32- 4489883 Important | _. 4487000 porat: . Unknown
bit svstems  Securit Disclosure Vector:
y only y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0782

4489881
Windows ::I;T:gly Base: 4.7
8.LTOrX64- |, 150583 Important MTOMMAION |y yaghgg  TEMPOral: 4.2 Unknown
based Securit Disclosure Vector:
systems only Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
. Monthly Base: 4.7
Windows Rollup Information Temporal: 4.2
Server 2012 4489883 Important | _. 4487000 porat. . Unknown
R? Securit Disclosure Vector:
only Y CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881 Base: 4.7
Windows  Monthly Information Temporal: 4.2
RT 8.1 Rollup Important Disclosure 4487000 Vector: ves
CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4489881
server 2012 Monthly Information '?:f:.:;mz
R2 (Server |Rollup [Important | _. 4487000 porat: . Unknown
Core 1489383 Disclosure Vector:
. . . CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
installation) Security
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0782

Only
Windows 10 gﬁjﬁzz Information '?zf:: :r.ZI' 4.2
for 32-bit Y Important . 4487018 porat: . Yes
Svstems Update Disclosure Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489872 Base: 4.7
for x64- Security Information Temporal: 4.2
based Update Important Disclosure 4487018 Vector: ves
Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489882 Base: 4.7
Windows  Security Information Temporal: 4.2
Server 2016 Update Important Disclosure 4487026 Vector: ves
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489882 Base: 4.7
Version Security Information Temporal: 4.2
1607 for 32- Update Important Disclosure 4487026 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Wi 1
indows 101, /69882 Base: 4.7
version Securit Information Temporal: 4.2
1607 for Y Important . 4487026 poral: . Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0782

Windows 4489882 Base: 4.7
Server 2016 Security Information Temporal: 4.2

I tant| _. 4487026 Y
(Server Core Update mportan Disclosure Vector: e
installation) CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489871 Base: 4.7
Version Security Information Temporal: 4.2

I . 448702 Y
1703 for 32- Update mportant Disclosure 87020 Vector: e
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, 159871 Base: 4.7
Version Securit Information Temporal: 4.2
1703 for Y Important | _. 4487020 porat: . Yes
«64-based Update Disclosure Vector:

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
Windows 10 4489886 Base: 4.7
Version Security Information Temporal: 4.2

I : 44 v
1709 for 32- Update mportant Disclosure 8699 Vector: e
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, 159856 Base: 4.7
Version Securit Information Temporal: 4.2
1709 for y Important | _. 4486996 o Yes
«(64-based Update Disclosure Vector:

CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0782

Windows
Server, 4489886 Base: 4.7
version Security Information Temporal: 4.2
1709 Update Important Disclosure 4486996 Vector: ves
(Server Core CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Base: 4.7
Version Security Information Temporal: 4.2
1803 for 32- Update Important Disclosure 4487017 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10
INCOWS =X l4489868 Base: 4.7
version Securit Information Temporal: 4.2
1803 for Y Important | _. 4487017 porat: . Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows
Server, 4489868 Base: 4.7
version Security Information Temporal: 4.2
| . 4487017 Y
1803 Update mportant Disclosure 870 Vector: e
(Server Core CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Information Base: 4.7
. . |Important | _. 4487017 Yes
Version Security P Disclosure Temporal: 4.2
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0782

1803 for Update Vector:

ARMG64- CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C

based

Systems

Windows 10 4489899 Base: 4.7

Version Security Information Temporal: 4.2

1809 for 32- Update Important Disclosure 4487044 Vector: ves

bit Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10,9809 Base: 4.7

Version . . .

1809 for Security Important In_formatlon 4487044 Temporal: 4.2 Ves

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10

Version 4489899 Base: 4.7

1809 for Security Information Temporal: 4.2

ARM64- Update Important Disclosure 4487044 Vector: ves

based CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

4489899 Base: 4.7

Windows  Security Information Temporal: 4.2

Server 2019 Update Important Disclosure 4487044 Vector: ves
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0782

Windows 4489899 Base: 4.7
Server 2019 Security Information Temporal: 4.2
I tant| _. 4487044 Y
(Server Core Update mportan Disclosure Vector: &
installation) CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10
Version 4489886 Base: 4.7
1709 for Security Information Temporal: 4.2
ARM64- Update Important Disclosure 4486996 Vector: ves
based CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
Systems
Windows 4489880
Server 2008 Monthly Base: 4.7
for Itanium- Rollup Information Temporal: 4.2
Based 4489876 Important - 4487019 porat. £. Yes
. Disclosure Vector:

Systems Security

i CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows
Server 2008 :\1;1(?:;?3 Base: 4.7
for 32-bit Rollup  Important In_formatlon 4487019 Temporal: 4.2 Ves
Systems 1489376 Disclosure Vector:
Service ) CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C

Security

Pack 2
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0782

Only
Windows 4489880
Server 2008 Monthly Base: 4.7
for x64- Rollup Information Temporal: 4.2
based 4489876 Important | _. 4487019 porat: . Yes
Svstems Securit Disclosure Vector:

y . y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows
Server 2008 4489880
for x64- Monthly Base: 4.7
based Rollup Information Temporal: 4.2
Systems 4489876 Important | _. 4487019 porat: . Yes
Service Securit Disclosure Vector:
y CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Pack 2 Only
(Server Core
installation)
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

i

2SN

CVE-2019-0783 - Scripting Engine Memory Corruption Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2019-
0783
MITRE
NVD

CVE Title: Scripting Engine Memory Corruption Vulnerability

Description:

A remote code execution vulnerability exists in the way that the scripting engine handles objects
in memory in Internet Explorer. The vulnerability could corrupt memory in such a way that an
attacker could execute arbitrary code in the context of the current user. An attacker who
successfully exploited the vulnerability could gain the same user rights as the current user. If the
current user is logged on with administrative user rights, an attacker who successfully exploited
the vulnerability could take control of an affected system. An attacker could then install
programs; view, change, or delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website that is designed
to exploit the vulnerability through Internet Explorer and then convince a user to view the
website. An attacker could also embed an ActiveX control marked "safe for initialization" in an
application or Microsoft Office document that hosts the IE rendering engine. The attacker could
also take advantage of compromised websites and websites that accept or host user-provided
content or advertisements. These websites could contain specially crafted content that could
exploit the vulnerability.

Important

Remote Code
Execution

@%FHE 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0783
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0783

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

The security update addresses the vulnerability by modifying how the scripting engine handles

Affected Software

The following tables list the affected software details for the vulnerability.

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0783

. . R
Product KB Article Severity Impact Supersedence CVSS Score Set esta_rt
Required
Internet
i(z'r?rer 4489878
. Monthl 7.
[Windows R:I?Ltjpy Remote '?:rs:pc?r:r 6.7
gi1t‘or 32- 1489373 |E Important (E:)cztejsuﬂon 4486474 Vector: Yes
Systems Cumulative CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service
Pack 1
Internet
fﬁ’)‘:rer 4489878
wigows (00 gaon e
Z af:erdx64- 1489873 |E Important E)(:gfuﬂon 4486474 Vector: Yes
Systems Cumulative CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C
Service
Pack 1
Internet 4489878 Remote
Base: 6.4
Explorer Monthly  |Low Code 4486474 Temporal- 5.8 Yes
11 on Rollup Execution porat: .
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878

CVE-2019-0783

Windows 4489873 |E Vector:
Server Cumulative CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2008 R2
for x64-
based
Systems
Service
Pack 1
'En;e:gf;r 1489873 |E
1 F())n Cumulative Remote Base: 7.5
Windows 4489881 Important Code 4487000 Temporal: 6.7 Yes
8.1 for 32 Monthly Execution Vector:
bit Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
systems
'E':e:ﬁr 1489873 |E
1 F())n Cumulative Remote Base: 7.5
Windows 4489881 Important Code 4487000 Temporal: 6.7 Yes
8.1 for Monthly Execution Vector:
' Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
systems
@Z B FHY 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881

CVE-2019-0783

Internet 4489873 |E
Explorer |Cumulative Remote Base: 6.4
11.on 4489881 Low Code 4487000 Temporal: 5.8 Yes
Windows Monthly Execution Vector:
Server Rollup CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2012 R2
Internet

4489881 Base: 7.5
Explorer Monthl Remote Temporal: 6.7
11 on y Important Code 4487000 poral. ©. Yes
Windows Rollup Execution Vector:
RT 8.1 CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Internet
Explorer |, /80872 Base: 7.5
11 on Securit Remote Temporal: 6.7
Windows 4 Important Code 4487018 porat: ©. Yes
10 for 32 Update Execution vector:
bit CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Internet 1, /o872 Base: 7.5
Explorer Securit Remote Temporal: 6.7
11 0n ’" mportant Code 4487018 porat- . Yes
Windows Update Execution Vector:
10 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872

CVE-2019-0783

x64-based
Systems
Internet
Explorer 4489882 Base: 6.4
11 on Security Remote Temporal: 5.8
. Low Code 4487026 Yes
Windows Update Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2016
Internet
Explorer
1Lon ) 1s0882 Base: 7.5
Windows Security Remote Temporal: 6.7
10 Important Code 4487026 Yes
Version Update Execution Vector:
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
Internet
Explorer 4489882 Base: 7.5
11 on Security Remote Temporal: 6.7
. Important Code 4487026 Yes
Windows Update Execution Vector:
10 CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Version
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0783

1607 for
x64-based
Systems

Internet
Explorer
11 on
Windows
10
Version
1703 for
32-bit
Systems

4489871
Security
Update

Important

Remote
Code
Execution

4487020

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

Internet
Explorer
11 on
Windows
10
Version
1703 for
x64-based
Systems

4489871
Security
Update

Important

Remote
Code
Execution

4487020

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0783

Internet

Explorer

11.on 4489886 Base: 7.5

[Windows Securit Remote Temporal: 6.7

10 Y limportant Code 4486996 porat- . Yes
Version Update Execution Vector:

1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit

Systems

Internet

Explorer

1lon 1 80886 Base: 7.5

Windows Securit Remote Temporal: 6.7

10 y Important Code 4486996 porat: . Yes
Version Update Execution Vector:

1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based

Systems

Internet |, eog68 Base: 7.5

Explorer Securit Remote Temporal: 6.7

11 on y Important Code 4487017 porat- . Yes
Windows Update Execution Vector:

10 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@Z¢ R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0783

Version
1803 for
32-bit

Systems

Internet
Explorer
11 on
Windows
10
Version
1803 for
x64-based
Systems

4489868
Security
Update

Important

Remote
Code
Execution

4487017

Base: 7.5

Vector:

Temporal: 6.7

CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

Internet
Explorer
11 on
Windows
10
Version
1803 for
ARMG64-
based
Systems

4489868
Security
Update

Important

Remote
Code
Execution

4487017

Base: 7.5

Vector:

Temporal: 6.7

CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0783

Internet

Explorer

11.on 4489899 Base: 7.5

[Windows Securit Remote Temporal: 6.7

10 Y limportant Code 4487044 porat- . Yes
Version Update Execution Vector:

1809 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit

Systems

Internet

Explorer

1lon 1 89899 Base: 7.5

Windows Securit Remote Temporal: 6.7

10 y Important Code 4487044 porat: . Yes
Version Update Execution Vector:

1809 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based

Systems

Internet |, 29899 Base: 7.5

Explorer Securit Remote Temporal: 6.7

11 on y Important Code 4487044 porat- . Yes
Windows Update Execution Vector:

10 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@Z¢ R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0783

Version
1809 for
ARMG64-
based
Systems

Internet
Explorer
11 on
Windows
Server
2019

4489899
Security
Update

Low

Remote
Code
Execution

4487044

Base: 6.4

Temporal: 5.8

Vector:
CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes

Internet
Explorer
11 on
Windows
10
Version
1709 for
ARMG64-
based
Systems

4489886
Security
Update

Important

Remote
Code
Execution

4486996

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0783

Internet
Explorer
10 on
Windows
Server
2012

4489873 IE

Cumulative Remote Base: 6.4

4489891 Low Code 4487005 Temporal: 5.8

Monthly Execution Vector:

Rollup CVSS:3.0/AV:N/AC:H/PR:H/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

CVE-2019-0784 - Windows ActiveX Remote Code Execution Vulnerability

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Windows ActiveX Remote Code Execution Vulnerability
Description:
CVE- A remote code execution vulnerability exists in the way that the ActiveX Data objects (ADO)
2019- handles objects in memory. The vulnerability could corrupt memory in such a way that an
0784 attacker could execute arbitrary code in the context of the current user. An attacker who Critical Remote Code
vIITRE  successfully exploited the vulnerability could gain the same user rights as the current user. If the Execution
NVD current user is logged on with administrative user rights, an attacker who successfully exploited
the vulnerability could take control of an affected system. An attacker could then install
programs; view, change, or delete data; or create new accounts with full user rights.
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489873
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0784
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0784

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

In a web-based attack scenario, an attacker could host a specially crafted website that is designed
to exploit the vulnerability through Internet Explorer and then convince a user to view the
website. An attacker could also embed an ActiveX control marked "safe for initialization” in an
application or Microsoft Office document that hosts the IE rendering engine. The attacker could
also take advantage of compromised websites and websites that accept or host user-provided
content or advertisements. These websites could contain specially crafted content that could
exploit the vulnerability.

The security update addresses the vulnerability by modifying how the ActiveX Data objects
handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

@& R 2019 http://www.nsfocus.com




Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0784

& | Restart

Product Article Severity Impact  Supersedence CVSS Score Set Required
4489878

Wmdow_s? Monthly Base: 4.2

for 32-bit Rollup Remote Temporal: 3.8

Systems 4489885 Critical Code 4486563 Vectgr. o ves

iemce Pack (S;CI;“W Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
4489878

Windows 7 Monthly Base: 4.2

for x64-based Rollup Remote Temporal: 3.8

Systems 4489385 Critical Code 4486563 Vectgr_ o ves

iemce Pack (S)encll;“ty Execution CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0784

1

Windows 4489878
Server 2008  Monthly Base: 4.2
R2 for x64-  Rollup Remote Temporal: 3.8
based Systems 4489885 (Critical [Code 4486563 Vectzr' T Yes
Service Pack _Security Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
1 (Server Core Only
installation)
Windows 4489878
Server 2008  Monthly Base: 4.2
R2 for Rollup Remote Temporal: 3.8
Itanium-Based 4489885 Critical Code 4486563 VectI(JJr' o Yes
Systems - security Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Service Pack Only
1

. 4489878
Windows Monthl
Server 2008 y Base: 4.2
R2 for x64 Rollup Remote Temporal: 3.8

4489885 Critical Code 4486563 porat. <. Yes

based Systems Securit Execution Vector:
Service Pack only y CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0784

Windows 4489880
Server 2_008 Monthly Base: 4.2
for 32-bit Rollup Remote Temporal: 3.8
Systems 4489876 Critical Code 4487019 Vect‘;r e Yes
Service Pack  Security Execution CV/SS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
2 (Server Core Only
installation)
4489884
Security Base: 4.2
Windows Only Remote Temporal: 3.8
4489891 (Critical Code 4487025 poral. <. Yes
Server 2012 . Vector:
Monthly Execution
Rollup CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
4489884
Windows 2encll:/rlty Remote Base: 4.2
Server 2012 1) 0501 Critical (Code  44g7ozs  cmporal:38 Yes
(Server Core Month Execution Vector:
installation) Rollup y CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891

CVE-2019-0784

4489881
Monthly _
Windows 8.1 Rollup Remote '?:f\f.grlsl' 38
for 32-bit 4489883 Critical |Code 4487000 Vectzr' o Unknown
systems ?nCI‘;”ty Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
4489881
Monthly .
Windows 8.1 Rollup Remote _?::':r';_ 38
for x64-based 4489883 Critical |Code 4487000 VectI(JJr' o Unknown
t S it E ti '
Systems oenc|l:/“ Y xecution CV/SS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
4489881
. Monthly Base: 4.2
Windows Rollup Remote Temporal- 3.8
Server 2012 4489883 (Critical Code 4487000 VectF(;r' o Unknown
R2 ?ncli”ty Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/AN/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0784

4489881 Remote Base: 4.2
Windows RT |Monthly Critical Code 4487000 Temporal: 3.8 Yes
8.1 Rollup Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
4489881
Windows Monthly Base: 4.2
Server 2012 Rollup Remote Temporal- 3.8
R2 (Server 4489883 Critical Code 4487000 Vectzr' o Unknown
Core  Security Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
installation)  Only
Windows 10 gﬁjﬁzz Remote _?zif::r';_ 38
for 32-bit Y Critical Code 4487018 poral. . Yes
Systems Update Execution Vector:
y CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
v 1o -
for x64-based Y Icritical Code 4487018 porat: <. Yes
Systems Update Execution Vector:
y CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
4489882 Remote Base: 4.2
Windows Security Critical Code 4487026 Temporal: 3.8 Yes
Server 2016  Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0784

Windows 10 4489882 Remote Base: 4.2
VerS|on_1607 Security Critical Code 4487026 Temporal: 3.8 Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4489882 Base: 4.2
Version 1607 |Security Remote Temporal: 3.8

Critical |Code 4487026 o Yes
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Windows 4489882 Remote Base: 4.2
Server 2016  |Security Critical (Code 4487026 Temporal: 3.8 Yes
(Server Core Update Execution Vector:
installation) CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4489871 Base: 4.2
Version 1703 |Security Remote Temporal: 3.8

. Critical Code 4487020 T Yes

for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4489871 Base: 4.2
Version 1703 |Security Remote Temporal: 3.8

Critical Code 4487020 o Yes
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

. Remote _
Windows 10 4489850\ ical Code  adseoos  Dooe 42 Yes
Version 1709 |Security . Temporal: 3.8
Execution

@Z IR 2019

http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

CVE-2019-0784

CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C

for 32-bit Update Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4489886 Base: 4.2
Version 1709 |Security Remote Temporal: 3.8
Critical Code 4486996 o Yes
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Windows 1, 150886 Base: 4.2
Server, Securit Remote Temporal: 3.8
version 1709 Y Critical Code 4486996 porat. <. Yes
(Server Core Update Execution Vector:
. CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Base: 4.2
Version 1803 |Security Remote Temporal: 3.8
. Critical |Code 4487017 o Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4489868 Base: 4.2
Version 1803 |Security Remote Temporal: 3.8
Critical Code 4487017 o Yes
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
44 4.
Server, U datey Critical Code 4487017 Vectzr' T Yes
version 1803 P Execution '

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0784

(Server Core

Installation)
Windows 10 4489868 Base: 4.2
Version 1803 |Security Remote Temporal: 3.8
itical 4487017 T Y
for ARM64- Update Critica (E:g::ution 870 Vector: &
based Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4489899 Base: 4.2
Version 1809 |Security Remote Temporal: 3.8
. Critical |Code 4487044 o Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4489899 Base: 4.2
Version 1809 |Security Remote Temporal: 3.8
Critical Code 4487044 o Yes
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4489899 Base: 4.2
Version 1809 |Security Remote Temporal: 3.8
for ARM64- |Update Critical g:ssution 4487044 Vector: ves
based Systems CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
4489899 Remote Base: 4.2
Windows Security Critical Code 4487044 Temporal: 3.8 Yes
Server 2019  |Update Execution Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
@& R 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0784

2

Windows 4489899 Remote Base: 4.2
Server 2019  Security Critical Code 4487044 Temporal: 3.8 Yes
(Server Core Update Execution Vector:
installation) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4489886 Base: 4.2
Version 1709 |Security Remote Temporal: 3.8
for ARM64- |Update Critical (E:zg::eution 448699 Vector: ves
based Systems CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
Windows 4489880
Server ?008 Monthly Base: 4.2
for Itanium-  Rollup Remote Temporal- 3.8
Based 4489876 (Critical (Code 4487019 Vectgr' o Yes
Systems - security Execution CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:O/RC:C
Service Pack Only
2

44
Windows Mfr?i?o
Server 2008 y Base: 4.2
for 32-bit Rollup Remote Temporal: 3.8

1489876 Critical Code 4487019 poral: <. Yes
Systems Securit Execution Vector:
Service Pack only y CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/IA:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0784

Windows 4489880
Monthly
Server 2008 Base: 4.2
for x64-based Rollup Remote Temporal: 3.8
1489876 Critical Code 4487019 porat: <. Yes
Systems Securit Execution Vector:
Service Pack onl y CVSS:3.0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
2 y
Windows 4489880
Server 2008  Monthly Base: 4.2
for x64-based Rollup Remote Temporal- 3.8
Systems 4489876 Critical Code 4487019 Vectt))r' o Yes
Service Pack |Securit Executi '
eIVIce raci - security xecution CV/SS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:C
2 (Server Core Only
installation)
@%FHE 2019 http://www.nsfocus.com
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CVE-2019-0797 - Win32k Elevation of Privilege Vulnerability

Maximum 1 erability
CVE ID Vulnerability Description Severity
. Impact
Rating

CVE Title: Win32k Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in Windows when the Win32k component fails to

properly handle objects in memory. An attacker who successfully exploited this vulnerability

could run arbitrary code in kernel mode. An attacker could then install programs; view, change, or

delete data; or create new accounts with full user rights.
CVE- To exploit this vulnerability, an attacker would first have to log on to the system. An attacker
2019- could then run a specially crafted application that could exploit the vulnerability and take control _
0797  Of an affected system. Important IE:?\\/Ii?(teloen of
MITRE " The update addresses this vulnerability by correcting how Win32k handles objects in memory. ’
NVD

FAQ:

None

Mitigations:

None

Workarounds:

None
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0797
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0797

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Revision:
1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0797

Product

KB
Article

Severity

Impact

Supersedence

CVSS Score Set

Restart
Required

Windows

Server 2012

4489884
Security
Only
4489891
Monthly
Rollup

Important

Elevation
of
Privilege

4487025

Base: 7
Temporal: 6.3
Vector:

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

@Z IR 2019
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CVE-2019-0797

4489884
Windows (S)icll;“ty Elevation Base: 7
Server 2012 1, /69891 [important of sag70ps  emporali63 Yes
(Server Core Month Privilege Vector:
installation) Rollupy g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489881
Monthly _
Windows 8.1 Rollup Elevation _?::'Zral_ 6.3
for 32-bit 4489883 [Important of 4487000 Vectzr' T Unknown
systems ?nCI‘;”ty Privilege CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:PIRL:0/RC:C
4489881
Monthly _
Windows 8.1 Rollup Elevation '?:rs:.gral' 6.3
for x64-based 44389883 [Important of 4487000 Vectgr' o Unknown
systems ?ncli”ty Privilege CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:PIRL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0797

4489881
M
. onthly . Base: 7
Windows Rollup Elevation Temporal- 6.3
Server 2012 4489883 |Important of 4487000 Vectzr' o Unknown
R2 iclly'ty Privilege CVSS:3.0/AV:LIAC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489881 Elevation Base: 7
Windows RT |Monthly Important of 4437000 Temporal: 6.3 Ves
8.1 Rollup Privileae Vector:
g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489881
Wi
indows Monthly . Base: 7
Server 2012 Rollup Elevation Temporal: 6.3
R2 (Server 4489883 [Important of 4487000 Vectgr' o Unknown
Core  ecurity Privilege CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation) Only
Windows 10 ggfﬁﬁzz Elevation '?:rsr?:gral' 6.3
for 32-bit Y Important of 4487018 porat- . Yes
Systems Update Privilege Vector:
y g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872

CVE-2019-0797

Windows 10 g’iijﬁzz Elevation '?er::Zral' 6.3
for x64-based y Important of 4487018 poral. ©. Yes
Update . Vector:
Systems Privilege
CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489882 Elevation Base: 7
Windows Security Temporal: 6.3
I f 448702 Y
Server 2016 |Update mportant grivile o 87026 Vector: e
g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489882 Elevation Base: 7
Version 1607 it T l: 6.
erS|on_ 607 Security Importantof 4487026 emporal: 6.3 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489882 Elevation Base: 7
Version 1607 i T l: 6.
ersion 1607 |Security Important of 4487026 emporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4489882 Elevation Base: 7
Server 2016 |Security Important of 4487026 Temporal: 6.3 Yes
(Server Core Update Privilege Vector:
installation) g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Elevation
Windows 10 4489871 Base: 7
Version 1703 Security Important Of. i 4487020 Temporal: 6.3 ves
Privilege

@Z IR 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871

CVE-2019-0797

for 32-bit Update Vector:
Systems CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489871 Elevation Base: 7
Version 1703 Securit T l: 6.

ersion 1703 |Security Important of 4487020 emporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Elevation Base: 7
VerS|on_1709 Security Important of 4486996 Temporal: 6.3 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489886 Elevation Base: 7
Version 1709 Security Important of 4486996 Temporal: 6.3 Yes
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |1/ 69886 . Base: 7
Server, Securit Elevation Temporal: 6.3
version 1709 y Important of 4486996 poral. ©. Yes
(Server Core Update Privilege vector:

. g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Installation)
Windows 10 4489868 Elevation Base: 7
Version 1803 Security Temporal: 6.3
for 32-bit Update Important I?;ivile o 4487017 Vector: ves
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868

CVE-2019-0797

Windows 10 4489868 Elevation Base: 7
Version 1803 |Security Important of 4487017 Temporal: 6.3 Ves
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, 180868 _ Base: 7
Server, Securit Elevation Temporal: 6.3
version 1803 Y Important of 4487017 porat- o. Yes
(Server Core Update Privilege Vector:

. g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 1, /0868 _ Base: 7
Version 1803 Securit Elevation Temporal: 6.3
for ARM64- Y important of 4487017 porat- o. Yes
based Update Privilege vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Elevation Base: 7
VerS|on_1809 Security Important of 4487044 Temporal: 6.3 Ves
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4489899 Elevation Base: 7
Version 1809 |Security Important of 4487044 Temporal: 6.3 Ves
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489868
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899

CVE-2019-0797

Windows 10 |, eqg099 . Base: 7

Version 1809 Securit Elevation Temporal- 6.3

for ARM64- y Important of 4487044 porat- . Yes

based Update Privilege Vector:

Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4489899 Elevation Base: 7

Windows Security Temporal: 6.3

Server 2019 |Update Important (I;];ivile o 4487044 Vector: ves

g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 4489899 Elevation Base: 7

Server 2019 |Security Importantof 4487044 Temporal: 6.3 Ves

(Server Core Update Privilege Vector:

installation) g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 10 1, /60886 . Base: 7

Version 1709 Securit Elevation Temporal- 6.3

for ARM64- y Important of 4486996 porat: . Yes

based Update Privilege vector:

Systems g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489899
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489886

i

N

CVE-2019-0798 - Skype for Business and Lync Spoofing Vulnerability

message containing the specially crafted URL to the user of the targeted Lync or Skype for
Business site and convincing the user to click the specially crafted URL.

The security update addresses the vulnerability by helping to ensure that Lync Server and Skype
for Business Server properly sanitize web requests.

FAQ:

Maximum 1 erability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Skype for Business and Lync Spoofing Vulnerability
Description:
A spoofing vulnerability exists when a Lync Server or Skype for Business Server does not
properly sanitize a specially crafted request. An authenticated attacker could exploit the
vulnerability by sending a specially crafted request to an affected server. The attacker who
successfully exploited this vulnerability could then perform cross-site scripting attacks on affected
CVE- systems and run script in the security context of the current user.
2019- For the vulnerability to be exploited, a user must click a specially crafted URL that takes the user
0798 to a targeted Lync or Skype for Business site. Important Spoofing
::I/I\I/TDRE In an email attack scenario, an attacker could exploit the vulnerability by sending an email

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0798
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0798

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0798

Product KB Article

Severity ‘Impact

Supersedence

CVSS Score
Set

Restart
Required

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0798

Skype for Business Server 2015 March 2019 3061064 Security . Base: NIA
Update Update Important Spoofing Temporal: N/A Maybe
Vector: N/A
2809243 Security Base: N/A
Microsoft Lync Server 2013 July 2018 Update |Update Important Spoofing Temporal: N/A Maybe
Vector: N/A
CVE-2019-0808 - Win32k Elevation of Privilege Vulnerability
Maximum -
CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
CVE Title: Win32k Elevation of Privilege Vulnerability
CVE- Description:
2013-'An elevation of privilege vulnerability exists in Windows when the Win32k component fails to Elevation of
0808 yroperly handle objects in memory. An attacker who successfully exploited this vulnerability Important Privilege
MITRE " eould run arbitrary code in kernel mode. An attacker could then install programs; view, change, or
NVD delete data; or create new accounts with full user rights.
@& R 2019 http://www.nsfocus.com



https://www.microsoft.com/downloads/details.aspx?familyid=0d08ed37-106a-456f-a5c6-61df22588bec
https://www.microsoft.com/downloads/details.aspx?familyid=0d08ed37-106a-456f-a5c6-61df22588bec
https://www.microsoft.com/downloads/details.aspx?familyid=dac7c777-fe8a-45a2-9a82-07a2e15c298f
https://www.microsoft.com/downloads/details.aspx?familyid=dac7c777-fe8a-45a2-9a82-07a2e15c298f
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0808
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0808

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker
could then run a specially crafted application that could exploit the vulnerability and take control
of an affected system.

The update addresses this vulnerability by correcting how Win32k handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0808

KB . Restart

Product Article Severity Impact Supersedence CVSS Score Set Required
4489878

Wi

IndOV\{S 7  |Monthly _ Base: 7

for 32-bit Rollup Elevation Temporal- 6.3

Systems 4489885 Important of 4486563 Vectgr' T Yes

ferv'ce Pack gicl‘;”ty Privilege CVSS:3.0/AV:LIAC:HIPR:LIUL:N/S:U/C:H/I:H/AH/E:PIRL:O/RC:C
4489878

Windows 7 |Monthly _ Base: 7

for x64-based Rollup Elevation Temporal- 6.3

Systems 4489885 Important of 4486563 Vectzr' T Yes

ierv'ce Pack gicll;my Privilege CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:PIRL:O/RC:C

Windows 4489878

Server 2008  Vionthly _

R2 for x64- Rollup Elevation '?:::'Zral' 6.3

based 4489885 Important of 4486563 Vectzr' T Yes

Systems - security Privilege CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:HIA:H/E:P/RL:O/RC:C

Service Pack Only

1 (Server

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0808

Core
installation)
Windows |, 100878
Server 2008 Monthl
R2 for y ) Base: 7
Itanium- Rollup Elevation Temporal: 6.3
4489885 Important of 4486563 porat: . Yes
Based . . Vector:
Security Privilege
Systems onl CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack y
1
Windows 4489878
Server 2008 Vionthly _
R2 for x64- Rollup Elevation '?Z:'Zral' 6.3
based 4489885 [Important of 4486563 Vectgr' T Yes
Systems - security Privilege CVSS:3.0/AV:LJAC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only
1
Windows
Server 2008 4489880 . Base: 7
for 32-bit Monthly Elevation Temporal: 6.3
Rollup  Important of 4487019 porat- . Yes
SYStems |, 180876 Privilege Vector:
Service Pack Securit g CVSS:3.0/AV:L/AC:H/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 (Server 4
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0808

Core Only
installation)
Windows 4489880
Server ?008 Monthly _ Base: 7
for Itanium-  Rollup Elevation Temporal- 6.3
Based 4489876 [Important of 4487019 Vectgr' o Yes
Systems - security Privilege CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack (Only
2
. 44
Windows M:si?()
Server 2008 y i Base: 7
for 32-bit Rollup Elevation Temporal: 6.3
4489876 Important of 4487019 porat: . Yes
Systems Securit Privilege vector:
Service Pack Only y g CVSS:3.0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2
44
Windows M;?i?()
Server 2008 y ) Base: 7
for x64-based Rollup Elevation Temporal: 6.3
4489876 Important of 4487019 porat: . Yes
Systems Securit Privilege vector:
Service Pack only 4 g CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0808

Systems

Core

Windows
Server 2008
for x64-based Base: 7

installation)

4489880
Monthly
Rollup Elevation

4489876 Important of 4487019 Temporal: 6.3

Service Pack Vector:
2 (Server

Security Privilege
Only

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

CVE-2019-0809 - Visual Studio Remote Code Execution Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2019-
0809
MITRE
NVD

CVE Title: Visual Studio Remote Code Execution Vulnerability

Description:

A remote code execution vulnerability exists when the Visual Studio C++ Redistributable
Installer improperly validates input before loading dynamic link library (DLL) files. An attacker
who successfully exploited the vulnerability could execute arbitrary code in the context of the
current user. Users whose accounts are configured to have fewer user rights on the system could
be less impacted than users who operate with administrative user rights.

Important

Remote Code
Execution

@& R 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0809
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0809

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit the vulnerability, an attacker must place a malicious DLL on a local system and
convince a user to execute a specific executable.

The security update addresses the vulnerability by correcting how the Visual Studio C++
Redistributable Installer validates input before loading DLL files.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0809

. . CVSS Score  |Restart

Product KB Article Severity Impact Supersedence .

Set Required
. . . Release Notes Securit Base: N/A
Microsoft Visual Studio 2017 y Remote Code
. Update Important . Temporal: N/A Maybe

version 15.9 Execution

Vector: N/A

CVE-2019-0816 - Azure SSH Keypairs Security Feature Bypass Vulnerability

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Azure SSH Keypairs Security Feature Bypass Vulnerability
Description:
CVE- A security feature bypass exists in Azure SSH Keypairs, due to a change in the provisioning logic
2019- for some Linux images that use cloud-init. Extraneous Microsoft service public keys can be Security Feature
0816 unexpectefily added to the VM authorized keys file in the limited scenarios described in Moderate Bypass
MITRE 14491476.A For more information on how to know if you are affected and how to protect yourself,
NVD please see 4491476.
This update addresses this vulnerability by preventing these keys from being added.
@& R 2019 http://www.nsfocus.com



https://visualstudio.microsoft.com/downloads/
https://visualstudio.microsoft.com/downloads/
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0816
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0816
https://support.microsoft.com/en-us/help/4491476/extraneous-ssh-public-keys-added-to-authorized-keys-file-on-linux-vm
https://support.microsoft.com/en-us/help/4491476/extraneous-ssh-public-keys-added-to-authorized-keys-file-on-linux-vm

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-0816

|Product KB Article

|Severity |Impact

Supersedence CVSS Score Set Restart Required

@Z IR 2019
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CVE-2019-0816

UbuntuServer:18.04-LTS

Base: N/A

4491476 Security Update

Vector: N/A

Moderate Security Feature Bypass Temporal: N/A  Yes

CVE-2019-0821 - Windows SMB Information Disclosure Vulnerability

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Windows SMB Information Disclosure Vulnerability
Description:
An information disclosure vulnerability exists in the way that the Windows SMB Server handles
certain requests. An authenticated attacker who successfully exploited this vulnerability could
(2:815 craft a special packet, which could lead to information disclosure from the server.
0821 To exploit the vulnerability, an attacker would have to be able to authenticate and send SMB |mportant Information
VIITRE  Mmessages to an impacted Windows SMB Server Disclosure
NVD The security update addresses the vulnerability by correcting how Windows SMB Server
handles authenticated requests.
FAQ:

@& R 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-0821
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-0821

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is memory layout - the vulnerability allows an attacker to collect information that
facilitates predicting addressing of the memory.

Mitigations:

None

Workarounds:

None

Revision:

1.0 03/12/2019 07:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

@%FHE 2019 http://www.nsfocus.com




CVE-2019-0821

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4489878
Wlndows 7 [Monthly Base: 6.5
for 32-bit Rollup Information Temporal: 5.9
Systems 4489885 Important | _. 4486563 porat: . Yes
Service Securit Disclosure Vector:
y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 Only
. 448987
Windows 7 Mc?r?tilS
for x64- Rollup y Base: 6.5
based 4489885 Important In_f ormation 4486563 Temporal: 5.9 Yes
Systems Securit Disclosure Vector:
Service onl Y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 y
Windows 4489878
Server 2008 Monthly Base: 6.5
R2 for x64- Rollup Information Temporal: 5.9
based 4489885 Important | . 4486563 porat. . Yes
Svstems Securit Disclosure Vector:
y i Y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 1
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885

CVE-2019-0821

(Server Core

installation)

Windows ) /o078

Server 2008 Monthl

R2 for y Base: 6.5

Itanium Rollup Information Temporal: 5.9
4489885 Important | _. 4486563 porat: . Yes

Based Securit Disclosure Vector:

Systems y CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

i Only

Service

Pack 1

Windows 4489878

Server 2008 Monthly Base: 6.5

R2 for x64- Rollup Information Temporal: 5.9

based 4489885 [Important | _. 4486563 porat: . Yes

Svstems Securit Disclosure Vector:

ySte y CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Service Only

Pack 1

Windows

Server 2008 ﬁfﬁiﬁg Base: 6.5

for 32-bit Rollup  Important In_formatlon 4487019 Temporal: 5.9 Ves

Systems 1489376 Disclosure Vector:

Service . CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Security

Pack 2

@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489878
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489885
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489880
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876

CVE-2019-0821

(Server Core Only
installation)
4489884
giclt;“ty Base: 6.5
Windows 4489891 [Important In_formatlon 4487005 Temporal: 5.9 Ves
Server 2012 Monthl Disclosure Vector:
Rollup y CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489884
Windows gicll;“ty Base: 6.5
Server 2012 4489891 [Important In.formatlon 4487005 Temporal: 5.9 Ves
(Server Core Month Disclosure Vector:
installation) Rollupy CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
. Monthly Base: 6.5
Windows  Rollup Information Temporal: 5.9
8.1 for 32- 4489883 Important | _. 4487000 porat: . Unknown
bit svstems  Securit Disclosure Vector:
y only y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489876
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489884
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489891
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0821

4489881
Windows ::I;T:gly Base: 6.5
8.LTOrx64- |, 20583 Important MTOMMAON |y yaggg  TEMPOrAli 5.9 Unknown
based Securit Disclosure Vector:
systems only Y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881
. Monthly Base: 6.5
Windows Rollup Information Temporal: 5.9
Server 2012 4489883 Important | _. 4487000 porat. . Unknown
R? Securit Disclosure Vector:
only Y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489881 Base: 6.5
Windows  Monthly Information Temporal: 5.9
RT 8.1 Rollup Important Disclosure 4487000 Vector: ves
CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4489881
server 2012 Monthly Information '?:f:fr.:I'SQ
R2 (Server |Rollup [Important | _. 4487000 porat: . Unknown
Core 1489383 Disclosure Vector:
. . . CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
installation) Security
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489881
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883

CVE-2019-0821

Only
[Windows 10 gﬁjﬁzz Information '?zf:: fr.:I' 5.9
for 32-bit Y Important . 4487018 porat: . Yes
Svstems Update Disclosure Vector:
y CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489872 Base: 6.5
for x64- Security Information Temporal: 5.9
based Update Important Disclosure 4487018 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4489882 Base: 6.5
Windows  Security Information Temporal: 5.9
Server 2016 Update Important Disclosure 4487026 Vector: ves
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489882 Base: 6.5
Version Security Information Temporal: 5.9
1607 for 32- Update Important Disclosure 4487026 Vector: ves
bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Wi 1
indows 101, /69882 Base: 6.5
version Securit Information Temporal: 5.9
1607 for Y Important . 4487026 porat: . Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
@zt FHY 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489883
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882

CVE-2019-0821

Windows 4489882 Base: 6.5
Server 2016 Security Information Temporal: 5.9

I tant _. 4487026 Y
(Server Core Update mportan Disclosure Vector: &
installation) CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4489871 Base: 6.5
Version Security Information Temporal: 5.9

| . 448702 Y
1703 for 32- Update mportant Disclosure 87020 Vector: e
bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10|, 109671 Base: 6.5
Version Securit Information Temporal: 5.9
1703 for Y Important | _. 4487020 porat: . Yes
«64-based Update Disclosure Vector:

CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
Windows 10 4489886 Base: 6.5
Version Security Information Temporal: 5.9

I . 44 v
1709 for 32- Update mportant Disclosure 8699 Vector: e
bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10|, \05e56 Base: 6.5
Version Securit Information Temporal: 5.9
1709 for y Important | _. 4486996 o Yes
«(64-based Update Disclosure Vector:

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
@%FHE 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489882
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4489871
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Windows
Server, 4489886 Base: 6.5
version Security Information Temporal: 5.9
1709 Update Important Disclosure 4486996 Vector: ves
(Server Core CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Base: 6.5
Version Security Information Temporal: 5.9
1803 for 32- Update Important Disclosure 4487017 Vector: ves
bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10
INCOWS =X l4489868 Base: 6.5
version Securit Information Temporal: 5.9
1803 for Y Important | _. 4487017 porat: . Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows
Server, 4489868 Base: 6.5
version Security Information Temporal: 5.9
| . 4487017 Y
1803 Update mportant Disclosure 870 Vector: e
(Server Core CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4489868 Information Base: 6.5
. . |Important | _. 4487017 Yes
Version Security P Disclosure Temporal: 5.9
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1803 for Update Vector:

ARMG64- CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

based

Systems

Windows 10 4489899 Base: 6.5

Version Security Information Temporal: 5.9

1809 for 32- Update Important Disclosure 4487044 Vector: ves

bit Systems CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10,9809 Base: 6.5

Version . . .

1809 for Security Important In_formatlon 4487044 Temporal: 5.9 Ves

«64-based Update Disclosure Vector:
CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10

Version 4489899 Base: 6.5

1809 for Security Information Temporal: 5.9

ARM64- Update Important Disclosure 4487044 Vector: ves

based CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

4489899 Base: 6.5

Windows  Security Information Temporal: 5.9

Server 2019 Update Important Disclosure 4487044 Vector: ves
CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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Windows 4489899 Base: 6.5

Server 2019 Security Information Temporal: 5.9

I tant| _. 4487044 Y

(Server Core Update mportan Disclosure Vector: &
installation) CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10
Version 4489886 Base: 6.5

1709 for Security Information Temporal: 5.9
ARM64- Update Important Disclosure 4486996 Vector: ves
based CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
Systems
Windows 4489880

Server ?008 Monthly Base: 6.5

for Itanium- Rollup Information Temporal: 5.9

Based 4489876 Important - 4487019 porat. . Yes
Svstems Securit Disclosure Vector:

yoie y CV/SS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
Service Only

Pack 2

Windows

Server 2008 :\1;1(?:;?3 Base: 6.5

for 32-bit Rollup  Important In_formatlon 4487019 Temporal: 5.9 Ves
Systems 1489376 Disclosure Vector:

Service ) CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C

Security

Pack 2
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Only
Windows 4489880
Server 2008 Monthly Base: 6.5
for x64- Rollup Information Temporal: 5.9
based 4489876 Important | _. 4487019 porat: . Yes
Svstems Securit Disclosure Vector:

y . y CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows
Server 2008 4489880
for x64- Monthly Base: 6.5
based Rollup Information Temporal: 5.9
Systems 4489876 Important | _. 4487019 porat: . Yes
Service Securit Disclosure Vector:
Y CVSS:3.0/AV:N/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Pack 2 Only
(Server Core
installation)
Statement
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This advisory is only used to describe a potential risk. NSFOCUS does not provide any commitment or promise on this advisory. NSFOCUS
and the author will not bear any liability for any direct and/or indirect consequences and losses caused by transmitting and/or using this advisory.
NSFOCUS reserves all the rights to modify and interpret this advisory. Please include this statement paragraph when reproducing or transferring

this advisory. Do not modify this advisory, add/delete any information to/from it, or use this advisory for commercial purposes without permission
from NSFOCUS.

2SN

About NSFOCUS

NSFOCUS IB is a wholly owned subsidiary of NSFOCUS, an enterprise application and network security provider, with operations in the
Americas, Europe, the Middle East, Southeast Asia and Japan. NSFOCUS IB has a proven track record of combatting the increasingly complex
cyber threat landscape through the construction and implementation of multi-layered defense systems. The company's Intelligent Hybrid Security
strategy utilizes both cloud and on-premises security platforms, built on a foundation of real-time global threat intelligence, to provide unified,
multi-layer protection from advanced cyber threats.

For more information about NSFOCUS, please visit:
https://www.nsfocusglobal.com.

NSFOCUS, NSFOCUS IB, and NSFOCUS, INC. are trademarks or registered trademarks of NSFOCUS, Inc. All other names and trademarks
are property of their respective firms.
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