Microsoft's December 2019 Security Update Fixes 38 Security Vulnerabilities

mmg Vicrosoft Patch Tuesday

Overview

Microsoft released 2019 December security update on Tuesday that fixes 38 security issues ranging from simple spoofing attacks to remote code
execution in various products, including End of Life Software, Microsoft Graphics Component, Microsoft Office, Microsoft Scripting Engine,
Microsoft Windows, None, Open Source Software, Servicing Stack Updates, Skype for Business, SQL Server, Visual Studio, Windows Hyper-
V, Windows Kernel, Windows Media Player, and Windows OLE.

Of the vulnerabilities fixed by Microsoft's update of this month, seven are critical, which are located in Hyper-V, Windows font library, and
Visual Studio. In addition, some of those vulnerabilities are important ones.

Critical Vulnerabilities

The following are seven critical vulnerabilities covered in this update.
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CVE-2019-1468

This is a remote code execution vulnerability in the Windows font library, which stems from the library's inability to properly handle certain
embedded fonts. Via a specially crafted malicious embedded font on a web page, an attacker could exploit this vulnerability to persuade users to
visit the web page or open a specially crafted font file on their computer to execute code remotely.

For more details about the vulnerability and related updates, please refer to Microsoft's official security bulletins:
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1468

CVE-2019-1471

This is a remote code execution vulnerability in the Hyper-V hypervisor. Sometimes, Hyper-V may fail to properly validate input by
authenticated users on the guest operating system. An attacker could exploit this vulnerability by running a specially designed application on the
guest OS, which would allow the Hyper-V host OS to execute arbitrary code on the host operating system.

For more details about the vulnerability and related updates, please refer to Microsoft's official security bulletins:
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1471

Visual Studio

There are several key vulnerabilities in Git for Visual Studio (CVE-2019-1349, CVE-2019-1350, CVE-2019-1352, CVE-2019-1354, CVE-2019-
1387).
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1471

Git for Visual Studio has an input validation issue which could lead to a remote code execution vulnerability. An attacker who successfully
exploits this vulnerability could take control of an affected system. An attacker could then install programs, view, change, or delete data; or
create new accounts with full user rights.

To exploit this vulnerability, an attacker first needs to convince users to clone a malicious repository.

For more details about the vulnerability and related updates, please refer to Microsoft's official security bulletins:
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1349
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1350
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1352
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1354
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1387

Important Vulnerabilities

In addition to two critical vulnerabilities, this update also covers multiple important vulnerabilities, three of which require special attention.
CVE-2019-1458

This is a privilege elevation vulnerability in the Windows Win32k component. An attacker could exploit this vulnerability by logging into the
system and then running a specially designed application, thus taking full control of the system and executing arbitrary code in kernel mode.
Microsoft reports that this vulnerability has been widely exploited in the wild.

For more details about the vulnerability and related updates, please refer to Microsoft's official security bulletins:
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1349
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1350
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1352
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1354
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1387

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1458

CVE-2019-1469

This is an information disclosure vulnerability in Windows which is derived from the fact that the win32k component sometimes cannot provide
kernel information. An attacker could exploit this vulnerability to obtain uninitialized memory and kernel memory and then use it for other
attacks.

For more details about the vulnerability and related updates, please refer to Microsoft's official security bulletins:
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1469

CVE-2019-1485

This is a remote code execution vulnerability in the VBscript engine. An attacker could exploit this vulnerability to corrupt the memory of an
affected system, resulting in arbitrary code execution in the context of the current user. To trigger this vulnerability, users must visit a specially
designed malicious website in an Internet Explorer browser. An attacker could also embed an ActiveX control marked "safe for initialization" in
an application or Microsoft Office document that hosts the Internet Explorer rendering engine, and then convince the user to open the file.

For more details about the vulnerability and related updates, please refer to Microsoft's official security bulletins:
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1485
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1458
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1469
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1485

Remediation

Bugs fixed in this update are shown in the following table:

Remote Desktop Protocol

execution vulnerability

End of Life Software CVE-2019-1489 Information Disclosure Important
Vulnerability
. ) Windows GDI Information
Microsoft Graphics Component CVE-2019-1465 I. W : .' Important
Disclosure Vulnerability
. : Windows GDI Information
Microsoft Graphics Component CVE-2019-1466 Disclosure vulnerabilty Important
) ) Windows GDI Information
Microsoft Graphics Component CVE-2019-1467 Disclosure Vulnerability Important
. . Win32k Graphics Remote code .
Microsoft Graphics Component CVE-2019-1468 P Critical
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Microsoft Access Information

Microsoft Office CVE-2019-1400 Disclosure Vulnerability Important
Micr Word Denial of servi
Microsoft Office CVE-2019-1461 crosoft Word e__a or serviee Important
vulnerability
Microsoft PowerPoint Rem
Microsoft Office CVE-2019-1462 crosoft PowerPoint Remote code Important
execution vulnerability
. . Microsoft Access Information
Microsoft Office CVE-2019-1463 . . Important
Disclosure Vulnerability
Micr Excel Information
Microsoft Office CVE-2019-1464 IC_ osoft Excel Info .6.1“0 Important
Disclosure Vulnerability
: — . VBScript Remote code execution
Microsoft Scripting Engine CVE-2019-1485 'P . XeeUt Important
vulnerability
Windows Remote Desktop Protocol
Microsoft Windows CVE-2019-1453 (RDP) Denial of service Important

vulnerability

@NSFOCUS 2019

http://www.nsfocus.com




Windows Kernel Information

Microsoft Windows CVE-2019-1474 Sl Important
Windows Elevation of Privil
Microsoft Windows CVE-2019-1483 dows Ele ato. .O °ge Important
Vulnerability
Micr Defender ri
Microsoft Windows CVE-2019-1488 crosoft Defender Security Important
Function Bypass Vulnerability
Win Elevation of Privil
Microsoft Windows CVE-2019-1476 Indows evatlo“o ilege Important
Vulnerability
Win Printer Service Elevation
Microsoft Windows CVE-2019-1477 ' dows_ _I ter Service __evatlo Important
of Privilege Vulnerability
Microsoft Windows CVE-2019-1478 Windows COM Server Elevation of Important

Privilege Vulnerability

None

ADV190026

Microsoft Guidance for cleaning up
orphaned keys generated on
vulnerable TPMs and used for
Windows Hello for Business
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Microsoft Authentication Library

Open Source Software CVE-2019-1487 for Android Information Disclosure Important
Vulnerability
Servicing Stack Updates ADV990001 Latest Servicing Stack Updates Critical
Skype for Business CVE-2019-1490 Skype for Business Server Fraud Important
Microsoft SQL Server Reporting
VE-2019-1332 . e I
SQL Server ¢ 019-133 Services XSS Vulnerability mportant
Visual Studio CVE-2019-1349 Gitfor Visual Studio Remote codle Critical
execution vulnerability
Visual Studio CVE-2019-1350 Gitfor Visual Studio Remote codle Critical
execution vulnerability
Visual Studio CVE-2019-1351 Git for Visual Studio Tampering Moderate
Vulnerability
Visual Studio CVE-2019-135 ' TOr Visual Studio Remote code Critical

execution vulnerability
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Git for Visual Studio Remote code

Visual Studio CVE-2019-1354 . - Critical
execution vulnerability
it for Visual ioR .
Visual Studio CVE-2019-1387 Git-for Visual Studio Remote codle Critical
execution vulnerability
Visual Studio CVE-2019-1486 Visual Studio Live Share Fraud Important
. Windows Hyper-V Information
Windows Hyper-V CVE-2019-1470 Disclosure Vulnerability Important
. Windows Hyper-V Remote code -
Windows Hyper-V CVE-2019-1471 neow _yp . Critical
execution vulnerability
Windows Kernel CVE-2019-1472 Windows Kernel Information Important
Disclosure Vulnerability
Windows Kernel CVE-2019-1458 Win32k Elevation of Privilege Important
Vulnerability
Windows Kernel CVE-2019-1469 Win3ziInformation Disclosure Important

Vulnerability
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Windows Media Player

execution vulnerability

Windows Media Player CVE-2019-1480 Information Disclosure Important
Vulnerability
Windows Media Player
Windows Media Player CVE-2019-1481 Information Disclosure Important
Vulnerability
Windows OLE Remot
Windows OLE CVE-2019-1484 dows OLE Remote code Important

Recommended Mitigation Measures

Microsoft has released security updates to fix these issues. Please download and install them as soon as possible.
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Appendix

ADV190026 - Microsoft Guidance for cleaning up orphaned keys generated

on vulnerable TPMs and used for Windows Hello for Business

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

ADV190026
MITRE
NVD

CVE Title: Microsoft Guidance for cleaning up orphaned keys generated on vulnerable TPMs
and used for Windows Hello for Business

Description:

Microsoft is aware of an issue in Windows Hello for Business (WHTfB) with public keys that
persist after a device is removed from Active Directory, if the AD exists. After a user sets up
Windows Hello for Business (WHfB), the WHTB public key is written to the on-premises
Active Directory. The WHfB keys are tied to a user and a device that has been added to Azure
AD, and if the device is removed, the corresponding WHTfB key is considered orphaned.
However, these orphaned keys are not deleted even when the device it was created on is no
longer present. Any authentication to Azure AD using such an orphaned WHTfB key will be
rejected. However, some of these orphaned keys could lead to the following security issue in
Active Directory 2016 or 2019, in either hybrid or on-premises environments.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=ADV190026
https://web.nvd.nist.gov/view/vuln/detail?vulnId=ADV190026

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

An authenticated attacker could obtain orphaned keys created on TPMs that were affected by
CVE-2017-15361 (ROCA), discussed in Microsoft Security Advisory ADV170012 to compute
their WHfB private key from the orphaned public keys. The attacker could then impersonate the
user by using the stolen private key to authenticate as the user within the domain using Public
Key Cryptography for Initial Authentication (PKINIT).

This attack is possible even if firmware and software updates have been applied to TPMs that
were affected by C\VVE-2017-15361 because the corresponding public keys might still exist in
Active Directory.

This advisory provides guidance for cleaning up any orphaned public keys that were generated
with an unpatched TPM (before firmware updates discussed in ADV170012 were applied).
Follow this guidance to identify and remove orphaned WHTfB keys.

This particular issue with orphaned public keys can be present when WHfB is set up in the
following configurations:

e WHIB is deployed on Active Directory 2016 or 2019, either in hybrid mode or on-
premises only.

o Currently have or have had in the past, WHfB keys generated on TPMs that were
affected by CVE-2017-15361.
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-15361
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV170012
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-15361
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV170012

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Important: Azure Active Directory (Azure AD) and Active Directory Federation Services (AD
FS) are not affected by this issue. However, we strongly recommend that you follow the
Recommended Actions section of ADV170012, and apply any firmware updates supplied by
your TPM OEM, to avoid any exposure to Azure AD and AD FS. See Step #4 of the
Recommended Actions for a list of OEMs and links to information for their updates.

FAQ:
1. What systems are at risk?

Individual machines or servers are not affected by this WHfB issue. Affected environments are
defined in the Mitigations section of this advisory.

2. Has this issue been publicly disclosed?
Yes, this issue has been disclosed.
3. Have there been any active attacks detected?

No. When this security advisory was issued, Microsoft had not received any information to
indicate that this issue had been publicly used to attack customers.

4. How do | know if my TPMs are affected by CVE-2017-15361? How do I fix them?
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Please refer to Microsoft Security Advisory ADV170012 for more details on CVE-2017-15361.

You must follow the guidance in ADV170012 and update your TPMs before applying the
mitigations for identifying and removing the orphaned public keys.

5. I have updated all of my TPMs that were affected by CVE-2017-15361 with firmware
provided by the OEM. Are my systems still affected?

Yes. Orphaned WHFB keys previously generated from those TPMs could still be stored in
Active Directory.

6. My TPMs are not affected by CVE-2017-15361, but I do not enforce a policy to use
TPMs for WHfB. Am | still affected?

In the absence of a hardware-required policy, WHFB will prefer using the TPM for storing the
private key. If you do not have any TPMs that are affected by CVE-2017-15361, then you are
not impacted. However, we recommend removing any orphaned keys in your directory by
following the steps discussed in the Mitigations section of this advisory.

7. 1 am running pre-2016 versions of Active Directory. Do | also need to remove these
orphaned keys?

While you are not affected by this WHFB issue, we strongly recommend removing these
orphaned keys as a security hygiene measure.
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV170012

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

8. I regularly audit and clean up stale devices in my environment. How did | end up with
orphaned keys?

When a user provisions a WHFB credential, the public key is stored in the msDS-
KeyCredentialLink attribute of the user object in Azure AD and on-premises Active Directory.
If the device that was used to create the key is removed from Azure AD and Active Directory,
the WHFB public key created for the user on that device is not automatically removed from the
user object and it becomes an orphaned key.

9. I have deployed WHFB certificate trust in my environment and use certificates for
authentication. Am | affected? Do | need to remove orphaned keys?

Yes. You are still affected by this issue if you have deployed certificate trust and have 2016 or
2019 DCs in your environment. These DC versions still support key-based authentication even
if you have deployed end user certificates for authentication.

Mitigations:

Workarounds:
None
Revision:

1.0 12/03/2019 08:00:00
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CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

ADV190026
|Product KB Article |Severity |Impact Supersedence CVSS Score Set Restart Required
| Base: N/A
None Available Temporal: N/A
Vector: N/A
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ADV990001 - Latest Servicing Stack Updates

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

ADV990001
MITRE
NVD

CVE Title: Latest Servicing Stack Updates

Description:

This is a list of the latest servicing stack updates for each operating system. This list will be
updated whenever a new servicing stack update is released. It is important to install the latest
servicing stack update.

FAQ:
1. Why are all of the Servicing Stack Updates (SSU) critical updates?

The SSUs are classified as Critical updates. This does not indicate that there is a critical
vulnerability being addressed in the update.

2. When was the most recent SSU released for each version of Microsoft Windows?

Please refer to the following table for the most recent SSU release. We will update the entries
any time a new SSU is released:

Product SSU Package Date Released

Windows Server 2008 4531787 December 2019

Critical

Defense in
Depth
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=ADV990001
https://web.nvd.nist.gov/view/vuln/detail?vulnId=ADV990001

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Windows 7/Server 2008 R2

Windows Server 2012

Windows 8.1/Server 2012 R2
Windows 10

Windows 10 Version 1607/Server 2016
Windows 10 Version 1703

Windows 10 1709

Windows 10 1803/Windows Server, version 1803 4523203
Windows 10 1809/Server 2019
Windows 10 1903/Windows Server, version 1903 4524569
3. Where can | find more information about the Servicing Stack Updates?

Servicing Stack Updates
Windows 7 servicing stack updates

Mitigations:
None

4531786
4532920
4524445
4523200
4520724
4521859
4523202

4523204

You can find more information by following these links:

December 2019
December 2019
November 2019
November 2019
November 2019
October 2019

November 2019
November 2019
November 2019
November 2019
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https://docs.microsoft.com/en-us/windows/deployment/update/servicing-stack-updates#why-should-servicing-stack-updates-be-installed-and-kept-up-to-date
https://techcommunity.microsoft.com/t5/Windows-IT-Pro-Blog/Windows-7-servicing-stack-updates-managing-change-and/ba-p/260434

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Workarounds:

None

Revision:

1.2 12/03/2018 08:00:00

FAQs have been added to further explain Security Stack Updates. The FAQs include a table that
indicates the most recent SSU release for each Windows version. This is an informational
change only.

5.1 02/13/2019 08:00:00
In the Security Updates table, corrected the Servicing Stack Update (SSU) for Windows 10
Version 1809 for x64-based Systems to 4470788. This is an informational change only.

6.0 03/12/2019 07:00:00
A Servicing Stack Update has been released for Windows 7 and Windows Server 2008 R2 and
Windows Server 2008 R2 (Server Core installation). See the FAQ section for more information.

8.0 05/14/2019 07:00:00

A Servicing Stack Update has been released for Windows 10 version 1507, Windows 10 version
1607, Windows Server 2016, Windows 10 version 1703, Windows 10 version 1709, Windows
Server, version 1709, Windows 10 version 1803, Windows Server, version 1803, Windows 10
version 1809, Windows Server 2019, Windows 10 version 1809 and Windows Server, version
1809. See the FAQ section for more information.

9.0 06/11/2019 07:00:00
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

A Servicing Stack Update has been released for Windows 10 version 1607, Windows Server
2016, Windows 10 version 1809, and Windows Server 2019. See the FAQ section for more
information.

10.0 06/14/2019 07:00:00
A Servicing Stack Update has been released for Windows 10 version 1903 and Windows Server,
version 1903 (Server Core installation). See the FAQ section for more information.

13.0 07/26/2019 07:00:00
A Servicing Stack Update has been released for Windows 10 version 1903 and Windows Server,
version 1903 (Server Core installation). See the FAQ section for more information.

14.0 09/10/2019 07:00:00
A Servicing Stack Update has been released for all supported versions of Windows. See the FAQ
section for more information.

15.0 10/08/2019 07:00:00

A Servicing Stack Update has been released for all supported versions of Windows 10 (including
Windows Server 2016 and 2019), Windows 8.1, Windows Server 2012 R2 and Windows Server
2012. See the FAQ section for more information.

15.1 10/09/2019 07:00:00
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

In the Security Updates table, corrected the KB Article Number and Download links for Server
2012, the 32-bit and x64-based versions of Windows 8.1, and Server 2012 R2. See the FAQ
section for more information.

16.0 11/12/2019 08:00:00
A Servicing Stack Update has been released for all supported versions of Windows. See the FAQ
section for more information.

1.0 11/13/2018 08:00:00
Information published.

1.1 11/14/2018 08:00:00
Corrected the link to the Windows Server 2008 Servicing Stack Update. This is an informational
change only.

2.0 12/05/2018 08:00:00
A Servicing Stack Update has been released for Windows 10 Version 1809 and Windows Server
2019. See the FAQ section for more information.

3.0 12/11/2018 08:00:00

A Servicing Stack Update has been released for Windows 10 Version 1709, Windows Server,
version 1709 (Server Core Installation), Windows 10 Version 1803, and Windows Server,
version 1803 (Server Core Installation). See the FAQ section for more information.

3.1 12/11/2018 08:00:00
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Updated supersedence information. This is an informational change only.

3.2 12/12/2018 08:00:00
Fixed a typo in the FAQ.

4.0 01/08/2019 08:00:00
A Servicing Stack Update has been released for Windows 10 Version 1703. See the FAQ section
for more information.

5.0 02/12/2019 08:00:00

A Servicing Stack Update has been released for Windows 10 Version 1607, Windows Server
2016, and Windows Server 2016 (Server Core installation); Windows 10 Version 1703;
Windows 10 Version 1709 and Windows Server, version 1709 (Server Core Installation);
Windows 10 Version 1803, and Windows Server, version 1803 (Server Core Installation). See
the FAQ section for more information.

5.2 02/14/2019 08:00:00
In the Security Updates table, corrected the Servicing Stack Update (SSU) for Windows 10
Version 1803 for x64-based Systems to 4485449. This is an informational change only.

7.0 04/09/2019 07:00:00

A Servicing Stack Update has been released for Windows Server 2008 and Windows Server
2008 (Server Core installation); Windows 10 version 1809, Windows Server 2019, and Windows
Server 2019 (Server Core installation). See the FAQ section for more information.
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CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

11.0 07/09/2019 07:00:00

A Servicing Stack Update has been released for all supported versions of Windows 10 (including
Windows Server 2016 and 2019), Windows 8.1, Windows Server 2012 R2 and Windows Server
2012. See the FAQ section for more information.

12.0 07/24/2019 07:00:00
A Servicing Stack Update has been released for Windows 10 Version 1809 and Windows Server
2019. See the FAQ section for more information.

16.1 11/13/2019 08:00:00
Fixed some incorrect KB numbers. This is an information change only.

17.0 12/10/2019 08:00:00

A Servicing Stack Update has been released for Windows Server 2008 and Windows Server
2008 (Server Core installation); Windows 7, Windows Server 2008 R2, and Windows Server
2008 R2 (Server Core installation). See the FAQ section for more information.

Affected Software

The following tables list the affected software details for the vulnerability.
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ADV990001

CVSS Score Restart
P KB Articl ity I .
roduct rticle Severity Impact Supersedence Set Required
1523203 Servicing Defense in ?Zri? : cl)\rlglo'\
Windows 10 Version 1803 for 32-bit Systems Stack Update Critical porat Yes
Depth N/A
Vector: N/A
4523203 Servicing Sefence in _?Z:: 0'\:; f_
Windows 10 Version 1803 for x64-based Systems  Stack Update Critical poral: Yes
Depth N/A
Vector: N/A
. Base: N/A
. . 4523203 S .
Windows Server, version 1803 (Server Core SIVICing . Defense in Temporal:
. Stack Update Critical Yes
Installation) Depth N/A
Vector: N/A
. Base: N/A
Windows 10 Version 1803 for ARM64-based gf;CBKZBS j;atrg/lcmg Critical Defense in Temporal: Yes
Systems P Depth N/A
Vector: N/A
4523204 Servicing Sefonce in _?:rs:pc':; ’IA_‘
Windows 10 Version 1809 for 32-bit Systems Stack Update Critical Depth N/A Yes
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523203
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523203
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523203
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523203
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523203
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523203
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523203
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523203
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523204
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523204

ADV990001

1523204 Servicing Defense in $:: : (;\Ir;'lo'\
Windows 10 Version 1809 for x64-based Systems  Stack Update Critical porat Yes
Depth N/A
Vector: N/A
- Base: N/A
Windows 10 Version 1809 for ARM64-based gf:c3k284 j;tr;/lcmg Critical Defense in Temporal: Ves
Systems P Depth N/A
Vector: N/A
(1523204 Servicing Defense in '?::p:)c?lr;’lo'\
. K . :
Windows Server 2019 Stack Update Critical Depth N/A Yes
Vector: N/A
4523204 Servicing Sefonce in ?2?: 0'\:; f_
Windows Server 2019 (Server Core installation) Stack Update Critical poral: Yes
Depth N/A
Vector: N/A
4523202 Servicing Sefance in _?zrs:po'\'r; 'IA_‘
Windows 10 Version 1709 for 32-bit Systems Stack Update Critical Depth N/A Yes
Vector: N/A
4523202 Servicing .
. . . Def Base: N/A
Windows 10 Version 1709 for x64-based Systems  |Stack Update Critical erensen ase: NI Yes
Depth Temporal:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523204
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523204
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523204
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523204
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523204
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523204
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523204
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523204
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523202
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523202
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523202
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523202

ADV990001

N/A
Vector: N/A
- Base: N/A
Windows 10 Version 1709 for ARM64-based 1523202 Servicing . Defense in Temporal:
Stack Update Critical Yes
Systems Depth N/A
Vector: N/A
4523200 Servicing Sefense i _?er:pol\r'; 'IA_‘
Windows 10 for 32-bit Systems Stack Update Critical Depth N/A Yes
Vector: N/A
4523200 Servicing Sefance in $2f:p(')\'r; 'IA_‘
Wi 10 f 4- Stack Updat itical Y
indows 10 for x64-based Systems ack Update Critica Depth N/A es
Vector: N/A
4520724 Servicing Defense in _?Z::‘;ol\rlﬁ
Wi 10 Version 1607 for 32-bi Stack Updat itical Y
indows 10 Version 1607 for 32-bit Systems ack Update Critica Depth N/A es
Vector: N/A
4520724 Servicing Defense in _?:f: c|)\r|;¢
Windows 10 Version 1607 for x64-based Systems  Stack Update Critical porat Yes
Depth N/A
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523202
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523202
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523200
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523200
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523200
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523200
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520724
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520724
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520724
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520724

ADV990001

4520724 Servicing Defense in '?Z:;)ol\rl'ﬁ
Wi 201 tack Updat itical Y
indows Server 2016 Stack Update Critica Depth N/A es
Vector: N/A
(1520724 Servicing Defense in '?:rs:;:)(l)\rl'gla'\
Wi 201 installati tack Updat itical Y
indows Server 2016 (Server Core installation) Stack Update Critica Depth N/A es
Vector: N/A
4523206 Servicing Defense in _?::: OI\rI;'IA_\
Windows 7 for 32-bit Systems Service Pack 1 Stack Update Critical porat: Yes
Depth N/A
Vector: N/A
4523206 Servicing Sefonce in ?;S: 0'\:; f_
Windows 7 for x64-based Systems Service Pack 1  Stack Update Critical poral: Yes
Depth N/A
Vector: N/A
4524445 Servicing Sefance in _?;S:;)O'\'r; 'IA_‘
Windows 8.1 for 32-bit systems Stack Update Critical Depth N/A Yes
Vector: N/A
4524445 Servicing .
. . Def Base: N/A
Windows 8.1 for x64-based systems Stack Update Critical erensen ase: NI Yes
Depth Temporal:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520724
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520724
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520724
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4520724
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524445
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524445
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524445
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524445

ADV990001

N/A
Vector: N/A
- Base: N/A
Windows Server 2008 for 32-bit Systems Service g?:f;:ﬁ jaetz/lcmg Critical Defense in Temporal: Ves
Pack 2 P Depth N/A
Vector: N/A
. Base: N/A
Windows Server 2008 for 32-bit Systems Service ‘Slfa2c6k4l7JS j;tz/lcmg Critical Defense in Temporal: Ves
Pack 2 (Server Core installation) P Depth N/A
Vector: N/A
. Base: N/A
. . 4526478 Servicin .
Windows Server 2008 for Itanium-Based Systems Stack U dat(;” g Critical Defense in Temporal: Yes
Service Pack 2 P Depth N/A
Vector: N/A
. Base: N/A
. 452647 .
Windows Server 2008 for x64-based Systems SSach U8 j;atrgncmg Critical Defense in Temporal: YVes
Service Pack 2 P Depth N/A
Vector: N/A
. Base: N/A
452647
Windows Server 2008 for x64-based Systems Sfach U8 j:trg/lcmg Critical Defense in Temporal: YVes
Service Pack 2 (Server Core installation) P Depth N/A
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4526478
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4526478
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4526478
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4526478
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4526478
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4526478
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4526478
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4526478
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4526478
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4526478

ADV990001

. Base: N/A
Windows Server 2008 R2 for Itanium-Based ;1?;5(286 j:trgncmg Critical Defense in Temporal: Yes
Systems Service Pack 1 P Depth N/A
Vector: N/A
- Base: N/A
. 45232 .
Windows Server 2008 R2 for x64-based Systems Sfach 86 jaetr;ncmg Critical Defense in Temporal: Ves
Service Pack 1 P Depth N/A
Vector: N/A
. Base: N/A
. 4523206 S .
Windows Server 2008 R2 for x64-based Systems Stack U daetrgncmg Critical Defense in Temporal: Ves
Service Pack 1 (Server Core installation) P Depth N/A
Vector: N/A
(1523208 Servicing Defense in 'E;err?[:)ol\rlglb'\
Windows Server 2012 Stack Update Critical Depth N/A Yes
Vector: N/A
4523208 Servicing Sefense in _?zrs:po'\'r; 'IA_‘
Windows Server 2012 (Server Core installation) Stack Update Critical Depth N/A Yes
Vector: N/A
4524445 Servicing .
. . Def Base: N/A
Windows Server 2012 R2 Stack Update Critical erense in ase: N/ Yes
Depth Temporal:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523206
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523208
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523208
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523208
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4523208
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524445
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524445

ADV990001

N/A
Vector: N/A
4524445 Servicing Sefence in _?:rs: 0'\:; f_
Windows Server 2012 R2 (Server Core installation) Stack Update Critical poral. Yes
Depth N/A
Vector: N/A
. Base: N/A
Windows 10 Version 1903 for ARM64-based 1524569 Servicing . Defense in Temporal:
Stack Update Critical Yes
Systems Depth N/A
Vector: N/A
1524569 Servicing Defense in $er:[:)()|\!|‘;'|6'\
Wi 10 Version 1903 for 32-bi Stack Updat itical Y
indows 10 Version 1903 for 32-bit Systems ack Update Critica Depth N/A es
Vector: N/A
1524569 Servicing Defense in '?:rs: : ol\rlglo'\
Windows 10 Version 1903 for x64-based Systems  |Stack Update Critical porat: Yes
Depth N/A
Vector: N/A
. Base: N/A
4524
Windows Server, version 1903 (Server Core 524569 Servicing . Defense in Temporal:
. . Stack Update Critical Yes
installation) Depth N/A
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524445
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524445
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524569
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524569
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524569
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524569
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524569
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524569
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524569
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4524569

g

N

CVE-2019-1332 - Microsoft SQL Server Reporting Services XSS

Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2019-
1332
MITRE
NVD

CVE Title: Microsoft SQL Server Reporting Services XSS Vulnerability

Description:

A cross-site scripting (XSS) vulnerability exists when Microsoft SQL Server Reporting Services
(SSRS) does not properly sanitize a specially-crafted web request to an affected SSRS server. An
attacker who successfully exploited the vulnerability could run scripts in the context of the
targeted user. The attacks could allow the attacker to read content that the attacker is not
authorized to read, execute malicious code, and use the victim's identity to take actions on the site
on behalf of the user, such as change permissions and delete content.

To exploit the vulnerability, an attacker would need to convince an authenticated user to click a
specially-crafted link to an affected SSRS server.

The update addresses the vulnerability by correcting SSRS URL sanitization.

FAQ:

None

Important

Spoofing
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1332
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1332

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1332

|Product KB Article

|Severity |Impact |Supersedence CVSS Score Set Restart Required

Release Notes Security Update Base: N/A
SQL Server 2017 Reporting Services yLp Important Spoofing Temporal: N/A  Yes
ector: N/A
@NSFOCUS 2019
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https://www.microsoft.com/en-us/download/details.aspx?id=55252

CVE-2019-1332

Power Bl Report Server

Release Notes Security Update

Important

Spoofing

Base: N/A
Temporal: N/A
Vector: N/A

Yes

SQL Server 2019 Reporting Services

Release Notes Security Update

Important

Spoofing

Base: N/A
Temporal: N/A

Vector: N/A

Yes

CVE-2019-1349 - Git for Visual Studio Remote Code Execution Vulnerability

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Git for Visual Studio Remote Code Execution Vulnerability
CVE- Description:
2019- A remote code execution vulnerability exists when Git for Visual Studio improperly sanitizes
1349 [input. An attacker who successfully exploited this vulnerability could take control of an affected  critical Remote Code
VIITRE  System. An attacker could then install programs; view, change, or delete data; or create new Execution
NVD accounts with full user rights. Users whose accounts are configured to have fewer user rights on
the system could be less impacted than users who operate with administrative user rights.
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https://www.microsoft.com/en-us/download/details.aspx?id=55252
https://www.microsoft.com/en-us/download/details.aspx?id=55252
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1349
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1349

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit the vulnerability, an attacker would first need to convince the user to clone a malicious
repo.

The security update addresses the vulnerability by correcting how Git for Visual Studio validates
command-line input.

FAQ:
I want to install the latest supported service baseline for Visual Studio. Do | need to install
the previous versions first?

No. For both Visual Studio 2019 and Visual Studio 2017, the latest supported servicing baseline
is cumulative. For example, if you need to install Visual Studio 2019 version 16.4 you do NOT
first have to install any previous versions. See Visual Studio 2019 version 16.4 Release Notes for
more information.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
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https://docs.microsoft.com/en-us/visualstudio/releases/2019/release-notes

Maximum

Vulnerability

CVE ID Vulnerability Description Severity
. Impact
Rating
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1349
. . CVSS Score |Restart
Product KB Article Severity Impact Supersedence > .
Set Required
Release Notes Base: N/A
Microsoft Visual Studio 2017 version 15.9 Security Undate Critical Remote Code Temporal: Ves
(includes 15.1 - 15.8) yop Execution N/A
Vector: N/A
Release Notes Remote Code '?:rsr? : cln\rlgla'\
Microsoft Visual Studio 2017 version 15.0 Security Update Critical . porat: Yes
Execution N/A
Vector: N/A
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https://aka.ms/vs/15/release/latest
https://aka.ms/vs/15/release/latest
https://aka.ms/vs/15/release/latest
https://aka.ms/vs/15/release/latest

CVE-2019-1349

Base: N/A
Release Notes Remote Code Temporal:
Microsoft Visual Studio 2019 version 16.0 Security Update Critical . ' Yes
Execution N/A
Vector: N/A
Release Notes Base: N/A
Microsoft Visual Studio 2019 version 16.4 Security Update Critical Remote Code Temporal: Ves
(includes 16.0 - 16.3) Execution N/A
Vector: N/A

CVE-2019-1350 - Git for Visual Studio Remote Code Execution Vulnerability

MITRE

system. An attacker could then install programs; view, change, or delete data; or create new
NVD accounts with full user rights. Users whose accounts are configured to have fewer user rights on
the system could be less impacted than users who operate with administrative user rights.

Maximum Vulnerabili

CVE ID Vulnerability Description Severity v

. Impact
Rating
CVE Title: Git for Visual Studio Remote Code Execution Vulnerability

CVE- Description:

2019- A remote code execution vulnerability exists when Git for Visual Studio improperly sanitizes

1350 [input. An attacker who successfully exploited this vulnerability could take control of an affected  critical Remote Code

Execution

@NSFOCUS 2019
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https://aka.ms/vs/15/release/latest
https://aka.ms/vs/15/release/latest
https://aka.ms/vs/15/release/latest
https://aka.ms/vs/15/release/latest
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1350
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1350

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit the vulnerability, an attacker would first need to convince the user to clone a malicious
repo.

The security update addresses the vulnerability by correcting how Git for Visual Studio validates
command-line input.

FAQ:
I want to install the latest supported service baseline for Visual Studio. Do | need to install
the previous versions first?

No. For both Visual Studio 2019 and Visual Studio 2017, the latest supported servicing baseline
is cumulative. For example, if you need to install Visual Studio 2019 version 16.4 you do NOT
first have to install any previous versions. See Visual Studio 2019 version 16.4 Release Notes for
more information.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
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https://docs.microsoft.com/en-us/visualstudio/releases/2019/release-notes

Maximum

- s . Vul bili
CVE ID Vulnerability Description Severity uinerability
. Impact
Rating
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1350
. . CVSS Score |Restart
Product KB Article Severity Impact Supersedence ° .
Set Required
Release Notes Base: N/A
Microsoft Visual Studio 2019 version 16.4 Security Undate Critical Remote Code Temporal: Ves
(includes 16.0 - 16.3) yop Execution N/A
Vector: N/A
Release Notes Base: N/A
Microsoft Visual Studio 2017 version 15.9 Security Undate Critical Remote Code Temporal: Ves
(includes 15.1 - 15.8) y-P Execution N/A
Vector: N/A
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https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest

CVE-2019-1350

Base: N/A
Release Notes Remote Code Temporal:
Microsoft Visual Studio 2017 version 15.0 Security Update Critical . poral. Yes
Execution N/A
Vector: N/A
Release Notes Remote Code '?’Zi? : cl;:;f"
Microsoft Visual Studio 2019 version 16.0 Security Update Critical . poral. Yes
Execution N/A
Vector: N/A
CVE-2019-1351 - Git for Visual Studio Tampering Vulnerability
Maximum -
CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
CVE Title: Git for Visual Studio Tampering Vulnerability
CVE- Description:
2019- A tampering vulnerability exists when Git for Visual Studio improperly handles virtual drive _
1351 paths. An attacker who successfully exploited this vulnerability could write arbitrary files and Moderate Tampering

MITRE " directories to certain locations on a vulnerable system. However, an attacker would have limited
NVD control over the destination of the files and directories.
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https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1351
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1351

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit the vulnerability, an attacker must clone a file using a specially crafted path on a
vulnerable system.

The security update fixes the vulnerability by ensuring Git for Visual Studio properly handles
folder paths.

FAQ:
I want to install the latest supported service baseline for Visual Studio. Do | need to install
the previous versions first?

No. For both Visual Studio 2019 and Visual Studio 2017, the latest supported servicing baseline is
cumulative. For example, if you need to install Visual Studio 2019 version 16.4 you do NOT first
have to install any previous versions. See Visual Studio 2019 version 16.4 Release Notes for more
information.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
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https://docs.microsoft.com/en-us/visualstudio/releases/2019/release-notes

Maximum 1 erabilit
CVE ID Vulnerability Description Severity y
) Impact
Rating
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1351
. . CVSS Score Restart
Product KB Article Severity Impact  Supersedence > .
Set Required
Base: N/A
. . . . Rel Not it
Microsoft Visual Studio 2017 version 15.9 Ue g::ee otes Security Moderate Tamperin Temporal: Ves
(includes 15.1 - 15.8) P pering N/A
Vector: N/A
Release Notes Security _?:f: :lrﬁ
Microsoft Visual Studio 2017 version 15.0 Update Moderate Tampering N/ Ap ' Yes
Vector: N/A
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https://aka.ms/vs/15/release/latest
https://aka.ms/vs/15/release/latest
https://aka.ms/vs/15/release/latest
https://aka.ms/vs/15/release/latest

CVE-2019-1351

. Base: N/A
Release Notes Security Temporal-
Microsoft Visual Studio 2017 version 16.0 Update Moderate Tampering N/ Ap ' Yes
Vector: N/A
Base: N/A
. . . . Rel N i
Microsoft Visual Studio 2019 version 16.4 Ue (::tsee otes Security Moderate Tamperin Temporal: Ves
(includes 16.0 - 16.3) P pering N/A
Vector: N/A

CVE-2019-1352 - Git for Visual Studio Remote Code Execution Vulnerability

MITRE

system. An attacker could then install programs; view, change, or delete data; or create new
NVD accounts with full user rights. Users whose accounts are configured to have fewer user rights on
the system could be less impacted than users who operate with administrative user rights.

Maximum Vulnerabili

CVE ID Vulnerability Description Severity v

. Impact
Rating
CVE Title: Git for Visual Studio Remote Code Execution Vulnerability

CVE- Description:

2019- A remote code execution vulnerability exists when Git for Visual Studio improperly sanitizes

1352 [input. An attacker who successfully exploited this vulnerability could take control of an affected  critical Remote Code

Execution

@NSFOCUS 2019
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https://aka.ms/vs/15/release/latest
https://aka.ms/vs/15/release/latest
https://aka.ms/vs/15/release/latest
https://aka.ms/vs/15/release/latest
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1352
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1352

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit the vulnerability, an attacker would first need to convince the user to clone a malicious
repo.

The security update addresses the vulnerability by correcting how Git for Visual Studio validates
command-line input.

FAQ:
I want to install the latest supported service baseline for Visual Studio. Do | need to install
the previous versions first?

No. For both Visual Studio 2019 and Visual Studio 2017, the latest supported servicing baseline
is cumulative. For example, if you need to install Visual Studio 2019 version 16.4 you do NOT
first have to install any previous versions. See Visual Studio 2019 version 16.4 Release Notes for
more information.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00

@NSFOCUS 2019 http://www.nsfocus.com



https://docs.microsoft.com/en-us/visualstudio/releases/2019/release-notes

Maximum

- s . Vul bili
CVE ID Vulnerability Description Severity uinerability
. Impact
Rating
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1352
. . CVSS Score |Restart
Product KB Article Severity Impact Supersedence ° .
Set Required
Release Notes Base: N/A
Microsoft Visual Studio 2019 version 16.4 Security Undate Critical Remote Code Temporal: Ves
(includes 16.0 - 16.3) yop Execution N/A
Vector: N/A
Release Notes Base: N/A
Microsoft Visual Studio 2017 version 15.9 Security Undate Critical Remote Code Temporal: Ves
(includes 15.1 - 15.8) y-P Execution N/A
Vector: N/A
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https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest

CVE-2019-1352

Base: N/A
Release Notes Remote Code Temporal:
Microsoft Visual Studio 2017 version 15.0 Security Update Critical . porat: Yes
Execution N/A
Vector: N/A
Release Notes Remote Code '?’Zi? : ::glb'\
Microsoft Visual Studio 2019 version 16.0 Security Update Critical . porat: Yes
Execution N/A
Vector: N/A

CVE-2019-1354 - Git for Visual Studio Remote Code Execution Vulnerability

MITRE

system. An attacker could then install programs; view, change, or delete data; or create new
NVD accounts with full user rights. Users whose accounts are configured to have fewer user rights on
the system could be less impacted than users who operate with administrative user rights.

Maximum Vulnerabili

CVE ID Vulnerability Description Severity v

. Impact
Rating
CVE Title: Git for Visual Studio Remote Code Execution Vulnerability

CVE- Description:

2019- A remote code execution vulnerability exists when Git for Visual Studio improperly sanitizes

1354 [input. An attacker who successfully exploited this vulnerability could take control of an affected  critical Remote Code

Execution
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https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1354
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1354

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit the vulnerability, an attacker would first need to convince the user to clone a malicious
repo.

The security update addresses the vulnerability by correcting how Git for Visual Studio validates
command-line input.

FAQ:
I want to install the latest supported service baseline for Visual Studio. Do | need to install
the previous versions first?

No. For both Visual Studio 2019 and Visual Studio 2017, the latest supported servicing baseline
is cumulative. For example, if you need to install Visual Studio 2019 version 16.4 you do NOT
first have to install any previous versions. See Visual Studio 2019 version 16.4 Release Notes for
more information.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00

@NSFOCUS 2019 http://www.nsfocus.com



https://docs.microsoft.com/en-us/visualstudio/releases/2019/release-notes

Maximum

- — . Vulnerabili
CVE ID Vulnerability Description Severity n ity
. Impact
Rating
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1354
. . CVSS Score |Restart
Product KB Article Severity Impact Supersedence ° .
Set Required
Release Notes Base: N/A
Microsoft Visual Studio 2019 version 16.4 Security Undate Critical Remote Code Temporal: Ves
(includes 16.0 - 16.3) yop Execution N/A
Vector: N/A
Release Notes Base: N/A
Microsoft Visual Studio 2017 version 15.9 Security Undate Critical Remote Code Temporal: Ves
(includes 15.1 - 15.8) y-P Execution N/A
Vector: N/A
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https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest

CVE-2019-1354

Base: N/A
Release Notes Remote Code Temporal:
Microsoft Visual Studio 2017 version 15.0 Security Update Critical . porat: Yes
Execution N/A
Vector: N/A
Release Notes Remote Code '?’Zi? : ::glb'\
Microsoft Visual Studio 2019 version 16.0 Security Update Critical . porat: Yes
Execution N/A
Vector: N/A

CVE-2019-1387 - Git for Visual Studio Remote Code Execution Vulnerability

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Git for Visual Studio Remote Code Execution VVulnerability
CVE- Description:
2019- A remote code execution vulnerability exists when Git for Visual Studio improperly sanitizes
1387 input. An attacker who successfully exploited this vulnerability could take control of an affected  cyitical Remote Code
VIITRE  System. An attacker could then install programs; view, change, or delete data; or create new Execution
NVD accounts with full user rights. Users whose accounts are configured to have fewer user rights on
the system could be less impacted than users who operate with administrative user rights.
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https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1387
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1387

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit the vulnerability, an attacker would first need to convince the user to clone a malicious
repo.

The security update addresses the vulnerability by correcting how Git for Visual Studio validates
command-line input.

FAQ:
I want to install the latest supported service baseline for Visual Studio. Do I need to install
the previous versions first?

No. For both Visual Studio 2019 and Visual Studio 2017, the latest supported servicing baseline
is cumulative. For example, if you need to install Visual Studio 2019 version 16.4 you do NOT
first have to install any previous versions. See Visual Studio 2019 version 16.4 Release Notes for
more information.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
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https://docs.microsoft.com/en-us/visualstudio/releases/2019/release-notes

Maximum

- s . Vul bili
CVE ID Vulnerability Description Severity uinerability
. Impact
Rating
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1387
. . CVSS Score |Restart
Product KB Article Severity Impact Supersedence ° .
Set Required
Release Notes Base: N/A
Microsoft Visual Studio 2019 version 16.4 Security Undate Critical Remote Code Temporal: Ves
(includes 16.0 - 16.3) yop Execution N/A
Vector: N/A
Release Notes Base: N/A
Microsoft Visual Studio 2017 version 15.9 Security Undate Critical Remote Code Temporal: Ves
(includes 15.1 - 15.8) y-P Execution N/A
Vector: N/A
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https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest

CVE-2019-1387

Base: N/A
Release Notes Remote Code Temporal:
Microsoft Visual Studio 2017 version 15.0 Security Update Critical . porat: Yes
Execution N/A
Vector: N/A
Base: N/A
Release Notes Remote Code Temporal:
Microsoft Visual Studio 2019 version 16.0 Security Update Critical . poral. Yes
Execution N/A
Vector: N/A

CVE-2019-1400 - Microsoft Access Information Disclosure Vulnerability

Maximum Vulnerability

CVE ID Vulnerability Description Severity
. Impact

Rating
CVE- CVE Title: Microsoft Access Information Disclosure Vulnerability
2019- Description: )
1400 An information disclosure vulnerability exists in Microsoft Access software when the software | mportant Information
VITRE  fails to properly handle objects in memory. An attacker who successfully exploited this Disclosure
NVD vulnerability could obtain information to further compromise the usera€™s system.
@NSFOCUS 2019 http://www.nsfocus.com



https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1400
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1400

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit the vulnerability, an attacker would have to log on to an affected system and run a
specially crafted application.

The security update addresses the vulnerability by correcting how Microsoft Access handles
objects in memory.

FAQ:
Is the Preview Pane an attack vector for this vulnerability?

No, the Preview Pane is not an attack vector.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1400

. . CVSS Score  Restart
Product KB Article Severity [Impact Supersedence .
Set Required
. . Base: N/A
Microsoft Office 2019 for 32-bit S“Zl;tgo Run Security Imoortant Information Temporal: Ves
editions P P Disclosure N/A
Vector: N/A
. . Base: N/A
Microsoft Office 2019 for 64-bit LCJIIZi;t:—JO Run Security Important Information Temporal: Ves
editions P P Disclosure N/A
Vector: N/A
Click to Run Security Information _?:;f;)c')\:;ﬁ
ffi ProPlus for 32-bi t I ’ Y
Office 365 ProPlus for 32-bit Systems  |Update mportant Disclosure N/A es
Vector: N/A
Click to Run Security Information ?::p:)g:ﬁ
Office 365 ProPlus for 64-bit Systems  |Update Important Disclosure N/A Yes
Vector: N/A
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CVE-2019-1400

4484180 Security Information '?2:: cz\rlzl;la'\
Microsoft Office 2016 (32-bit edition) |Update Important | _. 4484113 poral: Yes
Disclosure N/A
Vector: N/A
4484180 Security Information '?::: oNra{l'IA'\
Microsoft Office 2016 (64-bit edition) |Update Important | _. 4484113 poral: Yes
Disclosure N/A
Vector: N/A
. Base: N/A
44841
Microsoft Office 2010 Service Pack 2 U E;atgg Security Important Information 4484127 Temporal: Ves
(32-bit editions) P P Disclosure N/A
Vector: N/A
. Base: N/A
. . . 4484193 S t .
Microsoft Office 2010 Service Pack 2 Undate eeurtty Important Information 4484127 Temporal: Ves
(64-bit editions) P P Disclosure N/A
Vector: N/A
) Base: N/A
. . . 4484186 S t .
Microsoft Office 2013 RT Service Pack eeurtty Information Temporal:
Update Important | _. 4484119 Yes
1 Disclosure N/A
Vector: N/A
. i . 4484186 Securit .
Microsoft Office 2013 Service Pack 1 Undate eeurtty Important Information 4484119 Base: N/A Ves
(32-bit editions) P P Disclosure Temporal:
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https://www.microsoft.com/download/details.aspx?familyid=35d9bcc2-03ce-457a-82f6-9ac9fc49403a
https://www.microsoft.com/download/details.aspx?familyid=35d9bcc2-03ce-457a-82f6-9ac9fc49403a
https://www.microsoft.com/download/details.aspx?familyid=35d9bcc2-03ce-457a-82f6-9ac9fc49403a
https://www.microsoft.com/download/details.aspx?familyid=35d9bcc2-03ce-457a-82f6-9ac9fc49403a
https://www.microsoft.com/download/details.aspx?familyid=0f57d24b-c376-45b5-b51a-e1624532d331
https://www.microsoft.com/download/details.aspx?familyid=0f57d24b-c376-45b5-b51a-e1624532d331
https://www.microsoft.com/download/details.aspx?familyid=0f57d24b-c376-45b5-b51a-e1624532d331
https://www.microsoft.com/download/details.aspx?familyid=0f57d24b-c376-45b5-b51a-e1624532d331

CVE-2019-1400

N/A
Vector: N/A

Microsoft Office 2013 Service Pack 1
(64-bit editions)

4484186 Security

Information
Update

. 4484119
Disclosure

Important

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

CVE-2019-1453 - Windows Remote Desktop Protocol (RDP) Denial of

Service Vulnerability

L YT
CVE ID Mulnerability Description Severity
. Impact
Rating
CVE Title: Windows Remote Desktop Protocol (RDP) Denial of Service Vulnerability
CVE- Description:
2019- A denial of service vulnerability exists in Remote Desktop Protocol (RDP) when an attacker Denial of
1453 connects to the target system using RDP and sends specially crafted requests. An attacker who ~ IMportant Service
MITRE successfully exploited this vulnerability could cause the RDP service on the target system to stop
NVD responding.
@NSFOCUS 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1453
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1453

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit this vulnerability, an attacker would need to run a specially crafted application against
a server which provides Remote Desktop Protocol (RDP) services.

The update addresses the vulnerability by correcting how RDP handles connection requests.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.

Aftected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-1453

KB . Restart
Product Article Severity [Impact Supersedence CVSS Score Set Required
Windows 10 4530684 Denial Base: 7.5
Version _1909 Security Important of 4524570 Temporal: 6.7 Ves
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 0684 . Base: 7.5
Server, version Securit Denial Temporal- 6.7
1909 (Server y Important of 4524570 poral. ©. Yes
Core Update Service Vector:
. . CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
installation)
Windows 10 4530684 Denial Base: 7.5
Version 1909  Security Temporal: 6.7
for x64-based |Update Important ?&erice 4524510 Vector: Yes
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4530684 Denial Base: 7.5
Version 1909 Security Temporal: 6.7
for ARM64-  |Update Important gtervice 4524510 Vector: ves
based Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4530717 Denial Base: 7.5
Version 1803 [Security Temporal: 6.7
for 32-bit Update Important gfarvice 4525231 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717

CVE-2019-1453

Windows 10 4530717 Denial Base: 7.5
Version 1803 [Security Temporal: 6.7
for x64-based |Update Important ngvice 4525231 Vector: ves
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 35717 _ Base: 7.5
Server, version Securit Denial Temporal: 6.7
1803 (Server Y Important of 4525237 porat- o. Yes
Core Update Service Vector:

. CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4530717 Denial Base: 7.5
Version 1803 [Security Temporal: 6.7
for ARM64-  Update Important g];rvice 4525237 Vector: es
based Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4530715 Denial Base: 7.5
Version -1809 Security Important of 4523205 Temporal: 6.7 Ves
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4530715 Denial Base: 7.5
Version 1809 Security Temporal: 6.7
for x64-based |Update Important g];rvice 4523205 Vector: es
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1453

Windows 10 4530715 Denial Base: 7.5

Version 1809 [Security Temporal: 6.7

for ARM64-  Update Important ngvice 4523205 Vector: ves

based Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4530715 . Base: 7.5

Windows Security Denial Temporal: 6.7

Server 2019  |Update Important gfarvice 4523205 Vector: ves

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 4530715 Denial Base: 7.5

Server 2019  [Security Important of 4523205 Temporal: 6.7 Ves

(Server Core  |Update Service Vector:

installation) CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I1:N/A:H/E:P/RL:O/RC:C

Windows 10 4530714 Denial Base: 7.5

Version -1709 Security Important of 4595241 Temporal: 6.7 Yes

for 32-bit Update Service Vector:

Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Windows 10 4530714 Denial Base: 7.5

Version 1709 Security Temporal: 6.7

for x64-based |Update Important g];rvice 4525241 Vector: es

Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Denial
Windows 10 4530714 Base: 7.5
. o f 4525241 Y
Version 1709  Security mportant gervice 525 Temporal: 6.7 *
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714

CVE-2019-1453

for ARM64-  |Update Vector:
based Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4530684 Denial Base: 7.5
Ver5|on_1903 Security Important of 4524570 Temporal: 6.7 Ves
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4530684 Denial Base: 7.5
Version 1903  Security Temporal: 6.7
for x64-based |Update Important ?&erice 4524510 Vector: Yes
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 10 4530684 Denial Base: 7.5
Version 1903 Security Temporal: 6.7
for ARM64-  |Update Important ;1;rvice 4524510 Vector: ves
based Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Wi

indows 530684 _ Base: 7.5
Server, version Securit Denial Temporal: 6.7
1903 (Server y Important of 4524570 porat: . Yes
Core Update Service Vector:
. . CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
installation)
wnowso o IS
for 32-bit Y Important of 4525232 porat- ®. Yes
Systems Update Service Vector:

y CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681

CVE-2019-1453

wiowsio 0 per e
for x64-based Important of 4525232 Yes
Systems Update Service Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Wint?ows 10 45306_89 Denial Base: 7.5
Version _1607 Security Important of 4505236 Temporal: 6.7 Ves
for 32-bit Update Service Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
WinQows 10 45306_89 Denial Base: 7.5
Version 1607  Security Important of 4525236 Temporal: 6.7 Ves
for x64-based |Update Service Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4530689 . Base: 7.5
Windows Security Denial Temporal: 6.7
Server 2016  |Update Important gf . 4525236 Vector: Yes
ervice CV/SS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 4530689 Denial Base: 7.5
Server 2016  Security Important of 4525236 Temporal: 6.7 Yes
(Server Core  |Update Service Vector:
installation) CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Windows 7 for 4530734 Denial Base: 7.5
32-bit Systems [Monthly [Important of 4525235 Temporal: 6.7 Yes
Service Pack 1 Rollup Service
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734

CVE-2019-1453

4530692 Vector:
Security CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Only
4530734
Windows 7 for Monthly . Base: 7.5
X64-based Rollup Denial Temporal: 6.7
4530692 Important of 4525235 porat: . Yes
Systems Securit Service Vector:
Service Pack 1 Only y CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:0O/RC:C
4530702
Monthly )
Windows 8.1 |Rollup Denial '?:rsr?-c?r.:l' 6.7
for 32-bit 4530730 |Important of 4525243 Vectlzr' o Yes
systems gicl‘;”ty Service CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4530702
Windows 8.1 Monthly Denial _?:;f';':l_ 6.7
for x64-based Rollup  Important of 4525243 P T Yes
systems 4530730 Service Vector:
y Security CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730

CVE-2019-1453

Only
4530702 i Base: 7.5
Windows RT  Monthly Denial Temporal: 6.7
Important of 4525243 o Yes
8.1 Rollup Service Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
. 4530734
Windows Monthl
Server 2008 y . Base: 7.5
R2 for Rollup Denial Temporal: 6.7
i 4530692 Important of 4525235 poral- ©. Yes
Itanium-Based Securit Service Vector:
Systems onl y CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Service Pack 1 y
4530734
Windows Monthly _ Base: 7.5
Server 2008  Rollup Denial Temporal- 6.7
R2 for x64- 4530692 [Important of 4525235 Vectzr' o Yes
based Systems. Security Service CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
Service Pack 1 (Only
Windows 4530734 Denial Base: 7.5
Server 2008  |Monthly |Important of 4525235 Tem.or.al' 6.7 Yes
R2 for x64-  Rollup Service porat- ©.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734

CVE-2019-1453

based Systems 4530692 Vector:
Service Pack 1 |Security CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
(Server Core  Only
installation)
4530691
M
onthly . Base: 7.5
Windows Rollup Denial Temporal: 6.7
4530698 Important of 4525246 porat: . Yes
Server 2012 Securit Service Vector:
Only y CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4530691
Windows 'F\:'(;’I'I‘ljz'y - Base: 7.5
2012 T l: 6.7
Server 2012 ) oo 508 Importantof 4525246 emporal: 6 Yes
(Server Core Securit Service Vector:
installation) Only y CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
4530702
Windows Monthly Denial _?:;f';;_ 6.7
Server 2012  |Rollup  Important of 4525243 P T Yes
R2 4530730 Service Vector:
Security CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730

CVE-2019-1453

Only

4530702
Windows Monthly
Server 2012 [Rollup
R2 (Server 4530730
Core Security
installation)  |Only

Important

Denial
of
Service

4525243

Base: 7.5
Temporal: 6.7
Vector:

CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:O/RC:C

Yes

CVE-2019-1458 - Win32k Elevation of Privilege Vulnerability

Maximum Vulnerability
CVE ID MNulnerability Description Severity
. Impact
Rating
CVE Title: Win32k Elevation of Privilege Vulnerability
CVE- Description:
2019- A elevation of privilege vulnerability exists in Windows when the Win32k component fails to Elevation of
1458 broperly handle objects in memory. An attacker who successfully exploited this vulnerability Important Privilege
MITRE " eould run arbitrary code in kernel mode. An attacker could then install programs; view, change, or
NVD delete data; or create new accounts with full user rights.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1458
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1458

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker
could then run a specially crafted application that could exploit the vulnerability and take control
of an affected system.

The update addresses this vulnerability by correcting how Win32k handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-1458

KB . Restart
Product Article Severity [Impact Supersedence CVSS Score Set Required
Windows 10 giigﬁ?l Elevation '?:rsr?: Zr':I' 29
for 32-bit y Important of 4525232 porat: f. Yes
Systems Update Privilege vector:
y g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
Windows 10 giigﬁ?l Elevation _?:f:;’:l_ 25
for x64-based y Important of 4525232 poral. £ Yes
Update . Vector:
Systems Privilege
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
Windows 10 4530689 . Base: 7.8
Version 1607 Security Elevation Temporal: 7.2
. Important of 4525236 C Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
Windows 10 4530689 . Base: 7.8
Version 1607 Security Elevation Temporal: 7.2
for x64-based Update Important (F)’i;ivile o 4525236 Vector: ves
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
4530689 Elevation Base: 7.8
Windows Security Temporal: 7.2
Server 2016 |Update Important (F)’];ivile o 4525236 Vector: ves
g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689

CVE-2019-1458

Windows 4530689 Elevation Base: 7.8

Server 2016  Security Important of 4505236 Temporal: 7.2 Yes

(Server Core |Update Privileae Vector:

installation) g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
4530734

Wlndow_s 7 |[Monthly _ Base: 7.8

for 32-bit Rollup Elevation Temporal: 7.2

Systems 4530692 Important of 4525235 Vecth))r' o Yes

ierv'ce Pack g‘flt;”ty Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/IRL:O/RC:C
4530734

Windows 7 [Monthly _ Base: 7.8

for x64-based Rollup Elevation Temporal- 7.2

Systems 4530692 [Important of 4525235 Vecth’)r' Y Yes

ierv'ce Pack g‘flt;”ty Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
4530702

Windows 8.1 Monthly Elevation _?:f:;:l_ 790

for 32-bit Rollup  Important of 4525243 Vectgr' o Yes

systems giiﬁ:.i? Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/IRL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730

CVE-2019-1458

Only
4530702
Monthly _
Windows 8.1 Rollup Elevation _?::ﬁ';’:l_ 29
for x64-based 4530730 [Important of 4525243 Vectzr' Y Yes
systems gi]cl‘;”ty Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
4530702 Elevation Base: 7.8
i Monthl 1 7.
Windows RT [Monthly Important of 4525243 Temporal: 7.2 Ves
8.1 Rollup Privilege Vector:
g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
. 4530695
Windows Monthl
Server 2008 y . Base: 7.8
for 32-bit Rollup Elevation Temporal: 7.2
4530719 [Important of 4525234 porat: £. Yes
Systems Securit Privilege vector:
Service Pack onl y g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
5 y
Windows 4530695 Elevation Base: 7.8
Server 2008  Monthly [Important of 4525234 Tem.or.al' 29 Yes
for 32-bit  Rollup Privilege porat: f.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695

CVE-2019-1458

Systems 4530719 Vector:
Service Pack Security CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
2 (Server Only
Core
installation)
Windows 4530695
Server ?008 Monthly _ Base: 7.8
for Itanium-  Rollup Elevation Temporal: 7.2
Based 4530719 Important of 4525234 Vecth)Jr' o Yes
Systems - Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
Service Pack (Only
2
Windows Al\f/?jr?t?ﬁs
Server 2008 y . Base: 7.8
for x64-based Rollup Elevation Temporal: 7.2
4530719 Important of 4525234 porat: . Yes
Systems Securit Privilege vector:
Service Pack Only y g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
2
Windows 4530695 Elevation Base: 7.8
Server 2008  Monthly Important of 4525234 Temporal: 7.2 YVes
for x64-based Rollup Privilege Vector:
Systems 4530719 g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719

CVE-2019-1458

Service Pack Security
2 (Server Only
Core
installation)
Windows 530734
Server 2008 Monthl
R2 for y . Base: 7.8
Itanium Rollup Elevation Temporal: 7.2

4530692 [Important of 4525235 porat: . Yes
Based i .. Vector:

Security Privilege
Systems onl CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
Service Pack y
1
Windows 4530734
Server 2008  Monthly _ Base: 7.8
R2 for x64-  Rollup Elevation Temporal: 7.2
based 4530692 Important of 4525235 Vecth;r' o Yes
Systems - security Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
Service Pack (Only
1
Windows 4530734 Elevation Base: 7.8
Server 2008  Monthly Important of 4525235 Temporal: 7.2 YVes
R2 for x64-  Rollup Privilege Vector:
based 4530692 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692

CVE-2019-1458

Systems Security
Service Pack Only
1 (Server
Core
installation)
4530691
Monthly . Base: 7.8
Windows Rollup Elevation Temporal: 7.2
4530698 [Important of 4525246 porat: . Yes
Server 2012 . . Vector:
Security Privilege
Only CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
4530691
Windows 'F\:';?:E'y levation Base: 7.8
2012 T 1:7.2
Server 2012 | -20698 Importantof 4525246 empora Yes
(Server Core Securit Privilege Vector:
installation) Only y g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
Windows L;/?Sr?ti\?z Elevation _?:f:;:l_ 29
Server 2012 y Important of 4525243 porat: f. Yes
R? Rollup Privilege Vector:
4530730 g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730

CVE-2019-1458

Security

Only

4530702
Windows Monthly _ Base: 7.8
Server 2012 |Rollup Elevation Temporal- 7.2
R2 (Server 4530730 [Important of 4525243 Vectzr' S Yes
Core ~ ~ Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
installation)  Only

CVE-2019-1461 - Microsoft Word Denial of Service Vulnerability

CVE ID Vulnerability Description S'\,/;?/):rri:;rlgating :/:Lr;eczablllty
CVE Title: Microsoft Word Denial of Service Vulnerability

CVE- Description:

2013-1461 /A denial of service vulnerability exists in Microsoft Word software when the software fails to Important Denial of

MITRE " oroperly handle objects in memory. An attacker who successfully exploited the vulnerability Service

NVD could cause a remote denial of service against a system.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1461
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1461

CVE ID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

Exploitation of the vulnerability requires that a specially crafted document be sent to a
vulnerable user.

The security update addresses the vulnerability by correcting how Microsoft Word handles
objects in memory.

FAQ:
I have Microsoft Word 2010 installed. Why am | not being offered the 4475598 update?

The 4475598 update only applies to systems running specific configurations of Microsoft
Office 2010. Some configurations will not be offered the update.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1461

. . CVSS Score [Restart
Product KB Article Severity Impact Supersedence .
Set Required
Click to Run Security Denial of _?er::g\:ﬁ
Microsoft Office 2019 for 32-bit editions |Update Important . poral- Yes
Service N/A
Vector: N/A
Click to Run Security Denial of _?:rs::(’)\rl;f_\
Microsoft Office 2019 for 64-bit editions Update Important . poral. Yes
Service N/A
Vector: N/A
Click to Run Security Denial of '?:rs:p:)cl)\::lb'\
ffi ProPlus for 32-bi t I ' Y
Office 365 ProPlus for 32-bit Systems Update mportant Service N/A es
Vector: N/A
Click to Run Security Denial of '?:rs:g;ol\:;’lb'\
Office 365 ProPlus for 64-bit Systems Update Important Service N/A Yes
Vector: N/A
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CVE-2019-1461

4484169 Security _ Base: NIA
. e Denial of Temporal:
Microsoft Word 2016 (32-bit edition) Update Important . 4475540 Yes
Service N/A
Vector: N/A
4484169 Security . Base: N/A
. e Denial of Temporal:
Microsoft Word 2016 (64-bit edition) Update Important . 4475540 Yes
Service N/A
Vector: N/A
: Base: N/A
. ) . 4475598 S t .
Microsoft Office 2010 Service Pack 2 (32- seurtty Denial of Temporal:
e Update Important . 4475531 Yes
bit editions) Service N/A
Vector: N/A
: Base: N/A
. ) . 4475598 S t .
Microsoft Office 2010 Service Pack 2 (64- seurtty Denial of Temporal:
e Update Important . 4475531 Yes
bit editions) Service N/A
Vector: N/A
: Base: N/A
. . 4475601 S t .
Microsoft Word 2010 Service Pack 2 (32- Undate eeurtty Important Denial of 4475533 Temporal: Ves
bit editions) P P Service N/A
Vector: N/A
. . 4475601 S it .
Microsoft Word 2010 Service Pack 2 (64- eeurtty Denial of Base: N/A
o Update Important . 4475533 Yes
bit editions) Service Temporal:
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https://www.microsoft.com/download/details.aspx?familyid=18ef3196-2f73-4c30-8136-c158aa4aab27
https://www.microsoft.com/download/details.aspx?familyid=18ef3196-2f73-4c30-8136-c158aa4aab27
https://www.microsoft.com/download/details.aspx?familyid=18ef3196-2f73-4c30-8136-c158aa4aab27
https://www.microsoft.com/download/details.aspx?familyid=18ef3196-2f73-4c30-8136-c158aa4aab27
https://www.microsoft.com/download/details.aspx?familyid=06023c95-2f98-4b76-b0ad-238514a87ace
https://www.microsoft.com/download/details.aspx?familyid=06023c95-2f98-4b76-b0ad-238514a87ace
https://www.microsoft.com/download/details.aspx?familyid=06023c95-2f98-4b76-b0ad-238514a87ace
https://www.microsoft.com/download/details.aspx?familyid=06023c95-2f98-4b76-b0ad-238514a87ace
https://www.microsoft.com/download/details.aspx?familyid=0a0e2a78-3699-4536-815f-0da1969f0466
https://www.microsoft.com/download/details.aspx?familyid=0a0e2a78-3699-4536-815f-0da1969f0466
https://www.microsoft.com/download/details.aspx?familyid=0a0e2a78-3699-4536-815f-0da1969f0466
https://www.microsoft.com/download/details.aspx?familyid=0a0e2a78-3699-4536-815f-0da1969f0466

CVE-2019-1461

N/A
Vector: N/A

Microsoft Word 2013 RT Service Pack 1

4484094 Security
Update

Important

Denial of
Service

4475547

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

Microsoft Word 2013 Service Pack 1 (32-
bit editions)

4484094 Security
Update

Important

Denial of
Service

4475547

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

Microsoft Word 2013 Service Pack 1 (64-
bit editions)

4484094 Security
Update

Important

Denial of
Service

4475547

Base: N/A
Temporal:
N/A

Vector: N/A

Yes
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https://www.microsoft.com/downloads/details.aspx?familyid=7313aa58-5218-4680-8520-a6161d607f81
https://www.microsoft.com/downloads/details.aspx?familyid=7313aa58-5218-4680-8520-a6161d607f81
https://www.microsoft.com/downloads/details.aspx?familyid=7313aa58-5218-4680-8520-a6161d607f81
https://www.microsoft.com/downloads/details.aspx?familyid=7313aa58-5218-4680-8520-a6161d607f81
https://www.microsoft.com/downloads/details.aspx?familyid=7313aa58-5218-4680-8520-a6161d607f81
https://www.microsoft.com/downloads/details.aspx?familyid=7313aa58-5218-4680-8520-a6161d607f81

A > @

Sl TN
CVE-2019-1462 - Microsoft PowerPoint Remote Code Execution

Vulnerability

Maximum
CVE ID Vulnerability Description Severity
Rating

Vulnerability
Impact

CVE Title: Microsoft PowerPoint Remote Code Execution Vulnerability
Description:
A remote code execution vulnerability exists in Microsoft PowerPoint software when the software
fails to properly handle objects in memory. An attacker who successfully exploited the
vulnerability could run arbitrary code in the context of the current user. If the current user is
cvE-  logged on with administrative user rights, an attacker could take control of the affected system.
2019-  /Anattacker could then install programs; view, change, or delete data; or create new accounts with
1462 full user rights. Users whose accounts are configured to have fewer user rights on the system Important
could be less impacted than users who operate with administrative user rights.

Remote Code
Execution

Exploitation of the vulnerability requires that a user open a specially crafted file with an affected
version of Microsoft Office PowerPoint software. In an email attack scenario, an attacker could
exploit the vulnerability by sending the specially crafted file to the user and convincing the user to
open the file. In a web-based attack scenario, an attacker could host a website (or leverage a
compromised website that accepts or hosts user-provided content) that contains a specially crafted
file designed to exploit the vulnerability. An attacker would have no way to force users to visit the
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1462
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1462

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

website. Instead, an attacker would have to convince users to click a link, typically by way of an

enticement in an email or instant message, and then convince them to open the specially crafted
file.

Note that the Preview Pane is not an attack vector for this vulnerability. The security update
addresses the vulnerability by correcting how Microsoft PowerPoint handles objects in memory.

FAQ:
Is the Preview Pane an attack vector for this vulnerability?

No, the Preview Pane is not an attack vector.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1462

. . CVSS Score |Restart
Product KB Article Severity Impact Supersedence .
Set Required
Click to Run Security Remote Code $er::0|\:_;'|6_‘
Microsoft Office 2019 for 32-bit editions Update Important i poral. Yes
Execution N/A
Vector: N/A
Click to Run Security Remote Code '?err?:ol\rlglo'\
Microsoft Office 2019 for 64-bit editions Update Important . poral. Yes
Execution N/A
Vector: N/A
Release Notes Remote Code ?er: 5(;\:;?\
Microsoft Office 2019 for Mac Security Update Important . porat: Yes
Execution N/A
Vector: N/A
Click to Run Security Remote Code _?Z::CI)\:ZIA_\
Office 365 ProPlus for 32-bit Systems Update Important . porat: Yes
Execution N/A
Vector: N/A
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https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049

CVE-2019-1462

Click to Run Security Remote Code $Z:‘;;\Irﬁ
Office 365 ProPlus for 64-bit Systems Update Important Execution N/A Yes
Vector: N/A
: Base: N/A
. . . 4461
Microsoft PowerPoint 2013 Service Pack U Zaijo Security Important Remote Code 4461481 Temporal: Ves
1 (32-bit editions) P P Execution N/A
Vector: N/A
. Base: N/A
4461
Microsoft PowerPoint 2013 Service Pack U E;;SO Security Important Remote Code 4461481 Temporal: Yes
1 (64-bit editions) P POTtaNt &, ecution N/A
Vector: N/A
i Base: N/A
Microsoft PowerPoint 2013 RT Service 34%1520 Security Important Remote Code 4461481 Temporal: Ves
Pack 1 P P Execution N/A
Vector: N/A
. Base: N/A
. . i 4484166 S t
Microsoft PowerPoint 2016 (32-bit Undate eeurtty Imoortant Remote Code 4461532 Temporal: Yes
edition) P P Execution N/A
Vector: N/A
. . i 4484166 Securit
Microsoft PowerPoint 2016 (64-bit eeurty Remote Code Base: N/A
.\ Update Important . 4461532 Yes
edition) Execution Temporal:
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https://www.microsoft.com/download/details.aspx?familyid=b673b11d-9b85-4929-8854-e5ebeb1552ad
https://www.microsoft.com/download/details.aspx?familyid=b673b11d-9b85-4929-8854-e5ebeb1552ad
https://www.microsoft.com/download/details.aspx?familyid=b673b11d-9b85-4929-8854-e5ebeb1552ad
https://www.microsoft.com/download/details.aspx?familyid=b673b11d-9b85-4929-8854-e5ebeb1552ad
https://www.microsoft.com/download/details.aspx?familyid=b673b11d-9b85-4929-8854-e5ebeb1552ad
https://www.microsoft.com/download/details.aspx?familyid=b673b11d-9b85-4929-8854-e5ebeb1552ad
https://www.microsoft.com/download/details.aspx?familyid=f711cb46-a286-4524-9fd1-c926de1515b5
https://www.microsoft.com/download/details.aspx?familyid=f711cb46-a286-4524-9fd1-c926de1515b5
https://www.microsoft.com/download/details.aspx?familyid=f711cb46-a286-4524-9fd1-c926de1515b5
https://www.microsoft.com/download/details.aspx?familyid=f711cb46-a286-4524-9fd1-c926de1515b5

CVE-2019-1462

N/A
Vector: N/A

Microsoft Office 2016 for Mac

Release Notes
Security Update

Important

Remote Code
Execution

4461532

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

Microsoft PowerPoint 2010 Service Pack
2 (32-bit editions)

4461613 Security
Update

Important

Remote Code
Execution

4461521

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

Microsoft PowerPoint 2010 Service Pack
2 (64-bit editions)

4461613 Security
Update

Important

Remote Code
Execution

4461521

Base: N/A
Temporal:
N/A

Vector: N/A

Yes
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https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://www.microsoft.com/download/details.aspx?familyid=6ed7c5ab-c19d-43cf-9dce-01ee3f05f4b7
https://www.microsoft.com/download/details.aspx?familyid=6ed7c5ab-c19d-43cf-9dce-01ee3f05f4b7
https://www.microsoft.com/download/details.aspx?familyid=6ed7c5ab-c19d-43cf-9dce-01ee3f05f4b7
https://www.microsoft.com/download/details.aspx?familyid=6ed7c5ab-c19d-43cf-9dce-01ee3f05f4b7

CVE-2019-1463 - Microsoft Access Information Disclosure Vulnerability

Maximum Vulnerabilit
CVE ID Vulnerability Description Severity Imoact y
Rating P

CVE Title: Microsoft Access Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists in Microsoft Access software when the software

fails to properly handle objects in memory. An attacker who successfully exploited this

vulnerability could obtain information to further compromise the usera€™s system.

To exploit the vulnerability, an attacker would have to log on to an affected system and run a
CVE- specially crafted application.
2019- The security update addresses the vulnerability by correcting how Microsoft Access handles Information
1463 i i Important .

objects in memory. Disclosur
MITRE sclosure
NVD

FAQ:

Is the Preview Pane an attack vector for this vulnerability?

No, the Preview Pane is not an attack vector.

Mitigations:

None
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1463
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1463

Maximum

CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
Workarounds:
None
Revision:
1.0 12/10/2019 08:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1463
Product KB Article Severity [Impact Supersedence CVSS Score Resta_rt
Set Required
. : Base: N/A
Microsoft Office 2019 for 32-bit S“ZZ;O Run Security Imoortant Information Temporal: Ves
editions P P Disclosure N/A
Vector: N/A
@NSFOCUS 2019
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CVE-2019-1463

Click to Run Securit Base: N/A
Microsoft Office 2019 for 64-bit Undate Y Important Information Temporal: YVes
editions P P Disclosure N/A
Vector: N/A
Click to Run Security Information '?:rsr?p:):)\:;ﬁ
ffi ProPlus for 32-bi t | . ’ Y
Office 365 ProPlus for 32-bit Systems  |Update mportant Disclosure N/A es
Vector: N/A
Click to Run Security Information ?:rsri:)gﬁ
Office 365 ProPlus for 64-bit Systems  |Update Important Disclosure N/A Yes
Vector: N/A
(1484180 Security Information ?2: : (;\lr;'lb'\
Microsoft Office 2016 (32-bit edition) |Update Important | _. 4484113 porat: Yes
Disclosure N/A
Vector: N/A
484180 Security Information ?::: :Ir:IA'\
Microsoft Office 2016 (64-bit edition) |Update Important | _. 4484113 poral- Yes
Disclosure N/A
Vector: N/A
. . ) 4484193 S it .
Microsoft Office 2010 Service Pack 2 Undate ecunty Important Information 4484127 Base: N/A YVes
(32-bit editions) P P Disclosure Temporal:
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https://www.microsoft.com/download/details.aspx?familyid=35d9bcc2-03ce-457a-82f6-9ac9fc49403a
https://www.microsoft.com/download/details.aspx?familyid=35d9bcc2-03ce-457a-82f6-9ac9fc49403a
https://www.microsoft.com/download/details.aspx?familyid=35d9bcc2-03ce-457a-82f6-9ac9fc49403a
https://www.microsoft.com/download/details.aspx?familyid=35d9bcc2-03ce-457a-82f6-9ac9fc49403a
https://www.microsoft.com/download/details.aspx?familyid=0f57d24b-c376-45b5-b51a-e1624532d331
https://www.microsoft.com/download/details.aspx?familyid=0f57d24b-c376-45b5-b51a-e1624532d331

CVE-2019-1463

N/A
Vector: N/A

Microsoft Office 2010 Service Pack 2
(64-bit editions)

4484193 Security
Update

Important

Information
Disclosure

4484127

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

Microsoft Office 2013 RT Service Pack
1

4484186 Security
Update

Important

Information
Disclosure

4484119

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

Microsoft Office 2013 Service Pack 1
(32-bit editions)

4484186 Security
Update

Important

Information
Disclosure

4484119

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

Microsoft Office 2013 Service Pack 1
(64-bit editions)

4484186 Security
Update

Important

Information
Disclosure

4484119

Base: N/A
Temporal:
N/A

Vector: N/A

Yes
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https://www.microsoft.com/download/details.aspx?familyid=0f57d24b-c376-45b5-b51a-e1624532d331
https://www.microsoft.com/download/details.aspx?familyid=0f57d24b-c376-45b5-b51a-e1624532d331

CVE-2019-1464 - Microsoft Excel Information Disclosure Vulnerability

FAQ:
Is the Preview Pane an attack vector for this vulnerability?

No, the Preview Pane is not an attack vector.

Mitigations:
None

- . Maximum Vulnerability

CVE ID Vulnerability Description Severoy Fats e

CVE Title: Microsoft Excel Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when Microsoft Excel improperly discloses the

contents of its memory. An attacker who exploited the vulnerability could use the information

to compromise the usera€™s computer or data.

To exploit the vulnerability, an attacker could craft a special document file and then convince

the user to open it. An attacker must know the memory address location where the object was
CVE- created.
2013-1464 The ypdate addresses the vulnerability by changing the way certain Excel functions handle Important Information
MITRE objects in memory. Disclosure
NVD
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1464
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1464

1.0 12/10/2019 08:00:00
Information published.

- .. Maximum Vulnerabili
CVE ID Vulnerability Description I. ; . ) ity
Severity Rating Impact
Workarounds:
None
Revision:

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1464

. . CVSS Score |Restart

Product KB Article Severity Impact Supersedence .
Set Required
Base: N/A

. . i Click to Run Securit .

Microsoft Office 2019 for 32-bit U Igateo un securtty Important Information Temporal: YVes

editions P P Disclosure N/A
Vector: N/A
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CVE-2019-1464

Click to Run Securit Base: N/A
Microsoft Office 2019 for 64-bit Undate Y Imoortant Information Temporal: YVes
editions P P Disclosure N/A
Vector: N/A
. Base: N/A
Release Notes Security Information Temporal-
Microsoft Office 2019 for Mac Update Important | _. porat: Yes
Disclosure N/A
Vector: N/A
Click to Run Security Information '?::p:)cl)\:ﬁ
Office 365 ProPlus for 32-bit Systems Update Important Disclosure N/A Yes
Vector: N/A
Click to Run Security Information _?er:;)(l)\lr;?
Office 365 ProPlus for 64-bit Systems Update Important Disclosure N/A Yes
Vector: N/A
4484179 Security Information '?;Sne : (!\lr;'lb'\
Microsoft Excel 2016 (32-bit edition)  |Update Important | _. 4484144 poral. Yes
Disclosure N/A
Vector: N/A
4484179 Security .
. . Inf Base: N/A
Microsoft Excel 2016 (64-bit edition)  |Update Important n. ormation 4484144 ase: N/ Yes
Disclosure Temporal:
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https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://www.microsoft.com/download/details.aspx?familyid=ccf578d3-df48-436b-897e-3fdcb6536cf7
https://www.microsoft.com/download/details.aspx?familyid=ccf578d3-df48-436b-897e-3fdcb6536cf7
https://www.microsoft.com/download/details.aspx?familyid=ccf578d3-df48-436b-897e-3fdcb6536cf7
https://www.microsoft.com/download/details.aspx?familyid=ccf578d3-df48-436b-897e-3fdcb6536cf7

CVE-2019-1464

N/A
Vector: N/A
(1484182 Security Information '?ZrST? : oNr;'IA'\
Microsoft Office 2016 (32-bit edition) |Update Important | _. 4484148 poral: Yes
Disclosure N/A
Vector: N/A
. Base: N/A
1484182 Security Information TZrS: or;I'
Microsoft Office 2016 (64-bit edition) |Update Important | _. 4484148 poral: Yes
Disclosure N/A
Vector: N/A
) Base: N/A
Release Notes Security Information TZrS: or;I'
Microsoft Office 2016 for Mac Update Important | _. 4484148 porat Yes
Disclosure N/A
Vector: N/A
. Base: N/A
Microsoft Excel 2010 Service Pack 2 1484196 Security Information Temporal:
o e Update Important | _. 4484164 Yes
(32-bit editions) Disclosure N/A
Vector: N/A
. Base: N/A
. . 4484196 Securit .
Microsoft Excel 2010 Service Pack 2 Undate ury Important Information 4484164 Temporal: Ves
(64-bit editions) P P Disclosure N/A
Vector: N/A
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https://www.microsoft.com/download/details.aspx?familyid=9663658b-71b4-4917-acd6-431217b31f66
https://www.microsoft.com/download/details.aspx?familyid=9663658b-71b4-4917-acd6-431217b31f66
https://www.microsoft.com/download/details.aspx?familyid=9663658b-71b4-4917-acd6-431217b31f66
https://www.microsoft.com/download/details.aspx?familyid=9663658b-71b4-4917-acd6-431217b31f66
https://go.microsoft.com/fwlink/p/?linkid=831049
https://go.microsoft.com/fwlink/p/?linkid=831049
https://www.microsoft.com/download/details.aspx?familyid=18e9cf9b-a953-44a0-8cb8-a944921e2d9e
https://www.microsoft.com/download/details.aspx?familyid=18e9cf9b-a953-44a0-8cb8-a944921e2d9e
https://www.microsoft.com/download/details.aspx?familyid=18e9cf9b-a953-44a0-8cb8-a944921e2d9e
https://www.microsoft.com/download/details.aspx?familyid=18e9cf9b-a953-44a0-8cb8-a944921e2d9e

CVE-2019-1464

: Base: N/A
. . 4484190 t .
Microsoft Excel 2013 RT Service Pack ¢ Security Information Temporal:
Update Important | _. 4484158 Yes
1 Disclosure N/A
Vector: N/A
. Base: N/A
. . 44841 .
Microsoft Excel 2013 Service Pack 1 84190 Security Information Temporal:
s Update Important | _. 4484158 Yes
(32-bit editions) Disclosure N/A
Vector: N/A
. Base: N/A
. . 4484190 S t .
Microsoft Excel 2013 Service Pack 1 Undate ecunty Important Information 4484158 Temporal: Ves
(64-bit editions) P P Disclosure N/A
Vector: N/A
: Base: N/A
Microsoft Office 2010 Service Pack 2 ‘L1J48d§:2 Security Important Information 4434160 Temporal: Ves
(32-bit editions) P P Disclosure N/A
Vector: N/A
. Base: N/A
. . . 4484192 S t .
Microsoft Office 2010 Service Pack 2 eeurtty Information Temporal:
o s Update Important | _. 4484160 Yes
(64-bit editions) Disclosure N/A
Vector: N/A
. . . 4484184 Securit .
Microsoft Office 2013 RT Service Pack eeurtty Information Base: N/A
Update Important | _ . 4484152 Yes
1 Disclosure Temporal:
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https://www.microsoft.com/download/details.aspx?familyid=192b3784-b0e0-490c-82e8-4eb0a8a3e99d
https://www.microsoft.com/download/details.aspx?familyid=192b3784-b0e0-490c-82e8-4eb0a8a3e99d
https://www.microsoft.com/download/details.aspx?familyid=192b3784-b0e0-490c-82e8-4eb0a8a3e99d
https://www.microsoft.com/download/details.aspx?familyid=192b3784-b0e0-490c-82e8-4eb0a8a3e99d

CVE-2019-1464

N/A
Vector: N/A

Microsoft Office 2013 Service Pack 1
(32-bit editions)

4484184 Security
Update

Information

Important| _.
P Disclosure

4484152

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

Microsoft Office 2013 Service Pack 1
(64-bit editions)

4484184 Security
Update

Information

Important| _.
P Disclosure

4484152

Base: N/A
Temporal:
N/A

Vector: N/A

Yes

CVE-2019-1465 - Windows GDI Information Disclosure Vulnerability

CVE ID Vulnerability Description Maxu'num . Vulnerability
Severity Rating Impact

CVE- CVE Title: Windows GDI Information Disclosure Vulnerability

2019- Description: _

1465 An information disclosure vulnerability exists when the Windows GDI component improperly  jmnortant Information

vIITRE  discloses the contents of its memory. An attacker who successfully exploited the vulnerability Disclosure

NVD could obtain information to further compromise the userd€™s system.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1465
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1465

CVE ID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

There are multiple ways an attacker could exploit the vulnerability, such as by convincing a
user to open a specially crafted document, or by convincing a user to visit an untrusted
webpage.

The security update addresses the vulnerability by correcting how the Windows GDI
component handles objects in memory.

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is uninitialized memory.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1465

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10
Version 4530684 Base: 5.5
1909 for Security Information Temporal: 5
ARM64- Update Important Disclosure 4524570 Vector: es
based CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 10 |, . 1g4 Base: 5.5
version Securit Information Temporal: 5
1909 for Y important . 4524570 porat Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
Wi

Idows |, 30684 Base: 5.5
Server, Securit Information Temporal: 5
version 1909 Y Important . 4524570 porat: Yes
(Server Core Update Disclosure Vector:
) . CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
installation)
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1465

Windows 10 4530684 Base: 5.5
Version Security Information Temporal: 5
1909 for 32- Update Important Disclosure 4524570 Vector: Yes
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4530717 Base: 5.5
Version Security Information Temporal: 5
I . 4525237 Y
1803 for 32- Update mportant Disclosure 52523 Vector: e
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 | o20717 Base: 5.5
version Securit Information Temporal: 5
1803 for y Important | _. 4525237 porat: Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
Windows | e30717 Base: 5.5
Server, Securit Information Temporal: 5
version 1803 y Important _. 4525237 porat: Yes
(Server Core Update Disclosure Vector:

. CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4530717 Base: 5.5
Version Security Information Temporal: 5
1803 for Update Important Disclosure 4525231 Vector: es
ARM64- CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717

CVE-2019-1465

based

Systems

Windows 10 4530715 Base: 5.5

Version Security Information Temporal: 5

1809 for 32- Update Important Disclosure 4523205 Vector: es

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10|, 4715 Base: 5.5

Version Securit Information Temporal: 5

1809 for Y important . 4523205 porat Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10

Version 4530715 Base: 5.5

1809 for Security Information Temporal: 5

ARM64- Update Important Disclosure 4523205 Vector: Yes

based CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

Systems

4530715 Base: 5.5

Windows  Security Information Temporal: 5

Server 2019 Update Important Disclosure 4523205 Vector: es
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 4530715 Information Base: 5.5

Server 2019 Security Important Disclosure 4523205 Temporal: 5 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1465

(Server Core Update Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4530714 Base: 5.5
Version Security Information Temporal: 5
1709 for 32- Update Important Disclosure 4525241 Vector: es
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10|, 5714 Base: 5.5
Version Securit Information Temporal: 5
1709 for Y important . 4525241 porat Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
Windows 10
Version 4530714 Base: 5.5
1709 for Security Information Temporal: 5
ARM64- Update Important Disclosure 4525241 Vector: Yes
based CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 10 4530684 Base: 5.5
Version Security Information Temporal: 5
1903 for 32- Update Important Disclosure 4524570 Vector: es
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
Wi 10 4 4 Inf i Base: 5.

mc?ows 0 5306_8 Important n_ ormation 4524570 ase: 5.5 Ves
Version Security Disclosure Temporal: 5
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1465

1903 for Update Vector:

x64-based CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10

Version 4530684 Base: 5.5

1903 for Security Information Temporal: 5

ARM64- Update Important Disclosure 4524510 Vector: es

based CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows | c30684 Base: 5.5

Server, Security Information Temporal: 5

version 1903 Important _. 4524570 Yes

(Server Core Update Disclosure Vector:

) . CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

installation)

Windows 10 giigﬁi} Information '?er:[.):r-gl: 5

for 32-bit Important | _. 4525232 Yes

Systems Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 4530681 Base: 5.5

for x64- Security Information Temporal: 5

based Update Important Disclosure 4525232 Vector: es

Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681

CVE-2019-1465

Windows 10 4530689 Base: 5.5
Version Security Information Temporal: 5
1607 for 32- Update Important Disclosure 4525236 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
Windows 10 |, 689 Base: 5.5
Version Securit Information Temporal: 5
1607 for Y Important . 4525236 porat: Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
4530689 Base: 5.5
Windows  Security Information Temporal: 5
Server 2016 Update Important Disclosure 4525236 Vector: es
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4530689 Base: 5.5
Server 2016 Security Information Temporal: 5
Important _. 4525236 Yes
(Server Core Update P Disclosure Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
WlndOW.S 7 4530734 Base: 5.5
for 32-bit Monthly Information Temporal: 5
Systems Rollup  [Important | _. 4525235 porat Yes
Service Pack 4530692 Disclosure Vector:
i CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
1 Security
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692

CVE-2019-1465

Only
Windows 7 i/?jr?tﬁ‘l
for x64- y Base: 5.5
based Rollup Information Temporal: 5
4530692 Important | _. 4525235 porat: Yes
Systems Securit Disclosure Vector:
Service Pack onl y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
1 y
4530702
. Monthly Base: 5.5
Windows Rollup Information Temporal: 5
8.1 for 32- 4530730 Important | _. 4525243 porat: Yes
bit svstems Securit Disclosure Vector:
y only y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4530702
Windows I';A;lezly Base: 5.5
8.1 for x64- 4530730 Important Informatlon 4525243 Temporal: 5 Ves
based Securit Disclosure Vector:
systems only y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730

CVE-2019-1465

4530702 Base: 5.5
Windows  [Monthly Information Temporal: 5
Y
RT 8.1 Rollup Important Disclosure 4525243 Vector: *
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
. 4530695
Windows Monthl
Server 2008 Rollupy Base: 5.5
for 32-bit 4530719 Important In_formatlon 4525234 Temporal: 5 Yes
Systems Securit Disclosure Vector:
Service Pack onl y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
2 y
Windows 20695
Server 2008 Monthl
for 32-bit y Base: 5.5
Systems Rollup Information Temporal: 5
YSte 4530719 Important 4525234 poral. Yes
Service Pack Securit Disclosure Vector:
2 (Server onl y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Core y
installation)
Windows 4530695 Base: 5.5
Server 2008 Monthly Information Temporal: 5
Y
for Itanium- Rollup Important Disclosure 4525234 Vector: *
Based 4530719 CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719

CVE-2019-1465

Systems Security

Service Pack Only

2
Windows 4530695

Server 2008 Monthly Base: 5.5

forx64- Rollup Information Temporal: 5

based 4530719 Important | _. 4525234 porat: Yes
Svstemns Securit Disclosure Vector:

y i Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only

2
Windows

Server 2008 4530695
for x64- Monthly Base: 5.5

based Rollup Information Temporal: 5

Systems 4530719 Important | _. 4525234 porat: Yes
Service Pack Securit Disclosure vector:

Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

2 (Server  Only

Core

installation)
Windows 4530734 Base: 5.5
Server 2008 Monthly Information Temporal: 5

R2 for Rollup Important Disclosure 4525235 Vector: ves
Itanium- 4530692 CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692

CVE-2019-1465

Based Security
Systems Only
Service Pack
1
Windows 4530734
Server 2008 Monthly Base: 5.5
R2 for x64- Rollup Information Temporal: 5
based 4530692 Important | _. 4525235 porat: Yes
Svstemns Securit Disclosure Vector:
y i Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only
1
Windows
Server 2008 4530734
R2 f -
or x64- |Monthly Base: 5.5
based Rollup Information Temporal: 5
Systems 4530692 Important | _. 4525235 porat: Yes
Service Pack Securit Disclosure Vector:
Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
1 (Server  Only
Core
installation)
Windows llt/?jr?t?]?l Important Information 4525246 Base: 5.5 Ves
Server 2012 yimp Disclosure Temporal: 5
Rollup
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691

CVE-2019-1465

4530698 Vector:
Security CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Only
4530691
Windows :\?/ch:jzly Base: 5.5
Server 2012 1530698 Importantln_formatlon 4525246 Temporal: 5 Yes
(Server Core Securit Disclosure Vector:
installation) only y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4530702
. Monthly Base: 5.5
Windows - Rollup Information Temporal: 5
Server 2012 4530730 Important - 4525243 porat: Yes
R? Securit Disclosure Vector:
only y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4530702
Server 2012 Monthly Information ?:ri? 'c?r'gl's
R2 (Server [Rollup Important . 4525243 porat: Yes
Core 1530730 Disclosure Vector:
. . : CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation) Security
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730

CVE-2019-1465

CVE-2019-1466 - Windows GDI Information Disclosure Vulnerability

CVE ID Vulnerability Description Mammum . Vulnerability
Severity Rating Impact

CVE Title: Windows GDI Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when the Windows GDI component improperly

discloses the contents of its memory. An attacker who successfully exploited the vulnerability

could obtain information to further compromise the usera€™s system.
;;g There are multiple ways an attacker could exploit the vulnerability, such as by convincing a _
1466 user to open a specially crafted document, or by convincing a user to visit an untrusted Important Informatlon
MITRE webpage. Disclosure
NVD The security update addresses the vulnerability by correcting how the Windows GDI

component handles objects in memory.

FAQ:

What type of information could be disclosed by this vulnerability?
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1466
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1466

CVE ID Vulnerability Description

Maximum Vulnerability
Severity Rating Impact

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is uninitialized memory.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1466

Supersedence CVSS Score Set

Product KB.
rticle

Severity |Impact

Restart
Required
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CVE-2019-1466

Windows 10 4530717 Base: 5.5
Version Security Information Temporal: 5
1803 for 32- Update Important Disclosure 4525231 Vector: Yes
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 101, 0717 Base: 5.5
Version Securit Information Temporal: 5
1803 for Y Important . 4525237 porat: Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows |, 220717 Base: 5.5
Server, Securit Information Temporal: 5
version 1803 Y important . 4525237 porat: Yes
(Server Core Update Disclosure Vector:
. CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10
Version 4530717 Base: 5.5
1803 for Security Information Temporal: 5
ARM64- Update Important Disclosure 4525231 Vector: Yes
based CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
i 453071 i 5.
Wonws 10 530_ 5 Important In_formatlon 4523205 Base: 5.5 Ves
Version Security Disclosure Temporal: 5
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1466

1809 for 32- Update Vector:
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10|, 5715 Base: 5.5
version Securit Information Temporal: 5
1809 for y Important | _. 4523205 porat: Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 10
Version 4530715 Base: 5.5
1809 for Security Information Temporal: 5
ARM64- Update Important Disclosure 4523205 Vector: Yes
based CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
4530715 Base: 5.5
Windows  Security Information Temporal: 5
Server 2019 Update Important Disclosure 4523205 Vector: Yes
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4530715 Base: 5.5
Server 2019 Security Information Temporal: 5
I tant| _. 4523205 Y
(Server Core Update mportan Disclosure Vector: *
installation) CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Wi 10 4530714 Inf i Base: 5.
mc?ows 0 530_ Important n_ ormation 4525241 ase: 5.5 Ves
Version Security Disclosure Temporal: 5
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714

CVE-2019-1466

1709 for 32- Update Vector:

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 | 30714 Base: 5.5

version Securit Information Temporal: 5

1709 for y Important | _. 4525241 porat: Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10

Version 4530714 Base: 5.5

1709 for Security Information Temporal: 5

ARM64- Update Important Disclosure 4525241 Vector: Yes

based CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10 4530684 Base: 5.5

Version Security Information Temporal: 5

1903 for 32- Update Important Disclosure 4524570 Vector: Yes

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 | 30684 Base: 5.5

Version Securit Information Temporal: 5

1903 for Y important . 4524570 porat Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1466

Windows 10
Version 4530684 Base: 5.5
1903 for Security Information Temporal: 5
ARMG64- Update Important Disclosure 4524570 Vector: Yes
based CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4530684 Base: 5.5
Server, Securit Information Temporal: 5
version 1903 Y important . 4524570 porat: Yes
(Server Core Update Disclosure Vector:
) . CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
Windows 10 giigﬁfl Information '?:rsr? ::r.:l' 5
for 32-bit y Important | _. 4525232 porat: Yes
Svstems Update Disclosure Vector:

4 CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4530681 Base: 5.5
for x64- Security Information Temporal: 5
based Update Important Disclosure 45252382 Vector: Yes
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4530689 Base: 5.5
Version Security Information Temporal: 5
1607 for 32- Update Important Disclosure 4525236 Vector: Yes
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689

CVE-2019-1466

Windows 10 | 20689 Base: 5.5
version Securit Information Temporal: 5
1607 for Y Important . 4525236 porat: Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4530689 Base: 5.5
Windows  [Security Information Temporal: 5
I . 45252 Y
Server 2016 Update mportant Disclosure 525236 Vector: °
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4530689 Base: 5.5
Server 2016 Security Information Temporal: 5
I tant | _. 4525236 Y
(Server Core Update mportan Disclosure Vector: °
installation) CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4530734
WlndOW-S 7 [Monthly Base: 5.5
for 32-bit - Rollup Information Temporal: 5
Systems 4530692 Important | _. 4525235 porat: Yes
Service Pack Securit Disclosure Vector:
1 only Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 7 530734 Information Base: 5.5
for x64- Monthly [Important| . 4525235 - Yes
Disclosure Temporal: 5
based Rollup
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734

CVE-2019-1466

Systems 4530692 Vector:
Service Pack Security CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
1 Only
4530702
. Monthly Base: 5.5
Windows - Rollup Information Temporal: 5
8.1for 32- 4530730 Important . 4525243 porat: Yes
bit svstems  [Securit Disclosure Vector:
y only y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4530702
Windows g";?ljz'y Base: 5.5
8.1 for x64- 4530730 Important In_formatlon 4525243 Temporal: 5 Yes
based Securit Disclosure Vector:
systems only y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4530702 Base: 5.5
Windows  Monthly Information Temporal: 5
RT 8.1 Rollup Important Disclosure 4525243 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702

CVE-2019-1466

. 4530
Windows I\/?jnti?S
Server 2008 Rollupy Base: 5.5
for 32-bit 4530719 Important In_formatlon 4525934 Temporal: 5 YVes
Systems Securit Disclosure Vector:
Service Pack onl y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
> y
Windows |, 1605
Server 2008 Monthl
for 32-bit y Base: 5.5
Systems Rollup Information Temporal: 5
YStE 4530719 Important 4525234 poral. Yes
Service Pack Securit Disclosure Vector:
2 (Server onl y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
Core y
installation)
Windows 4530695
Server 2008 Monthly Base: 5.5
for ltanium- Rollup Information Temporal: 5
Based 4530719 Important . 4525234 porat Yes
Svsterms Securit Disclosure Vector:
. / CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/IRL:O/RC:C
Service Pack Only
2
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719

CVE-2019-1466

Windows 4530695
Server 2008 Monthly Base: 5.5
for x64- Rollup Information Temporal: 5
based 4530719 Important 4525234 porat: Yes
Svsterms Securit Disclosure Vector:

ySte Y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/IRL:O/RC:C
Service Pack Only
2
Windows
Server 2008 4530695
f -

or x64 Monthly Base: 5.5
based Rollup Information Temporal: 5
Systems 4530719 Important | _. 4525234 porat: Yes
Service Pack Securit Disclosure Vector:

y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

2 (Server  Only
Core
installation)

. 4530734
Windows Monthl
Server 2008 Rollupy Base: 5.5
R2 for 1530692 Important O MAON jcoeogg  Temporal:d Yes
Itanium- Securit Disclosure Vector:
Based onl y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems y
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692

CVE-2019-1466

Service Pack
1
Windows 4530734
Server 2008 Monthly Base: 5.5
R2 for x64- [Rollup Information Temporal: 5
based 4530692 Important | _. 4525235 porat: Yes
Svstems Securit Disclosure Vector:
¥ i Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only
1
Windows
Server 2008 4530734
R2 for x64- |Monthly Base: 5.5
based Rollup Information Temporal: 5
Systems 4530692 Important | _. 4525235 porat: Yes
Service Pack Securit Disclosure vector:
Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
1 (Server  Only
Core
installation)
e Base: 55
Windows Rollup  Important Informatlon 4525246 Temporal: 5 Ves
Server 2012 1530698 Disclosure Vector:
Security CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698

CVE-2019-1466

Only
4530691
Windows :;/I;legly Base: 5.5
Server 2012 1530698 Importantlnformatlon 4525246 Temporal: 5 Ves
(Server Core Securit Disclosure Vector:
installation) only y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4530702
M
. onthly Base: 5.5
Windows Rollup Information Temporal: 5
Server 2012 4530730 [Important | _. 4525243 porat: Yes
R? Securit Disclosure Vector:
only Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4530702
Windows  Monthly Base: 5.5
Server 2012 Rollup Information Temporal: 5
R2 (Server 4530730 Important | _. 4525243 porat: Yes
Core Securit Disclosure Vector:
. . Y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation) Only
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730

CVE-2019-1466

Windows 10 4530684 Base: 5.5

Version Security Information Temporal: 5

1909 for 32- Update Important Disclosure 4524570 Vector: Yes
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 | 30684 Base: 5.5

version Securit Information Temporal: 5

1909 for Y important . 4524570 porat: Yes
«64-based Update Disclosure Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows | c30684 Base: 5.5

Server, Securit Information Temporal: 5

version 1909 Y Important . 4524570 porat: Yes
(Server Core Update Disclosure Vector:

) . CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
installation)

Windows 10

Version 4530684 Base: 5.5

1909 for Security Information Temporal: 5

ARM64- Update Important Disclosure 4524570 Vector: Yes
based CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
Systems

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

g

N

CVE-2019-1467 - Windows GDI Information Disclosure Vulnerability

- . Maximum Vulnerability
CVE ID Vulnerability Description . .
v P Severity Rating Impact

CVE Title: Windows GDI Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists when the Windows GDI component improperly

discloses the contents of its memory. An attacker who successfully exploited the vulnerability

could obtain information to further compromise the usera€™s system.

There are multiple ways an attacker could exploit the vulnerability, such as by convincing a

user to open a specially crafted document, or by convincing a user to visit an untrusted
CVE- webpage.
2019- .
1467 The security update addresses the vulnerability by correcting how the Windows GDI Important Informatlon
VIITRE  component handles objects in memory. Disclosure
NVD

FAQ:

What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this

vulnerability is uninitialized memory.

Mitigations:

@NSFOCUS 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1467
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1467

CVE ID

Vulnerability Description

Maximum

Vulnerability

Severity Rating Impact

N
R

None
Workarounds:

one
evision:

1.0 12/10/2019 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1467

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 4530684 Base: 5.5
Server, Securit Information Temporal: 5
version 1909 Y Important | . 4524570 porat: Yes
(Server Core Update Disclosure Vector:
. . CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
@NSFOCUS 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1467

Windows 10

Version 4530684 Base: 5.5

1909 for Security Information Temporal: 5

ARMG64- Update Important Disclosure 4524570 Vector: Yes

based CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10 |, .- 654 Base: 5.5

version Securit Information Temporal: 5

1909 for Y important 4524570 poral: Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10 4530684 Base: 5.5

Version Security Information Temporal: 5

| . 452457 Y

1909 for 32- Update mportant Disclosure 524570 Vector: &

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 4530717 Base: 5.5

Version Security Information Temporal: 5

1803 for 32- Update Important Disclosure 4525231 Vector: Yes

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

Windows 10 giil?:l:tw Information ?2;? :c?r-gl' 5

Version y Important | _. 4525237 poral. Yes

1803 for Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717

CVE-2019-1467

x64-based
Systems
Windows 530717 Base: 5.5
Server, Securit Information Temporal: 5
version 1803 y Important _. 4525237 porat: Yes
(Server Core Update Disclosure Vector:

. CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10
Version 4530717 Base: 5.5
1803 for Security Information Temporal: 5
ARM64- Update Important Disclosure 4525231 Vector: Yes
based CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 10 4530715 Base: 5.5
Version Security Information Temporal: 5
1809 for 32- Update Important Disclosure 4523205 Vector: Yes
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Wonws 10 4530715 Base: 5.5
Version Securit Information Temporal: 5
1809 for Y important . 4523205 porat Yes
«64-based Update Disclosure Vector:

CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1467

Windows 10

Version 4530715 Base: 5.5

1809 for Security Information Temporal: 5

ARMG64- Update Important Disclosure 4523205 Vector: Yes

based CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

4530715 Base: 5.5

Windows  Security Information Temporal: 5

Server 2019 Update Important Disclosure 4523205 Vector: Yes
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 4530715 Base: 5.5

Server 2019 Security Information Temporal: 5

I tant| _. 4523205 Y

(Server Core Update mportan Disclosure Vector: *

installation) CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 4530714 Base: 5.5

Version Security Information Temporal: 5

1709 for 32- Update Important Disclosure 4525241 Vector: Yes

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10|, 35714 Base: 5.5

Version Securit Information Temporal: 5

1709 for y Important | _. 4525241 porat Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714

CVE-2019-1467

Windows 10

Version 4530714 Base: 5.5

1709 for Security Information Temporal: 5

ARMG64- Update Important Disclosure 4525241 Vector: Yes

based CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10 4530684 Base: 5.5

Version Security Information Temporal: 5

1903 for 32- Update Important Disclosure 4524570 Vector: Yes

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 |, .- 684 Base: 5.5

version Securit Information Temporal: 5

1903 for Y important . 4524570 porat: Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10

Version 4530684 Base: 5.5

1903 for Security Information Temporal: 5

| . 452457 Y

ARM64- Update mportant Disclosure 524510 Vector: ®

based CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

i 4 4 i : 5.

Windows 5306_8 Important In_formatlon 4524570 Base: 5.5 Ves

Server, Security Disclosure Temporal: 5
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1467

version 1903 Update Vector:
(Server Core CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
Windows 10 giiggfl Information ?:rs‘r? :c?r-asl' 5
for 32-bit y Important | _. 4525232 porat: Yes
Svstems Update Disclosure Vector:

y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4530681 Base: 5.5
for x64- Security Information Temporal: 5
based Update Important Disclosure 4525232 Vector: Yes
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4530689 Base: 5.5
Version Security Information Temporal: 5
1607 for 32- Update Important Disclosure 4525236 Vector: Yes
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10,0689 Base: 5.5
version Securit Information Temporal: 5
1607 for Y Important . 4525236 porat: Yes
«64-based Update Disclosure Vector:

CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows 4530689 Information Base: 5.5
| . 45252 Y

Server 2016 Security mportant Disclosure 525236 Temporal: 5 ®
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689

CVE-2019-1467

Update Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4530689 Base: 5.5
Server 2016 Security Information Temporal: 5
Important | _. 4525236 Yes
(Server Core Update P Disclosure Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4530734
WlndOW.S 7 [Monthly Base: 5.5
for 32-bit  Rollup Information Temporal: 5
Systems 4530692 Important | . 4525235 porat Yes
Service Pack Securit Disclosure Vector:
1 only y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
windows 7 >
for x64- y Base: 5.5
based Rollup Information Temporal: 5
4530692 Important | _. 4525235 porat: Yes
Systems Securit Disclosure Vector:
Service Pack onl y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
1 y
Windows 3530702 Information Base: 5.5
8.1 for 32- |Monthly [Important| _. 4525243 - Yes
. Disclosure Temporal: 5
bit systems |Rollup
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702

CVE-2019-1467

4530730 Vector:
Security CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Only
4530702
Windows :\?/ch:jzly Base: 5.5
8.1 for x64- 4530730 Important In_formatlon 4525243 Temporal: 5 Yes
based Securit Disclosure Vector:
systems only y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4530702 Base: 5.5
Windows  Monthly Information Temporal: 5
RT 8.1 Rollup Important Disclosure 4525243 Vector: es
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows ﬁjr?;?s
Server 2008 Rollup y Base: 5.5
for 32-bit 4530719 Important Informatlon 4525234 Temporal: 5 Ves
Systems Securit Disclosure Vector:
Service Pack onl y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
5 y
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719

CVE-2019-1467

Windows |, 20695
Server 2008 Monthl
for 32-bit y Base: 5.5
Systems Rollup Information Temporal: 5
YSIE 4530719 Important 4525234 porat: Yes
Service Pack Securit Disclosure Vector:
2 (Server onl y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
Core y
installation)
Windows 4530695
Server 2008 Monthly Base: 5.5
for ltanium- Rollup Information Temporal: 5
Based 4530719 Important | _. 4525234 porat: Yes
Svstems Securit Disclosure Vector:
y . y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
Service Pack Only
2
Windows 4530695
Server 2008 Monthly Base: 5.5
for x64- Rollup Information Temporal: 5
based 4530719 Important . 4525234 porat Yes
Svstems Securit Disclosure Vector:
. / CVSS:3.0/AV:LIAC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only
2
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719

CVE-2019-1467

Windows
Server 2008 4530695
for x64- Monthly

Base: 5.5
based Rollup Information Temporal: 5
Systems 4530719 Important 4525234 porat: Yes
Disclosure Vector:

Service Pack Security

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
2 (Server  Only

Core
installation)
Windows 020734
Server 2008 Monthly
R2 for Base: 5.5
Itanium- Rollup Information Temporal: 5
4530692 Important | _. 4525235 Yes
Based Security Disclosure Vector:
Systems Only CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack
1
Windows 4530734
Server 2008 [Monthly Information '?:rs:b(fr.:I:S
R2 for x64- [Rollup Important Disclosure 4525235 Vector: Yes
based 4530692

i CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
Systems Security
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692

CVE-2019-1467

Service Pack Only
1
Windows
Server 2008 4530734
R2 for x64- |Monthly Base: 5.5
based Rollup Information Temporal: 5
Systems 4530692 Important | _. 4525235 porat: Yes
Service Pack Securit Disclosure vector:
Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
1 (Server  Only
Core
installation)
4530691
Monthl
Roollep y Base: 5.5
Windows Information Temporal: 5
Server 2012 ;1338238 Important Disclosure 4525246 Vector: ves
only Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows ﬁj:;?i Base: 5.5
Server 2012 Rollup Importantlnformatlon 4525246 Temporal: 5 Ves
(Server Core 1530698 Disclosure Vector:
installation) Security CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698

CVE-2019-1467

Core Security
installation) Only

CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Only
4530702
. Monthly Base: 5.5
Windows Rollup Information Temporal: 5
Server 2012 4530730 Important| _ . 4525243 porat: Yes
R? Securit Disclosure Vector:
Only y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4530702
Windows  Monthly Base: 5.5
Server 2012 Rollup Information Temporal: 5
R2 (Server 4530730 Important | _. 4525243 porat: Yes
Disclosure Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
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CVE-2019-1468 - Win32k Graphics Remote Code Execution Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2019-
1468
MITRE
NVD

CVE Title: Win32k Graphics Remote Code Execution Vulnerability

Description:

A remote code execution vulnerability exists when the Windows font library improperly handles
specially crafted embedded fonts. An attacker who successfully exploited this vulnerability could
take control of the affected system. An attacker could then install programs; view, change, or
delete data; or create new accounts with full user rights. Users whose accounts are configured to
have fewer user rights on the system could be less impacted than users who operate with
administrative user rights.

There are multiple ways an attacker could exploit this vulnerability.

e Inaweb-based attack scenario, an attacker could host a specially crafted website that is
designed to exploit this vulnerability and then convince a user to view the website. An
attacker would have no way to force users to view the attacker-controlled content. Instead,
an attacker would have to convince users to take action, typically by getting them to click
a link in an email message or in an Instant Messenger message that takes users to the

attacker's website, or by opening an attachment sent through email.

Critical

Remote Code
Execution
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1468
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1468

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

« Inafile sharing attack scenario, an attacker could provide a specially crafted document
file that is designed to exploit this vulnerability, and then convince a user to open the
document file.

The security update addresses the vulnerability by correcting how the Windows font library
handles embedded fonts.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1468

KB . Restart
Product Article Severity Impact  Supersedence CVSS Score Set Required
Windows 10 4530684 Base: 8.4
Version 1909 Security Remote Temporal: 7.6
Critical Code 4524570 o Yes
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows | 530684 Base: 8.4
Server, Securit Remote Temporal: 7.6
version 1909 Y critical Code 4524570 porat: £. Yes
(Server Core Update Execution Vector:
) . CVSS:3.0/AV:L/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Windows 10 4530684 Base: 8.4
Version 1909 Security Remote Temporal: 7.6
. Critical Code 4524570 C Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
. Remote
4 4 0.
Wonws 10 5306.8 Critical Code 4524570 Base: 8.4 Yes
Version 1909 Security . Temporal: 7.6
Execution
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1468

for ARM64- Update Vector:
based Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530717 Base: 8.4
Version 1803 Security Remote Temporal: 7.6

. Critical Code 4525237 Y Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530717 Base: 8.4
Version 1803 Security Remote Temporal: 7.6

Critical Code 4525237 C Yes

for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows | 50717 Base: 8.4
Server, Securit Remote Temporal: 7.6
version 1803 y Critical Code 4525237 poral- 1. Yes
(Server Core Update Execution Vector:

. CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4530717 Base: 8.4
Version 1803 Security Remote Temporal: 7.6
for ARM64- Update Critical Ezgsution 4525231 Vector: ves
based Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530715 Base: 8.4
Version 1809 Security Remote Temporal: 7.6

. Critical Code 4523205 C Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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Windows 10 4530715 Remote Base: 8.4
Version 1809 Security Critical Code 4523205 Temporal: 7.6 Yes
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530715 Base: 8.4
Version 1809 Security Remote Temporal: 7.6
for ARM64- Update Critical (E:ES(Sution 4523205 Vector: ves
based Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4530715 Remote Base: 8.4
Windows Security Critical Code 4523205 Temporal: 7.6 Ves
Server 2019 Update Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4530715 Base: 8.4
Server 2019  Security Remote Temporal: 7.6
Critical Code 4523205 Y Yes
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530714 Base: 8.4
Version 1709 Securit Remote Temporal: 7.6
. Y Icritical Code 4525241 porat: £ Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
. Remote )
Windows 10 530714 ol Code  aspspa1 D084 Yes
Version 1709 |Security . Temporal: 7.6
Execution
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for x64-based Update Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530714 Base: 8.4
Version 1709 Security Remote Temporal: 7.6
for ARM64- Update Critical (E:zg(?ution 4525241 Vector: ves
based Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530684 Base: 8.4
Version 1903 Security Remote Temporal: 7.6

. Critical |Code 4524570 C Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530684 Base: 8.4
Version 1903 Security Remote Temporal: 7.6

Critical Code 4524570 o Yes

for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530684 Base: 8.4
Version 1903 Security Remote Temporal: 7.6
for ARM64- Update Critical g::sution 4524510 Vector: ves
based Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows | 530684 Base: 8.4
Server, Securit Remote Temporal: 7.6
version 1903 Y (critical (Code 4524570 poral. 7. Yes
(Server Core Update Execution Vector:
) . CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
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o 1o G
for 32-bit Y Critical Code 4525232 poral: 7. Yes
Systems Update Execution Vector:
4 CVSS:3.0/AV:L/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
wnowsio 5 o B e
for x64-based Y Icritical (Code 4525232 porat: . Yes
Systems Update Execution Vector:
y CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530689 Base: 8.4
Version 1607 Security Remote Temporal: 7.6
. Critical Code 4525236 S Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530689 Base: 8.4
Version 1607 Security Remote Temporal: 7.6
Critical Code 4525236 C Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4530689 Remote Base: 8.4
Windows Security Critical Code 4525236 Temporal: 7.6 Ves
Server 2016  Update Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
. Remote )
Windows 530059 il Code 4525036 oo 84 Yes
Server 2016  |Security . Temporal: 7.6
Execution
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(Server Core |\Update Vector:

installation) CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4530734

WlndOW-S 7  [Monthly Base: 8.4

for 32-bit Rollup Remote Temporal: 7.6

Systems 4530692 Critical Code 4525235 Vecth))r' o Yes

ierv'ce Pack giﬁ;”ty Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/1:HIA:H/E:P/RL:O/RC:C
4530734

Windows 7 Monthly Base: 8.4

for x64-based Rollup Remote Temnoral: 7.6

Systems 4530602 (Critical Code 4525235 Vect'zr_ - Yes

ierv'ce Pack genCI;”ty Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/1:HIA:H/E:P/RL:O/RC:C
4530702
Monthly .

Windows 8.1 |Rollup Remote '?::-c?r.:l' 76

for 32-bit 4530730 Critical Code 4525243 Vect'zr_ - Yes

systems g‘fl;”ty Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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4530702
Monthly )
Windows 8.1 Rollup Remote '?:fr?-(?r.:l' 76
for x64-based 4530730 Critical Code 4525243 Vect'zr_ - Yes
systems (S;Climy Execution CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4530702 Remote Base: 8.4
Windows RT Monthly Critical Code 4525243 Temporal: 7.6 Ves
8.1 Rollup Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
. 4
Windows I\/EIS:r?tiEI)S
Server 2008 y Base: 8.4
for 32-bit Rollup Remote Temporal: 7.6
4530719 Critical Code 4525234 poral: 7. Yes
Systems Securit Execution Vector:
Service Pack onl y CVSS:3.0/AV:L/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 y
Windows 4530695 Base: 8.4
Server 2008  Monthly Remote Tem'or'al' 26
for32-bit  Rollup Critical Code 4525234 porat: f- Yes
Systems 4530719 Execution Vector:
y i : CVSS:3.0/AV:L/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack |Security
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2 (Server Only
Core
installation)
Windows 4530695
Server ?008 Monthly Base: 8.4
for Itanium-  Rollup Remote Temporal- 7.6
Based 4530719 (Critical Code 4525234 Vect?)r' Y Yes
Systems - Securty Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/IRL:O/RC:C
Service Pack (Only
2
. 4530695
Windows Month
Server 2008 y Base: 8.4
for x64-based Rollup Remote Temporal: 7.6
4530719 Critical Code 4525234 poral: 7. Yes
Systems Securit Execution Vector:
Service Pack onl y CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 y
Windows
Server 2008 4530695 Base: 8.4
for x64-based Monthly Remote Temporal: 7.6
Rollup  [Critical |Code 4525234 porat: £. Yes
Systems i Vector:
i 4530719 Execution
Service Pack Securit CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2 (Server Y
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Core Only
installation)
Windows |, o004
Server 2008 Monthl
R2 for y Base: 8.4
Itanium- Rollup Remote Temporal: 7.6
4530692 Critical Code 4525235 porat: £. Yes
Based Securit Execution Vector:
Systems onl y CVSS:3.0/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack y
1
. 4530734
Windows Month
Server 2008 Rollup y Remote Base: 8.4
R2forx64- | ,oo0600 Critical Code 4525235 | cmPoral: 7.6 Yes
based Systems Securit Execution Vector:
Service Pack onl y CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1 y
Windows
Server 2008 4530734 Base: 8.4
R2 for x64- Monthly Remote Temporal: 7.6
Rollup  [Critical |Code 4525235 porat: £. Yes
based Systems 1530692 Execution Vector:
Service Pack Securit CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/l1:H/A:H/E:P/RL:O/RC:C
1 (Server Y
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Core Only
installation)
4530691
Monthly Base: 8.4
Windows Rollup Remote Temporal: 7.6
1530698 (Critical Code 4525246 poral. 7. Yes
Server 2012 Securit Execution Vector:
only y CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4530691
Windows gl(?l?:gly Remote Base: 8.4
Server 2012, -o0505 Critical Code 4525246 | cPorali7.é Yes
(Server Core . . Vector:
. . Security Execution
installation) only CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4530702
M
. onthly Base: 8.4
Windows Rollup Remote Temporal- 7.6
Server 2012 4530730 (Critical Code 4525243 Vectzr' o Yes
R2 gencli”ty Execution CV/SS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/RC:C
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CVE-2019-1468

4530702
Windows Monthly
Server 2012 Rollup Remote
R2 (Server 4530730 (Critical Code
Core Security Execution
installation)  |Only

4525243

Base: 8.4
Temporal: 7.6
Vector:

CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

CVE-2019-1469 - Win32k Information Disclosure Vulnerability

CVE ID Vulnerability Description MaX|r-num . Vulnerability
Severity Rating Impact

CVE Title: Win32k Information Disclosure Vulnerability

Description:
CVE- An information disclosure vulnerability exists when the win32k component improperly
2019-1469 provides kernel information. An attacker who successfully exploited the vulnerability could Important Information
MITRE  lobtain information to further compromise the usera€™s system. Disclosure
Nvb To exploit this vulnerability, an attacker would have to log on to an affected system and run a

specially crafted application.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1469
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1469

CVE ID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

The security update addresses the vulnerability by correcting how win32k handles objects in
memory.

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is uninitialized memory and kernel memory - unintentional read access to
memory contents in kernel space from a user mode process.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1469

KB . Restart

Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 4530717 Base: 5.5
Version Security Information Temporal: 5
1803 for 32- Update Important Disclosure 4525231 Vector: ves
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10|, 20717 Base: 5.5
version Securit Information Temporal: 5
1803 for Y important . 4525237 porat: Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Wi

Indows 530717 Base: 5.5
Server, Securit Information Temporal: 5
version 1803 Y Important . 4525237 porat: Yes
(Server Core Update Disclosure Vector:

. CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Installation)

i 4530717 i ;5.
Wonws 10 4530 7 i mportant In_formatlon 4525237 Base: 5.5 Ves
Version Security Disclosure Temporal: 5
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717

CVE-2019-1469

1803 for Update Vector:

ARMG64- CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

based

Systems

Windows 10 4530715 Base: 5.5

Version Security Information Temporal: 5

1809 for 32- Update Important Disclosure 4523205 Vector: es

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 | 30715 Base: 5.5

Version Security Information Temporal: 5

1809 for Important | _. 4523205 Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10

Version 4530715 Base: 5.5

1809 for Security Information Temporal: 5

ARM64- Update Important Disclosure 4523205 Vector: Yes

based CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

4530715 Base: 5.5

Windows  Security Information Temporal: 5

Server 2019 Update Important Disclosure 4523205 Vector: es
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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CVE-2019-1469

Windows 4530715 Base: 5.5
Server 2019 Security Information Temporal: 5

Important _. 4523205 Yes
(Server Core Update P Disclosure Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4530714 Base: 5.5
Version Security Information Temporal: 5
1709 for 32- Update Important Disclosure 4525241 Vector: Yes
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 |, o714 Base: 5.5
Version Securit Information Temporal: 5
1709 for y Important | _. 4525241 porat: Yes
«64-based Update Disclosure Vector:

CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
Windows 10
Version 4530714 Base: 5.5
1709 for Security Information Temporal: 5
ARM64- Update Important Disclosure 4525241 Vector: Yes
based CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Systems
Windows 10 4530684 Base: 5.5
Version Security Information Temporal: 5
1903 for 32- Update Important Disclosure 4524570 Vector: Yes
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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CVE-2019-1469

Windows 10 |, .- 654 Base: 5.5
version Securit Information Temporal: 5
1903 for Y important . 4524570 porat: Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
Windows 10
Version 4530684 Base: 5.5
1903 for Security Information Temporal: 5
ARMG64- Update Important Disclosure 4524570 Vector: Yes
based CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Wi

indows |, 30684 Base: 5.5
Server, Securit Information Temporal: 5
version 1903 Y Important . 4524570 porat: Yes
(Server Core Update Disclosure Vector:
) . CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
[Windows 10 giiggfl Information ?Z: ::r:I' 5
for 32-bit Y Important | _. 4525232 porat: Yes
Svstems Update Disclosure Vector:

y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4530681 Information Base: 5.5
for x64- Security Important Disclosure 45252382 Temporal: 5 ves
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CVE-2019-1469

based Update Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4530689 Base: 5.5
Version Security Information Temporal: 5
1607 for 32- Update Important Disclosure 4525236 Vector: es
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10|, 20689 Base: 5.5
Version Securit Information Temporal: 5
1607 for Y important . 4525236 porat Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
4530689 Base: 5.5
Windows  Security Information Temporal: 5
Server 2016 Update Important Disclosure 4525236 Vector: Yes
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4530689 Base: 5.5
Server 2016 Security Information Temporal: 5
I . 45252 Y
(Server Core Update mportant Disclosure 525236 Vector: *
installation) CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 7 :\1/'I503r?t7hal>4 Information '?:rsr? : :r.gl' 5
for 32-bit y Important | _. 4525235 porat: Yes
Svstems Rollup Disclosure Vector:
y 4530692 CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692

CVE-2019-1469

Service Pack Security
1 Only
Windows 7 ﬁgg;?‘l
for x64- y Base: 5.5
based Rollup Information Temporal: 5
4530692 Important | _. 4525235 porat: Yes
Systems Securit Disclosure Vector:
Service Pack onl y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
1 y
4530702
. Monthly Base: 5.5
Windows  Rollup Information Temporal: 5
8.1for 32- 4530730 Important . 4525243 porat: Yes
bit svstems Securit Disclosure Vector:
y only y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows ﬁg:;?s Base: 5.5
8.1 for x64- Rollup Importantlnformatlon 4525243 Temporal: 5 Ves
based 1530730 Disclosure Vector:
systems Security CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730

CVE-2019-1469

Only
4530702 Base: 5.5
Windows  Monthly Information Temporal: 5
RT 8.1 Rollup Important Disclosure 4525243 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
. 4530695
Windows Month
Server 2008 Rollupy Base: 5.5
for 32-bit 4530719 Important In.formatlon 4525234 Temporal: 5 Ves
Systems Securit Disclosure Vector:
Service Pack onl y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
5 y
Windows 1, 20695
Server 2008 Monthl
for 32-bit y Base: 5.5
Systems Rollup Information Temporal: 5
y . 4530719 Important | _. 4525234 porat: Yes
Service Pack Securit Disclosure Vector:
2 (Server onl y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Core y
installation)
Windows 4530695 Information Base: 5.5
Server 2008 Monthly Important Disclosure 4525234 Temporal: 5 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695

CVE-2019-1469

for Itanium- Rollup Vector:

Based 4530719 CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems Security

Service Pack Only

2

Windows 4530695

Server 2008 Monthly Base: 5.5

forx64- Rollup Information Temporal: 5

based 4530719 Important - 4525234 porat: Yes
Svstemns Securit Disclosure Vector:

y i Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only

2

Windows

Server 2008 4530695

f -

or x64 Monthly Base: 5.5

based Rollup Information Temporal: 5

Systems 4530719 Important | _. 4525234 porat Yes
Service Pack Securit Disclosure vector:

Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C

2 (Server  Only

Core

installation)

Windows 4530734 Information Base: 5.5

I .

Server 2008 Monthly mportant Disclosure 4525235 Temporal: 5 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
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CVE-2019-1469

R2 for Rollup Vector:

Itanium- 4530692 CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Based Security
Systems Only
Service Pack
1
Windows 4530734
Server 2008 Monthly Base: 5.5

R2 for x84- Rollup Information Temporal: 5
based 4530692 Important | _. 4525235 porat: Yes
Svstems Securit Disclosure Vector:

y i Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only

1
Windows
Server 2008 4530734

R2 f -

or x64- |Monthly Base: 5.5

based Rollup Information Temporal: 5
Systems 4530692 Important | _. 4525235 porat: Yes
Service Pack Securit Disclosure vector:

Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

1 (Server  Only

Core

installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692

CVE-2019-1469

4530691
Monthl
R(;)ITup y Base: 5.5
Windows Information Temporal: 5
Server 2012 giigg?S Important Disclosure 4525246 Vector: Yes
only Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4530691
. Monthl
Windows Rc?l?upy Base: 5.5
Server 2012 1530698 Importantln_formatlon 4525246 Temporal: 5 Yes
(Server Core Securit Disclosure Vector:
installation) only y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
4530702
M
. onthly Base: 5.5
Windows Rollup Information Temporal: 5
Server 2012 4530730 [Important . 4525243 porat Yes
R2 Securit Disclosure Vector:
only Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4530702 Information Base: 5.5
Server 2012 Monthly Important Disclosure 4525243 Temporal: 5 ves
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702

CVE-2019-1469

R2 (Server [Rollup Vector:

Core 4530730 CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

installation) Security

Only
Windows 10 4530684 Base: 5.5
Version Security Information Temporal: 5
I . 452457 Y

1909 for 32- Update mportant Disclosure 524570 Vector: e

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 | 30684 Base: 5.5

version Securit Information Temporal: 5

1909 for y Important | _. 4524570 porat: Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C

Systems

Windows e 30684 Base: 5.5

Server, Securit Information Temporal: 5

version 1909 y Important _. 4524570 porat: Yes

(Server Core Update Disclosure Vector:

. . CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

installation)

Windows 10 4530684 Base: 5.5

Version Security Information Temporal: 5

1909 for Update Important Disclosure 4524570 Vector: es

ARM64- CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1469

based
Systems

CVE-2019-1470 - Windows Hyper-V Information Disclosure Vulnerability

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Windows Hyper-V Information Disclosure Vulnerability
Description:
An information disclosure vulnerability exists when Windows Hyper-V on a host operating
system fails to properly validate input from an authenticated user on a guest operating system. To
CVE- exploit the vulnerability, an attacker on a guest operating system could run a specially crafted
2019- application that could cause the Hyper-V host operating system to disclose memory information. ;
Information
1470 |An attacker who successfully exploited the vulnerability could gain access to information on the ~ Important Disclosure
MITRE Hyper-V host operating system.
NVD
The security update addresses the vulnerability by correcting how Hyper-V validates guest
operating system user input.
FAQ:
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1470
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1470

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this

memory from a user mode process.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.

vulnerability is the contents of Kernel memory. An attacker could read the contents of Kernel

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-1470

KB . Restart
Product Article Severity |Impact Supersedence CVSS Score Set Required
Windows 10|, 20717 Base: 6
version Securit Information Temporal: 5.4
1803 for y Important | _. 4525237 porat: . Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows
Server, 4530717 Base: 6
version Security Information Temporal: 5.4
1803 Update Important Disclosure 4525231 Vector: ves
(Server Core CVSS:3.0/AV:L/AC:L/PR:H/UL:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10|, 20715 Base: 6
Version Securit Information Temporal: 5.4
1809 for y Important | _. 4523205 porat: . Yes
«64-based Update Disclosure Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:H/UL:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C

4530715 Base: 6
Windows  Security Information Temporal: 5.4
Server 2019 Update Important Disclosure 4523205 Vector: ves

CVSS:3.0/AV:L/AC:L/PR:H/UL:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1470

Windows 4530715 Base: 6
Server 2019 Security Information Temporal: 5.4
Important . 4523205 Yes

(Server Core Update P Disclosure Vector:

installation) CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 | c5714 Base: 6

Version Securit Information Temporal: 5.4

1709 for Y Important 4525241 porat: . Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10 |, 684 Base: 6

version Securit Information Temporal: 5.4

1903 for Y important . 4524570 porat: . Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC.C

Systems

Windows

Server, 4530684 Base: 6

version Security Information Temporal: 5.4

1903 Update Important Disclosure 4524510 Vector: ves

(Server Core CVSS:3.0/AV:L/AC:L/PR:H/UL:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C

installation)

Windows 10 4530681 Information Base: 6

for x64- Security Important Disclosure 45252382 Temporal: 5.4 ves

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681

CVE-2019-1470

based Update Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:0O/RC:C

Windows 10 |- 66 Base: 6

version Securit Information Temporal: 5.4

1607 for y Important | _. 4525236 porat: . Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

4530689 Base: 6

Windows  Security Information Temporal: 5.4

Server 2016 Update Important Disclosure 4525236 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 4530689 Base: 6

Server 2016 Security Information Temporal: 5.4

I tant| . 4525236 Y

(Server Core Update mportan Disclosure Vector: e

installation) CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 7 ﬁ;?;?él

for x64- Rollup y Base: 6

based 1530692 Important MMM o ogogg  [Temporal:5.4 Yes

Systems Securit Disclosure Vector:

Service y CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C

Only
Pack 1
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692

CVE-2019-1470

4530702
Windows g;?;gly Base: 6
8.1 for x64- 4530730 [Important In_formatlon 4525243 Temporal: 5.4 Ves
based Securit Disclosure Vector:
systems only y CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4530695
S
erver 2008 [Monthly Base: 6
for x64- Rollup Information Temporal: 5.4
based 4530719 Important | _. 4525234 porat: . Yes
Svstems Securit Disclosure Vector:
y . y CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 2
Windows
Server 2008 4530695
f .
or x64 Monthly Base: 6
based Rollup Information Temporal: 5.4
Systems 4530719 Important 4525234 porat: . Yes
Service Securit Disclosure Vector:
y CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 2 Only
(Server Core
installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719

CVE-2019-1470

Windows 4530734
S
erver 2008 [Monthly Base: 6
RZ for x64-  Rollup Information Temporal: 5.4
based 4530692 Important 4525235 porat: . Yes
Svstems Securit Disclosure Vector:
yste y CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Only
Pack 1
Windows
Server 2008 4530734
R2 f -
or x64- [Monthly Base: 6
based Rollup Information Temporal: 5.4
Systems 4530692 Important | _. 4525235 porat: . Yes
Service Securit Disclosure Vector:
y CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
Pack 1 Only
(Server Core
installation)
4530691
Monthl
R(;)ITupy Base: 6
Windows Information Temporal: 5.4
Server 2012 ;12382?8 Important Disclosure 4525246 Vector: Yes
only y CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698

CVE-2019-1470

4530691
) Monthl
Windows R(;)ITupy Base: 6
Server 2012 1530698 Importantln_formatlon 4525246 Temporal: 5.4 Ves
(Server Core Securit Disclosure Vector:
installation) only y CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
4530702
Monthl
. y Base: 6
Windows - Rollup Information Temporal: 5.4
Server 2012 4530730 Important 4525243 porat: . Yes
R2 Securit Disclosure Vector:
only y CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
4530702
Windows  Monthl
y Base: 6
server 2012 Rollup Information Temporal: 5.4
R2 (Server 4530730 Important 4525243 porat: . Yes
Core Securit Disclosure Vector:
. . y CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
installation) Only
Windows 4530684 Information Base: 6
! ) 452457 Y
Server, Security mportant Disclosure 524570 Temporal: 5.4 €
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1470

version Vector:

1909 CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C
(Server Core

installation)

Wmc?ows 10 Base: 6

version Information Temporal: 5.4

1909 for Important | _. 4524570 Yes
«64-based Disclosure Vector:

Systems CVSS:3.0/AV:L/AC:L/PR:H/UL:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C

CVE-2019-1471 - Windows Hyper-V Remote Code Execution Vulnerability

Maximum Vulnerability
CVE ID MVulnerability Description Severity
. Impact
Rating
CVE Title: Windows Hyper-V Remote Code Execution Vulnerability
CVE- Description:
2019- A remote code execution vulnerability exists when Windows Hyper-V on a host server fails to Remote Code
1471 properly validate input from an authenticated user on a guest operating system. To exploit the Critical Execution
MITRE vulnerability, an attacker could run a specially crafted application on a guest operating system
NVD that could cause the Hyper-V host operating system to execute arbitrary code.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1471
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1471

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

An attacker who successfully exploited the vulnerability could execute arbitrary code on the host
operating system.

The security update addresses the vulnerability by correcting how Hyper-V validates guest
operating system user input.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-1471

KB . Restart
Product Article Severity Impact  Supersedence CVSS Score Set Required
Windows 10 4530717 Base: 8.2
Version 1803 Security Remote Temporal: 7.4
Critical Code 4525237 o Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:H/UL:N/S:C/C:H/l:H/A:H/E:P/RL:O/RC:C
Windows 1530717 Base: 8.2
Server, Securit Remote Temporal: 7.4
version 1803 Y critical Code 4525237 porat. £ Yes
(Server Core Update Execution Vector:
. CVSS:3.0/AV:L/AC:L/PR:H/UL:N/S:C/C:H/l:H/A:H/E:P/RL:O/RC:C
Installation)
Windows 10 4530715 Base: 8.2
Version 1809 Security Remote Temporal: 7.4
Critical |Code 4523205 Y Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:H/UL:N/S:C/C:H/l:H/A:H/E:P/RL:O/RC:C
4530715 Remote Base: 8.2
Windows Security | ... Temporal: 7.4
Server 2019 |Update Critical (E:)c::sution 4523205 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4530715 Base: 8.2
Server 2019 |Security Remote Temporal: 7.4
Critical Code 4523205 o Yes
(Server Core |Update Execution Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1471

Windows 10 14530684 Remote Base: 8.2
Version 1903 Security Critical Code 4524570 Temporal: 7.4 Ves
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows | c30684 Base: 8.2
Server, Securit Remote Temporal: 7.4
version 1903 y Critical |Code 4524570 poral: 1. Yes
(Server Core Update Execution Vector:
. . CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Windows | c30684 Base: 8.2
Server, Securit Remote Temporal: 7.4
version 1909 Y lcritical Code 4524570 poral. 7. Yes
(Server Core Update Execution Vector:
) . CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC.C
installation)
Windows 10 4530684 Base: 8.2
Version 1909 Security Remote Temporal: 7.4

Critical Code 4524570 C Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:H/UL:N/S:C/C:H/l:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

g

N

CVE-2019-1472 - Windows Kernel Information Disclosure Vulnerability

Maximum

The update addresses the vulnerability by correcting how the Windows kernel handles objects in
memory.

FAQ:

What type of information could be disclosed by this vulnerability?

- — . Vulnerabili
CVE ID Vulnerability Description Severity ulnerability
. Impact
Rating
CVE Title: Windows Kernel Information Disclosure Vulnerability
Description:
An information disclosure vulnerability exists when the Windows kernel improperly handles
objects in memory. An attacker who successfully exploited this vulnerability could obtain
information to further compromise the usera€™s system.
CVE- To exploit this vulnerability, an attacker would have to log on to an affected system and run a
2019- specially crafted application. The vulnerability would not allow an attacker to execute code or to .
. . . . . Information
1472 elevate user rights directly, but it could be used to obtain information that could be used to try to  Important i
_ Disclosure
MITRE  further compromise the affected system.
NVD
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1472
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1472

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The type of information that could be disclosed if an attacker successfully exploited this

memory from a user mode process.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.

vulnerability is the contents of Kernel memory. An attacker could read the contents of Kernel

Aftected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-1472

KB . Restart

Product Article Severity Impact Supersedence CVSS Score Set Required

Windows 10 4530684 Base: 5.5

Version Security Information Temporal: 5

1909 for 32- Update Important Disclosure 4524510 Vector: ves

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 101, 1684 Base: 5.5

version Securit Information Temporal: 5

1909 for y Important| . 4524570 porat Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10

Version 4530684 Base: 5.5

1909 for Security Information Temporal: 5

ARM64- Update Important Disclosure 4524510 Vector: ves

based CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows |, 20684 Base: 5.5

Server, Securit Information Temporal: 5

version Y Important | _. 4524570 porat Yes

1909 Update Disclosure Vector:

(Server CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1472

Core

installation)

Windows 10 4530717 Base: 5.5

Version Security Information Temporal: 5

1803 for 32- Update Important Disclosure 4525231 Vector: ves

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 101, 5717 Base: 5.5

version Securit Information Temporal: 5

1803 for y Important| _. 4525237 porat Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

Systems

Windows

SEIVEr 1530717 Base: 5.5

version Securit Information Temporal: 5

1803 Y Important . 4525237 porat Yes

(Server Update Disclosure Vector:

Core CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Installation)

Windows 10 4530717 Base: 5.5

Version Security Information Temporal: 5

1803 for Update Important Disclosure 4525231 Vector: ves

ARMG64- CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717

CVE-2019-1472

based

Systems

Windows 10 4530715 Base: 5.5

Version Security Information Temporal: 5

1809 for 32- Update Important Disclosure 4523205 Vector: ves

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 30715 Base: 5.5

Version Securit Information Temporal: 5

1809 for Y Important . 4523205 porat Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

Systems

Windows 10

Version 4530715 Base: 5.5

1809 for Security Information Temporal: 5

ARM64- Update Important Disclosure 4523205 Vector: ves

based CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

Systems

4530715 Base: 5.5

Windows  Security Information Temporal: 5

Server 2019 Update Important Disclosure 4523205 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 4530715 Information Base: 5.5

Server 2019 Security Important Disclosure 4523205 Temporal: 5 ves

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1472

(Server Update Vector:

Core CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

installation)

Windows 10 4530714 Base: 5.5

Version Security Information Temporal: 5

1709 for 32- Update Important Disclosure 4525241 Vector: ves

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 101, 25714 Base: 5.5

Version Securit Information Temporal: 5

1709 for Y Important . 4525241 porat Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10

Version 4530714 Base: 5.5

1709 for Security Information Temporal: 5

ARM64- Update Important Disclosure 4525241 Vector: ves

based CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

Systems

Windows 10 4530684 Base: 5.5

Version Security Information Temporal: 5

1903 for 32- Update Important Disclosure 4524510 Vector: ves

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1472

Windows 101, 25684 Base: 5.5
version Securit Information Temporal: 5

1903 for Y important 4524570 porat: Yes
«64-based Update Disclosure Vector:

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
Windows 10
Version 4530684 Base: 5.5

1903 for Security Information Temporal: 5
ARMG64- Update Important Disclosure 4524570 Vector: ves
based CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows
SEIVET, 1530684 Base: 5.5
version Security Information Temporal: 5
1903 Important | _. 4524570 ' Yes
(Server Update Disclosure Vector:
Core CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
Windows 10 ;‘iigﬁ?l Information $:fr$ :osr'gl' 5
for 32-bit Y Important| . 4525232 porat: Yes
Svstems Update Disclosure Vector:

y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681

CVE-2019-1472

Windows 10 4530681 Base: 5.5
for x64- Security Information Temporal: 5
I . 4525232 Y

based Update mportant Disclosure 52523 Vector: €

Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 4530689 Base: 5.5

Version Security Information Temporal: 5

1607 for 32- Update Important Disclosure 4525236 Vector: ves

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C

Windows 101, 20689 Base: 5.5

version Securit Information Temporal: 5

1607 for y Important| _. 4525236 porat: Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C

Systems

4530689 Base: 5.5

Windows  Security Information Temporal: 5

Server 2016 Update Important Disclosure 4525236 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows |, 21609 Base: 5.5

Server 2016 Securit Information Temporal: 5

(Server Y Important | _. 4525236 porat Yes

Core Update Disclosure Vector:

. . CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
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CVE-2019-1474 - Windows Kernel Information Disclosure Vulnerability

Maximum

The update addresses the vulnerability by correcting how the Windows kernel handles objects in
memory.

FAQ:

What type of information could be disclosed by this vulnerability?

- — . Vulnerabili
CVE ID Vulnerability Description Severity ulnerability
. Impact
Rating
CVE Title: Windows Kernel Information Disclosure Vulnerability
Description:
An information disclosure vulnerability exists when the Windows kernel improperly handles
objects in memory. An attacker who successfully exploited this vulnerability could obtain
information to further compromise the usera€™s system.
CVE- To exploit this vulnerability, an attacker would have to log on to an affected system and run a
2019- specially crafted application. The vulnerability would not allow an attacker to execute code or to .
. . . . . Information
1474 elevate user rights directly, but it could be used to obtain information that could be used to try to  Important i
_ Disclosure
MITRE  further compromise the affected system.
NVD
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1474
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1474

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The type of information that could be disclosed if an attacker successfully exploited this

space from a user mode process.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.

vulnerability is Kernel memory read - unintentional read access to memory contents in kernel

Aftected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-1474

KB . Restart
Product Article Severity |Impact Supersedence CVSS Score Set Required
Windows 10 4530717 Base: 5.5
Version Security Information Temporal: 5
1803 for 32- Update Important Disclosure 4525231 Vector: es
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
Windows 10 |, 071 Base: 5.5
Version Securit Information Temporal: 5
1803 for y Important | _. 4525237 porat Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C

Systems
Windows |/ 00717 Base: 5.5
Server, Securit Information Temporal: 5
version 1803 y Important | _. 4525237 P ' Yes
(Server Core Update Disclosure Vector:

. CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Installation)
Windows 10
Version 4530717 Base: 5.5
1803 for Security Information Temporal: 5
ARM64- Update Important Disclosure 4525231 Vector: es
based CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
Systems
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717

CVE-2019-1474

Windows 10 4530715 Base: 5.5

Version Security Information Temporal: 5

1809 for 32- Update Important Disclosure 4523205 Vector: Yes

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 | 30715 Base: 5.5

version Securit Information Temporal: 5

1809 for Y Important | _. 4523205 porat: Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10

Version 4530715 Base: 5.5

1809 for Security Information Temporal: 5

| . 45232 Y

ARM64- Update mportant Disclosure 523205 Vector: *

based CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

4530715 Base: 5.5

Windows  Security Information Temporal: 5

Server 2019 Update Important Disclosure 4523205 Vector: Yes
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C

Windows 4530715 Base: 5.5

Server 2019 Security Information Temporal: 5

I tant| _. 4523205 Y

(Server Core Update mportan Disclosure Vector: °

installation) CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1474

Windows 10 4530714 Base: 5.5

Version Security Information Temporal: 5

1709 for 32- Update Important Disclosure 4525241 Vector: Yes

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 | 30714 Base: 5.5

version Securit Information Temporal: 5

1709 for Y important " 4525241 porat: Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10

Version 4530714 Base: 5.5

1709 for Security Information Temporal: 5

| . 4525241 Y

ARM64- Update mportant Disclosure 525 Vector: *

based CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems

Windows 10 4530684 Base: 5.5

Version Security Information Temporal: 5

1903 for 32- Update Important Disclosure 4524570 Vector: Yes

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 giigﬁf4 Information ?2;? :c?r-gl' 5

Version y Important _. 4524570 porat: Yes

1903 for Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1474

x64-based
Systems
Windows 10
Version 4530684 Base: 5.5
1903 for Security Information Temporal: 5
ARM64- Update Important Disclosure 4524510 Vector: es
based CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
Windows ¢ 30684 Base: 5.5
Server, Securit Information Temporal: 5
version 1903 y Important _. 4524570 porat: Yes
(Server Core Update Disclosure Vector:
. . CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation)
Windows 10 giigﬁfl Information '?er: ::r-gl' 5
for 32-bit Y important . 4525232 porat Yes
Svstems Update Disclosure Vector:

y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 4530681 Base: 5.5
for x64- Security Information Temporal: 5
based Update Important Disclosure 4525232 Vector: es
Systems CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Wi 10 4 Inf i Base: 5.

mc?ows 0 530§89 Important n_ ormation 4525236 ase: 5.5 Ves
Version Security Disclosure Temporal: 5
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689

CVE-2019-1474

1607 for 32- Update Vector:
bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 10 | 0689 Base: 5.5
version Securit Information Temporal: 5
1607 for y Important | _. 4525236 porat: Yes
«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Systems
4530689 Base: 5.5
Windows  Security Information Temporal: 5
Server 2016 Update Important Disclosure 4525236 Vector: Yes
CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4530689 Base: 5.5
Server 2016 Security Information Temporal: 5
I tant| _. 4525236 Y
(Server Core Update mportan Disclosure Vector: e
installation) CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C
4530734
Wi
|ndow.s7 Monthly Base: 5.5
for 32-bit - Rollup Information Temporal: 5
Systems 4530692 Important | _. 4525235 porat Yes
Service Pack Securit Disclosure vector:
1 only Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692

CVE-2019-1474

Windows 7 ﬁjr?;?ﬂr
for x64- y Base: 5.5
based Rollup Information Temporal: 5
4530692 Important 4525235 porat: Yes
Systems Securit Disclosure Vector:
Service Pack onl Y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
1 y
4530702
M
. onthly Base: 5.5
Windows  Rollup Information Temporal: 5
8.1 for 32- 4530730 Important 4525243 porat: Yes
bit svstems Securit Disclosure Vector:
Y ol / CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N/E:PIRL:O/RC:C
4530702
Windows IIZI;ITL:;W Base: 5.5
8.1 for x64- 4530730 Important In_formatlon 4525243 Temporal: 5 Ves
based Securit Disclosure Vector:
systems only Y CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4530702 Information Base: 5.5
RT 8.1 Monthly Important Disclosure 4525243 Temporal: 5 ves
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702

CVE-2019-1474

Rollup Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows ﬁjr?;?s
Server 2008 Rollupy Base: 5.5
for 32-bit 4530719 Important Informatlon 4525234 Temporal: 5 Ves
Systems Securit Disclosure Vector:
Service Pack only y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
2
Windows 2605
Server 2008 Monthl
for 32-bit y Base: 5.5
Systems Rollup Information Temporal: 5
yste 4530719 Important - 4525234 porat: Yes
Service Pack Securit Disclosure Vector:
2 (Server onl y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Core y
installation)
Windows 4530695
Server 2008 [Monthly Information E:;? .:r'SI'S
for Itanium- Rollup [Important| . 4525234 porat: Yes
Based 1530719 Disclosure Vector:
) CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Systems Security
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719

CVE-2019-1474

Service Pack Only
2
Windows 4530695
Server 2008 Monthly Base: 5.5
forx64- Rollup Information Temporal: 5
based 4530719 Important | _. 4525234 porat: Yes
Svstems Securit Disclosure Vector:
¥ i Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only
2
Windows
Server 2008 4530695
for x64- Monthly Base: 5.5
based Rollup Information Temporal: 5
Systems 4530719 Important | _. 4525234 porat: Yes
Service Pack Securit Disclosure vector:
Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
2 (Server  Only
Core
installation)
Windows 4530734
Server 2008 [Monthly Information ?:ri? 'c?r'gl' 5
R2 for Rollup  |Important | _. 4525235 porat: Yes
ltanium- 1530692 Disclosure Vector:
. CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Based Security
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692

CVE-2019-1474

Systems Only
Service Pack
1
Windows 4530734
Server 2008 Monthly Base: 5.5
R2 for x64- [Rollup Information Temporal: 5
based 4530692 Important | _. 4525235 porat: Yes
Svstemns Securit Disclosure Vector:
y i Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Service Pack Only
1
Windows
Server 2008 4530734
R2 for x64- |Monthly Base: 5.5
based Rollup Information Temporal: 5
Systems 4530692 Important | _. 4525235 porat: Yes
Service Pack Securit Disclosure vector:
Y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
1 (Server  Only
Core
installation)
4530691 Base: 5.5
Windows  Monthly Information Temporal: 5
Server 2012 Rollup Important Disclosure 4525246 Vector: ves
4530698 CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698

CVE-2019-1474

Security
Only
4530691
Windows :\?/ch:jzly Base: 5.5
Server 2012 1530698 ImportantIn_formatlon 4525246 Temporal: 5 Ves
(Server Core Securit Disclosure Vector:
installation) only y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
4530702
M
. onthly Base: 5.5
Windows Rollup Information Temporal: 5
Server 2012 4530730 [Important . 4525243 porat: Yes
R? Securit Disclosure Vector:
only y CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Windows 4530702
Server 2012 Monthly Information ?:;? .:r':I'S
R2 (Server [Rollup Important . 4525243 porat: Yes
Core 1530730 Disclosure Vector:
. . : CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
installation) Security
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730

CVE-2019-1474

Only

Windows 10 4530684 Base: 5.5

Version Security Information Temporal: 5

1909 for 32- Update Important Disclosure 4524510 Vector: es

bit Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Windows 10 | 0684 Base: 5.5

version Securit Information Temporal: 5

1909 for Y important . 4524570 porat Yes

«64-based Update Disclosure Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

Systems

Windows 4530684 Base: 5.5

Server, Securit Information Temporal: 5

version 1909 y Important | _. 4524570 porat Yes

(Server Core Update Disclosure Vector:

. . CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:0O/RC:C

installation)

Windows 10

Version 4530684 Base: 5.5

1909 for Security Information Temporal: 5

ARM64- Update Important Disclosure 4524510 Vector: es

based CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C

Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1476 - Windows Elevation of Privilege Vulnerability

Service handles hard links.

FAQ:

None
Mitigations:
None
Workarounds:

Maximum Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Windows Elevation of Privilege Vulnerability
Description:
An elevation of privilege vulnerability exists when Windows AppX Deployment Service
(AppXSVC) improperly handles hard links. An attacker who successfully exploited this
vulnerability could run processes in an elevated context. An attacker could then install programs;
view, change or delete data.
CVE- To exploit this vulnerability, an attacker would first have to log on to the system. An attacker
2019-  could then run a specially crafted application that could exploit the vulnerability and take control _
1476 of an affected system. Important E:?V_"I‘:O: of
IEI/I\I/-II-DRE The security update addresses the vulnerability by correcting how Windows AppX Deployment WIED
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1476
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1476

Maximum

CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
None
Revision:
1.0 12/10/2019 08:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1476
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Wmc?ows 10 4530684 . Base: 7.8
Version 1909 Securit Elevation Temporal: 7
for ARM64- Y Important of 4524570 porat: Yes
based Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1476

Windows 10 4530684 Elevation Base: 7.8

Version 1909 Security Temporal: 7

for 32-bit Update Important (Pn;ivile o 4524510 Vector: Yes
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530684 Elevation Base: 7.8

Version 1909 Security Important of 4524570 Temporal: 7 Yes
for x64-based |Update Privilege Vector:

Systems g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows ;530684 . Base: 7.8

Server, Securit Elevation Temporal: 7

version 1909 y Important of 4524570 porat: Yes
(Server Core Update Privilege vector:

) . J CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)

Windows 10 4530717 Elevation Base: 7.8

Ver3|on-1803 Security Important of 4525237 Temporal: 7 Ves
for 32-bit Update Privilege Vector:

Systems g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530717 Elevation Base: 7.8

Version 1803 [Security Temporal: 7

for x64-based Update Important (I;I;ivile o 4525231 Vector: es
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717

CVE-2019-1476

Windows 11530717 _ Base: 7.8
Server, Securit Elevation Temporal: 7
version 1803 y Important of 4525237 porat: Yes
(Server Core Update Privilege Vector:

. 9 CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
Wln(:iows 10 4530717 . Base: 7.8
Version 1803 Securit Elevation Temporal: 7
for ARM64- Y Important of 4525237 porat: Yes
based Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530715 Elevation Base: 7.8
VerS|on_1809 Security Important|of 4523205 Temporal: 7 YVes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530715 Elevation Base: 7.8
Version 1809 Security Important of 4523205 Temporal: 7 Ves
for x64-based Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, -o5715 . Base: 7.8
Version 1809 Securit Elevation Temporal: 7
for ARM64- y Important of 4523205 poral: Yes
based Update Privilege Vector:

g CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Systems
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1476

4530715 Elevation Base: 7.8
Windows Security Temporal: 7
Server 2019 |Update Important (Pn;ivile o 4523205 Vector: ves
9 CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4530715 Elevation Base: 7.8
2019 Securit T I: 7
Server 2019 - ISecurity |, - rtant fof 4523205 empora Yes
(Server Core |Update Privilege Vector:
installation) J CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530714 Elevation Base: 7.8
Version 1709 Security Important of 4525041 Temporal: 7 Ves
for x64-based Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, 20714 . Base: 7.8
Version 1709 Securit Elevation Temporal: 7
for ARM64- y Important of 4525241 poral: Yes
based Update Privilege Vector:
g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Windows 10 4530684 Elevation Base: 7.8
Ver5|on.1903 Security Important of 4524570 Temporal: 7 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1476

Windows 10 4530684 Elevation Base: 7.8
Version 1903 Security Temporal: 7
for x64-based Update Important (Pn;ivile o 4524510 Vector: ves
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, -2 5684 _ Base: 7.8
Version 1903 Securit Elevation Temporal: 7
for ARM64- Y Important of 4524570 porat: Yes
based Update Privilege Vector:

g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
Systems
Windows ;30684 . Base: 7.8
Server, Securit Elevation Temporal- 7
version 1903 Y Important of 4524570 poral: Yes
(Server Core Update Privilege Vector:
) . J CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
installation)
Windows 10 4530689 Elevation Base: 7.8
VerS|on-1607 Security Important of 4525236 Temporal: 7 Ves
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530689 Elevation Base: 7.8
Version 1607 [Security Temporal: 7
for x64-based Update Important (F)::ivile o 4525236 Vector: es
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689

CVE-2019-1476

installation)

CVSS:3.0/AV:L/IAC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

4530689 Elevation Base: 7.8
Windows Security Temporal: 7
Server 2016 |Update Important (Pn;ivile o 4525236 Vector: ves
9 CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Windows 4530689 Elevation Base: 7.8

2016 Securit T I: 7
Server 2016 - |Security |, - rtant fof 4525236 empora Yes
(Server Core |Update . Vector:

Privilege

CVE-2019-1477 - Windows Printer Service Elevation of Privilege

Vulnerability
Maximum
. " . Vulnerabilit
CVE ID Vulnerability Description Severity ) Yy
. Impact
Rating
CVE-
2019- . . . . . - - .
1477 CVE Title: Windows Printer Service Elevation of Privilege Vulnerability Important Elevation of
MITRE Description: Privilege
NVD
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1477
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1477

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

An elevation of privilege vulnerability exists when the Windows Printer Service improperly
validates file paths while loading printer drivers. An authenticated attacker who successfully
exploited this vulnerability could run arbitrary code with elevated system privileges.

To exploit this vulnerability, an attacker would first have to log on to the system. An attacker
could then run a specially crafted application that could exploit the vulnerability and take
control of an affected system.

The update addresses this vulnerability by correcting how the Windows Printer Service validates
file paths.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1477

KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 4530715 Elevation Base: 7.8
Version 1809 Security Temporal: 7
for 32-bit Update Important (I;tivile o 4523205 Vector: ves
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530715 Elevation Base: 7.8
Version 1809 [Security Temporal: 7
for x64-based Update Important (I;frivile o 4523205 Vector: ves
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 | 0715 _ Base: 7.8
Version 1809 Securit Elevation Temporal: 7
for ARM64- Y Important of 4523205 poral: Yes
based Update Privilege Vector:
g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/l1:H/A:H/E:P/RL:O/RC:C

Systems
Windows 4530715 Elevation Base: 7.8

. Important of 4523205 - Yes
Server 2019 [Security . Temporal: 7

Privilege

@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1477

installation)

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Update Vector:
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4530715 Elevation Base: 7.8
Server 2019 |Security Important of 4523205 Temporal: 7 Ves
(Server Core |Update . Vector:
Privilege

CVE-2019-1478 - Windows COM Server Elevation of Privilege Vulnerability

CVE ID Vulnerability Description Maxn_num . Vulnerability
Severity Rating [Impact

CVE Title: Windows COM Server Elevation of Privilege Vulnerability
Description:

CVE- An e!evation of privilege vulnerability exists_when Windows !mproperly handlgs COM object

9019-1478 cr-eatlon. An atta.cl.<er who successfully exploited the vulnerability could run arbitrary code Elevation of

MITRE with elevated privileges. Important Privilege

NVD To exploit this vulnerability, an attacker would first have to log on to the system. An attacker
could then run a specially crafted application that could exploit the vulnerability and take
control of an affected system.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1478
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1478

CVE ID Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

COM objects.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.

The update addresses the vulnerability by correcting how the Windows COM Server creates

Aftected Software

The following tables list the affected software details for the vulnerability.
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CVE-2019-1478

KB . Restart
P . ty | V i
roduct Article Severity Impact Supersedence CVSS Score Set Required
4530734
WlndOW-S 7 |Monthly ' Base: 7.8
for 32-bit Rollup Elevation Temporal: 7
Systems 4530692 Important of 4525235 Vectzr' ' Yes
ierv'ce Pack giclt;”ty Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/IRL:O/RC:C
4530734
Windows 7 [Monthly _ Base: 7.8
for x64-based Rollup Elevation Temporal: 7
Systems 4530692 Important of 4525235 Vecth)Jr' ' Yes
ierv'ce Pack ‘:’)enﬁ‘;”ty Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/IRL:O/RC:C
Windows 4530695
Monthly
Server 2008 . Base: 7.8
for 32-bit Rollup Elevation Temporal: 7
4530719 Important of 4525234 porat: Yes
Systems Securit Privilege Vector:
Service Pack onl Y 9 CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:O/RC:C
2 y
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719

CVE-2019-1478

Windows |, 20695
Server 2008 Monthl
for 32-bit y . Base: 7.8
Svsterms Rollup Elevation Temporal: 7

Y . 4530719 Important of 4525234 porat: Yes
Service Pack Securit Privilege Vector:
2 (Server Y g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/IRL:O/RC:C
Core y
installation)
Windows 4530695
Server 2008 Monthly _ Base: 7.8
for Itanium-  |Rollup Elevation Temporal: 7
Based 4530719 [Important of 4525234 Vectzr' ' Yes
Systems - security Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only
2

. 4530695
Windows Monthl
Server 2008 y . Base: 7.8
for x64-based Rollup Elevation Temporal: 7

4530719 [Important of 4525234 porat Yes

Systems Securit Privilege Vector:
Service Pack onl y g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C
> y
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719

CVE-2019-1478

Windows ) 605

Server 2008 Monthl

for x64-based y . Base: 7.8

Svstems Rollup Elevation Temporal: 7

Y . 4530719 Important of 4525234 porat: Yes
Service Pack Securit Privilege Vector:

2 (Server y g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core y

installation)

Windows ) 1734

Server 2008 Monthl

R2 for y . Base: 7.8

Itanium Rollup Elevation Temporal: 7

4530692 Important of 4525235 porat. Yes
Based i .. Vector:
Security Privilege

Systems onl CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack y

1

Windows 4530734

Server 2008  Monthly _

R2 for x64-  Rollup Elevation _?Z:' (Zr.:I' 7

based 4530692 Important of 4525235 Vectzr' ' Yes
Systems - security Privilege CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only

1
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692

CVE-2019-1478

Windows

Server 2008 4530734

R2 for x64-  |[Monthly . Base: 7.8

based Rollup Elevation Temporal: 7

Systems 4530692 Important of 4525235 Vectt))r' ' Yes
Service Pack Security Privilege CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/IRL:O/RC:C

1 (Server Only

Core

installation)

CVE-2019-1480 - Windows Media Player Information Disclosure
Vulnerability

- o Maximum Vulnerability

CVE ID MVulnerability Description ety (S |
CVE- CVE Title: Windows Media Player Information Disclosure Vulnerability

2019- Description: _
1480 An information disclosure vulnerability exists in Windows Media Player when it fails to Important Information
VIITRE  properly handle objects in memory. An attacker who successfully exploited this vulnerability Disclosure
NVD could potentially read data that was not intended to be disclosed.
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1480
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1480

CVE ID

Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

To exploit this vulnerability, an attacker would have to log on to an affected system and open a
specifically crafted file.

The update addresses the vulnerability by correcting how Windows Media Player handles
objects in memory.

FAQ:
What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this
vulnerability is uninitialized memory.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.

@NSFOCUS 2019 http://www.nsfocus.com




Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1480
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
4530734
Wi
mdow.s 7 [Monthly Base: 5.5
for 32-bit  Rollup Information Temporal: 5
Systems 4530692 [Important| . 4525235 porat: Yes
. : Disclosure Vector:
Service Security
CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
Pack 1 Only
Windows 7 4;/?;(});::4
for x64- y Base: 5.5
based Rollup Information Temporal: 5
4530692 Important . 4525235 poral: Yes
Systems Securit Disclosure Vector:
Service y CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:O/RC:C
Only
Pack 1
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692

g

N

CVE-2019-1481 - Windows Media Player Information Disclosure

Vulnerability

CVE ID Vulnerability Description Maxwpum . Vulnerability
Severity Rating Impact

CVE Title: Windows Media Player Information Disclosure Vulnerability

Description:

An information disclosure vulnerability exists in Windows Media Player when it fails to

properly handle objects in memory. An attacker who successfully exploited this vulnerability

could potentially read data that was not intended to be disclosed.
CVE- To exploit this vulnerability, an attacker would have to log on to an affected system and open a
2019- specifically crafted file.

Information

1481 The update addresses the vulnerability by correcting how Windows Media Player handles Important Disclosure
MITRE objects in memory.
NVD

FAQ:

What type of information could be disclosed by this vulnerability?

The type of information that could be disclosed if an attacker successfully exploited this

vulnerability is uninitialized memory.

@NSFOCUS 2019 http://www.nsfocus.com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1481
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1481

http://www.nsfocus.com

CVE ID Vulnerability Description Maxn'num . Vulnerability
Severity Rating Impact
Mitigations:
None
Workarounds:
None
Revision:
1.0 12/10/2019 08:00:00
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1481
KB . Restart
Product Article Severity [Impact Supersedence CVSS Score Set Required
Windows 714530734 Information Base: 5.5
for 32-bit Monthly [Important| _. 4525235 - Yes
Disclosure Temporal: 5
Systems  Rollup
@NSFOCUS 2019



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734

CVE-2019-1481
Service 4530692 Vector:
Pack 1 Security CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/1:N/A:N/E:P/RL:O/RC:C
Only
Windows 7 ﬁjr?tﬁj
for x64- Base: 5.5
based Rollup Information Temporal: 5
4530692 |Important | _. 4525235 Yes
Syst(_ams Security Disclosure Vector:
Ser\ll<|ce only CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I1:N/A:N/E:P/RL:O/RC:C
Pack 1

CVE-2019-1483 - Windows Elevation of Privilege Vulnerability

_pe - - M H V I .I.

CVE ID  Vulnerability Description aXIr_num _ ulnerability
Severity Rating  Impact

CVE-2019- CVE Title: Windows Elevation of Privilege Vulnerability
1483 Description: Elevation of
VITRE  Anelevation of privilege vulnerability exists when the Windows AppX Deployment Server Important Privilege
NVD improperly handles junctions.
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1483
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1483

CVE ID  Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

To exploit this vulnerability, an attacker would first have to gain execution on the victim
system. An attacker could then run a specially crafted application to elevate privileges.

The security update addresses the vulnerability by correcting how AppX Deployment
Server handles junctions.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.

Aftected Software

The following tables list the affected software details for the vulnerability.

@NSFOCUS 2019 http://www.nsfocus.com




CVE-2019-1483

KB . Restart

Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 1, .+ 684 _ Base: 7.8
Version 1909 Securit Elevation Temporal- 7
for ARM64- y Important of 4524570 porat: Yes
based Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows |, c30684 . Base: 7.8
Server, Securit Elevation Temporal: 7
version 1909 y Important of 4524570 porat: Yes
(Server Core Update Privilege Vector:
) . g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Windows 10 4530684 Elevation Base: 7.8
Version 1909 Security Important of 4524570 Temporal: 7 Yes
for x64-based Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530684 Elevation Base: 7.8
Ver5|on.1909 Security Important of 4524570 Temporal: 7 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

. Elevation
w 10 4530717 Base: 7.

IanWS 0 . Important of 4525237 ase: 7.8 Yes
Version 1803 [Security . Temporal: 7

Privilege

@NSFOCUS 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717

CVE-2019-1483

for 32-bit Update Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530717 Elevation Base: 7.8
Version 1803 [Security Important of 4525237 Temporal: 7 Ves
for x64-based Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 30717 . Base: 7.8
Server, Securit Elevation Temporal: 7
version 1803 y Important of 4525237 poral: Yes
(Server Core Update Privilege Vector:
. g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Installation)
quOWS 10 4530717 . Base: 7.8
Version 1803 Securit Elevation Temporal: 7
for ARM64- Y Important of 4525237 poral: Yes
based Update Privilege Vector:
g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Windows 10 4530715 . Base: 7.8
Version 1809 Security Elevation Temporal: 7
for 32-bit Update Important (Iii;ivile o 4523205 Vector: ves
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
. Elevation
W 10 453071 Base: 7.
mc?ows 0 530. > Important of 4523205 ase: 7.8 Yes
Version 1809 Security . Temporal: 7
Privilege

@NSFOCUS 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1483

for x64-based Update Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, 020715 . Base: 7.8
Version 1809 Securit Elevation Temporal- 7
for ARM64- y Important of 4523205 porat: Yes
based Update Privilege Vector:

J CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems

4530715 Elevation Base: 7.8

Windows Security Temporal: 7
Server 2019 Update Important (I;iivile o 4523205 Vector: Yes

g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4530715 Elevation Base: 7.8
Server 2019  Security Important|of 4523205 Temporal: 7 Yes
(Server Core |Update Privilege Vector:
installation) g CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530714 Elevation Base: 7.8
Version 1709 Security Temporal: 7
for 32-bit Update Important (F):ivile o 4525241 Vector: ves
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530714 Elevation Base: 7.8
Version 1709 Security Temporal: 7

I f 4525241 Y

for x64-based Update mportant (I;rivile o 525 Vector: ®
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714

CVE-2019-1483

Wln(:iows 10 4530714 . Base: 7.8
Version 1709 Securit Elevation Temporal: 7
for ARM64- y Important of 4525241 porat: Yes
based Update Privilege Vector:

g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Windows 10 4530684 Elevation Base: 7.8
Ver3|on_1903 Security Important of 4524570 Temporal: 7 Yes
for 32-bit Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530684 Elevation Base: 7.8
Version 1903 [Security Important of 4524570 Temporal: 7 Ves
for x64-based |Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 1, .- 684 . Base: 7.8
Version 1903 Securit Elevation Temporal- 7
for ARM64- y Important of 4524570 porat: Yes
based Update Privilege Vector:
Systems g CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 30684 . Base: 7.8
Server, Securit Elevation Temporal: 7
version 1903 y Important of 4524570 poral: Yes
(Server Core Update Privilege Vector:
. . g CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
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CVE-2019-1484 - Windows OLE Remote Code Execution Vulnerability

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00

. L Maximum Vulnerability
CVE ID  Vulnerability Description e
CVE Title: Windows OLE Remote Code Execution Vulnerability
Description:
A remote code execution vulnerability exists when Microsoft Windows OLE fails to
properly validate user input. An attacker could exploit the vulnerability to execute
malicious code.
To exploit the vulnerability, an attacker would have to convince a user to open a specially
crafted file or a program, causing Windows to execute arbitrary code.
CVE-2019- Tpe update addresses the vulnerability by correcting how Windows OLE validates user
1484 inout Remote Code
put. Important .
MITRE Execution
NVD
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1484
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1484

CVE ID  Vulnerability Description Maxn-num . Vulnerability
Severity Rating Impact
Information published. ‘
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1484
KB . Restart
Product Article Severity Impact Supersedence CVSS Score Set Required
Windows 10 4530717 Base: 7.8
Version 1803 |Security Remote Temporal: 7
. Important Code 4525237 ’ Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530717 Base: 7.8
Version 1803 |Security Remote Temporal: 7
Important Code 4525237 ' Yes
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717

CVE-2019-1484

Windows 20717 Base: 7.8
Server, Securit Remote Temporal: 7
version 1803 y Important Code 4525237 porat: Yes
(Server Core Update Execution Vector:
. CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
Installation)
Wln(:iows 10 4530717 Base: 7.8
Version 1803 Securit Remote Temporal: 7
for ARM64- Y Important Code 4525237 porat: Yes
based Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530715 Base: 7.8
Version 1809 Security Remote Temporal: 7
. Important Code 4523205 ' Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530715 Base: 7.8
Version 1809 Security Remote Temporal: 7
Important Code 4523205 ' Yes
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |\ 715 Base: 7.8
Version 1809 Securit Remote Temporal: 7
for ARM64- y Important Code 4523205 poral: Yes
based Update Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1484

4530715 Remote Base: 7.8
Windows Security Temporal: 7
Server 2019 Update Important CE:)(::((:aution 4523205 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 4530715 Base: 7.8
Server 2019  [Security Remote Temporal: 7
Important Code 4523205 ' Yes
(Server Core Update Execution Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530714 Base: 7.8
Version 1709 Security Remote Temporal: 7
. Important Code 4525241 ' Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530714 Base: 7.8
Version 1709 Security Remote Temporal: 7
Important Code 4525241 ' Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
quows 10 4530714 Base: 7.8
Version 1709 Securit Remote Temporal: 7
for ARM64- Y Important Code 4525241 poral: Yes
based Update Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
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Windows 10 4530684 Remote Base: 7.8
Version 1 Securit T I: 7
er3|on. 903 |Security Important Code 4524570 empora Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530684 Base: 7.8
Version 1903 [Security Remote Temporal: 7
Important Code 4524570 ' Yes
for x64-based |Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 |- 6s4 Base: 7.8
Version 1903 Securit Remote Temporal: 7
for ARM64- y Important Code 4524570 porat: Yes
based Update Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Windows | 30684 Base: 7.8
Server, Securit Remote Temporal: 7
version 1903 y Important Code 4524570 porat: Yes
(Server Core Update Execution Vector:
) . CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
installation)
Windows 10 giigﬁfl Remote _?ZrS::;'Z_ -
for 32-bit y Important Code 4525232 poral: Yes
Systems Update Execution Vector:
y CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681

CVE-2019-1484

Windows 10 giigﬁfl Remote _?zrs::;;_ -
for x64-based y Important Code 4525232 porat: Yes
Update . Vector:
Systems Execution
CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530689 Base: 7.8
Version 1607 |Security Remote Temporal: 7
. Important Code 4525236 ' Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530689 Base: 7.8
Version 1607 |Security Remote Temporal: 7
Important Code 4525236 ' Yes
for x64-based Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4530689 Remote Base: 7.8
Windows Security Temporal: 7
Server 2016 Update Important Eggc?ution 4525236 Vector: ves
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
Windows 4530689 Base: 7.8
Server 2016 Securit Remote Temporal: 7
y Important Code 4525236 poral: Yes
(Server Core Update Execution Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
Windows 7 4530734 Remote Base: 7.8
for 32-bit Monthly [Important Code 4525235 - Yes
. Temporal: 7
Systems Rollup Execution
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734

CVE-2019-1484

Service Pack 4530692 Vector:

1 Security CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Only
4530734

Windows 7 Monthly _

for x64-based Rollup Remote _?:f:;’:l_ -

Systems 4530692 Important Code 4525235 Vecth))r' ' Yes

ierv'ce Pack gicl;”ty Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/IRL:O/RC:C
4530702
Monthly _

Windows 8.1 Rollup Remote '?Z::.Zr.:l' ;

for 32-bit 4530730 [Important Code 4525243 Vectf)r' ' Yes

systems gicl;”ty Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/IRL:O/RC:C
4530702

Windows 8.1 Monthly Remote ?er:.;.:r 7

for x64-based Rollup  Important Code 4525243 P o Yes

systems 4530730 Execution Vector:

y Security CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730

CVE-2019-1484

Only
4530702 Remote Base: 7.8
Windows RT Monthly Important Code 4525243 Temporal: 7 Ves
8.1 Rollup Execution Vector:
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
. 4530695
Windows Month
Server 2008 y Base: 7.8
for 32-bit Rollup Remote Temporal: 7
4530719 Important Code 4525234 poral: Yes
Systems i . Vector:
. Security Execution
Service Pack onl CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
5 y
Windows o605
Server 2008 Monthl
for 32-bit y Base: 7.8
Systems Rollup Remote Temporal: 7
y . 4530719 Important Code 4525234 porat: Yes
Service Pack Securit Execution Vector:
2 (Server onl y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core y
installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719

CVE-2019-1484

Windows 4530695

Server ?008 Monthly Base: 7.8

for Itanium-  Rollup Remote Temporal: 7

Based 4530719 |Important Code 4525234 VectI(J)r' ' Yes
Systems - security Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only

2

. A

Windows I\/?jr?ti?5

Server 2008 y Base: 7.8

for x64-based Rollup Remote Temporal: 7

4530719 Important Code 4525234 porat: Yes

Systems Securit Execution Vector:

Service Pack onl y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C

> y

Windows | 20695

Server 2008 Monthl

for x64-based y Base: 7.8

Systems Rollup Remote Temporal: 7

y . 4530719 Important Code 4525234 porat: Yes
Service Pack Securit Execution Vector:

2 (Server onl Y CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Core y

installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719

CVE-2019-1484

WINOWS | 50734
Server 2008 Monthly
R2 for Base: 7.8
Itanium- Rollup Remote Temporal: 7
4530692 [Important Code 4525235 Yes
Based Security Execution Vector:
Systems only CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/l:H/A:H/E:P/RL:O/RC:C
Service Pack
1
Windows 4530734
Server 2008 Vionthly _
R2 for x64-  Rollup Remote _?Zf:b;’:l_ Z
based 4530692 Important Code 4525235 Vector: ' Yes
Systems - Secuirity Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service Pack Only
1
Windows 4530734
Server 2008 Vionthly _
R2 for x64-  Rollup Remote '?zrs:bgrlzl' -
based 4530692 Important Code 4525235 Vector: ' Yes
Systems - security Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/1:H/A:H/E:P/RL:O/RC:C
Service Pack Only
1 (Server
@NSFOCUS 2019 http://www.nsfocus.com
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692

CVE-2019-1484

Core
installation)
4530691
Monthly Base: 7.8
Windows Rollup Remote Temporal: 7
4530698 |Important Code 4525246 porat: Yes
Server 2012 Securit Execution Vector:
only y CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4530691
Windows Monthly Base: 7.8
Server 2012 Rollup Remote Temporal: 7
4530698 Important Code 4525246 porat: Yes
(Server Core ) . Vector:
. . Security Execution
installation) only CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
4530702
M
. onthly Base: 7.8
Windows Rollup Remote Temporal: 7
Server 2012 4530730 Important Code 4525243 Vect?)r' ' Yes
R2 g‘iﬁ;”ty Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730

CVE-2019-1484

4530702

Windows Monthly Base: 7.8
Server 2012 Rollup Remote Temporal: 7
R2 (Server 4530730 Important Code 4525243 VectI(J)r' ' Yes
Core  Security Execution CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation) |Only
Windows | 530684 Base: 7.8
Server, Securit Remote Temporal: 7
version 1909 y Important Code 4524570 porat: Yes
(Server Core Update Execution Vector:
) . CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
installation)
Windows 10 |, 20684 Base: 7.8
Version 1909 Securit Remote Temporal: 7
for ARM64- Y Important Code 4524570 poral: Yes
based Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Windows 10 4530684 Base: 7.8
Version 1909 Security Remote Temporal: 7

. Important Code 4524570 ’ Yes
for 32-bit Update Execution Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1484

indows 10 4530684 Base: 7.8

. i Remote
ersion 1909 Security Important Code 4524570 Temporal: 7 Yes
for x64-based |Update Execution ector:
Systems CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
CVE-2019-1485 - VBScript Remote Code Execution Vulnerability
Maximum -
CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating

CVE Title: VBScript Remote Code Execution Vulnerability

Description:

A remote code execution vulnerability exists in the way that the VBScript engine handles objects
CVE- in memory. The vulnerability could corrupt memory in such a way that an attacker could execute
2019-  arbitrary code in the context of the current user. An attacker who successfully exploited the
1485  Vulnerability could gain the same user rights as the current user. If the current user is logged on  jmnortant Remote Code
VIITRE  With administrative user rights, an attacker who successfully exploited the vulnerability could Execution
NVD take control of an affected system. An attacker could then install programs; view, change, or

delete data; or create new accounts with full user rights.

In a web-based attack scenario, an attacker could host a specially crafted website that is designed

to exploit the vulnerability through Internet Explorer and then convince a user to view the

@NSFOCUS 2019 http://www.nsfocus.com


https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1485
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1485

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

website. An attacker could also embed an ActiveX control marked "safe for initialization" in an
application or Microsoft Office document that hosts the IE rendering engine. The attacker could
also take advantage of compromised websites and websites that accept or host user-provided
content or advertisements. These websites could contain specially crafted content that could
exploit the vulnerability.

The security update addresses the vulnerability by modifying how the scripting engine handles
objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1485

Product KB Article Severity Impact Supersedence CVSS Score Set Resta'rt
Required

Internet 4530691

Explorer |Monthl Base: 6.4

10 F())n Rollup ’ Remote Temporal: 5.8

Windows 14530677 IE |-°W EOde  RBI6ector: ves

Server  Cumulative xecution CVSS:3.0/AV:N/AC:HIPR:H/UI:R/S:U/C:H/I:H/A:H/E:PIRL:O/RC:C

2012

Internet

Explorer 9

on 4530677 |IE

Windows Cumulative Base: 6.4

Server 4530695 Remote Temporal: 5.8

2008 for |Monthly Low Eode . 4525234 Vector: ves

32-bit  Rollup xecution CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Systems

Service

Pack 2
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695

CVE-2019-1485

Internet
Explorer 9
on 4530677 IE
Windows Cumulative Base: 6.4
Server 4530695 Remote Temporal: 5.8
2008 for |Monthly Low Eode . 4525234 Vector: es
x64-based Rollup xecution CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/IRL:O/RC:C
Systems
Service
Pack 2
Internet
Explorer
11_on 4530717 Base: 7.5
Windows Security Remote Temporal: 6.7
10 Important Code 4525237 Yes
Version Update Execution Vector:
1803 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
Internet 4530717 Base: 7.5
Explorer |Security Remote Temporal: 6.7
Important Code 4525237 Yes
11 on Update Execution Vector:
Windows CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717

CVE-2019-1485

10
Version
1803 for
x64-based
Systems

Internet
Explorer
11 0n
Windows
10
Version
1803 for
ARMG64-
based
Systems

4530717
Security
Update

Important

Remote
Code
Execution

4525237

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

Internet
Explorer
11 on
Windows
10
Version
1809 for

4530715
Security
Update

Important

Remote
Code
Execution

4523205

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1485

32-bit
Systems

Internet
Explorer
11 on
Windows
10
Version
1809 for
x64-based
Systems

4530715
Security
Update

Important

Remote
Code
Execution

4523205

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

Internet
Explorer
11 0n
Windows
10
Version
1809 for
ARM64-
based
Systems

4530715
Security
Update

Important

Remote
Code
Execution

4523205

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1485

Internet
Explorer 4530715 Base: 6.4
11on Securit Remote Temporal: 5.8
. /" Low  Code 4523205 porl. . Yes
Windows |Update Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2019
Internet
Explorer
11_on 4530714 Base: 7.5
[Windows Securit Remote Temporal: 6.7
10 ’" mportant Code 4525241 porat- . Yes
. Update . Vector:
Version Execution
1709 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:0O/RC:C
32-Dbit
Systems
Internet
Explorer |, 25714 Base: 7.5
11 on Securit Remote Temporal: 6.7
Windows Y Important Code 4525241 porat: ©. Yes
10 Update Execution Vector:
Version CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
1709 for
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714

CVE-2019-1485

x64-based
Systems

Internet
Explorer
11 on
Windows
10
Version
1709 for
ARM64-
based
Systems

4530714
Security
Update

Important

Remote
Code
Execution

4525241

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

Internet
Explorer
11 0n
Windows
10
Version
1903 for
32-bit
Systems

4530684
Security
Update

Important

Remote
Code
Execution

4524570

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1485

Internet
Explorer
lon 30684 Base: 7.5
[Windows Securit Remote Temporal: 6.7
10 Y Important Code 4524570 porat- . Yes
. Update . Vector:
Version Execution
1903 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet
Explorer
11 on
Windows 4530684 Base: 7.5
10 Security Remote Temporal: 6.7
. Important Code 4524570 T Yes
Version  Update Execution Vector:
1903 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
ARMG64-
based
Systems
Internet 4530681 Base: 7.5
Explorer |Security Remote Temporal: 6.7
Important Code 4525232 T Yes
11 on Update Execution Vector:
Windows CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681

CVE-2019-1485

10 for 32-
bit
Systems
Internet
Explorer | 20681 Base: 7.5
11 on Securit Remote Temporal: 6.7
Windows y Important Code 4525232 porat: . Yes
10 for Update Execution vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
Systems
Internet
Explorer
1ton  ea068g Base: 7.5
[Windows Securit Remote Temporal: 6.7
10 Y limportant Code 4525236 porat: . Yes
Version Update Execution vector:
1607 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
32-bit
Systems
Internet 4530689 Base: 7.5
Explorer |Security Remote Temporal: 6.7
Important Code 4525236 T Yes
11 on Update Execution Vector:
Windows CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689

CVE-2019-1485

10
Version
1607 for
x64-based
Systems
Internet
Explorer 4530689 Base: 6.4
11 on Security Remote Temporal: 5.8
. Low Code 4525236 Yes
Windows Update Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2016
Internet
Explorer |/ 20677 IE
11 0n )
. Cumulative Base: 7.5
Windows 4530734 Remote Temporal: 6.7
7 for 32- Important Code 4525235 Yes
bit Monthly Execution Vector:
Systems Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Service
Pack 1
Internet 4530677 IE Remote Base: 75
Explorer |Cumulative Important Code 4525235 Temporal: 6.7 Yes
11 on 4530734 Execution
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734

CVE-2019-1485

Windows [Monthly Vector:
7 for x64- Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
based
Systems
Service
Pack 1
:zn;e:z(:r 4530677 IE
1 ‘z)n Cumulative Remote Base: 7.5
6.7
windows "% \mportantCode 4525243 | cmporal: 6 Yes
8.1 for 32 Monthly Execution vector:
bit Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
systems
'E”):ezg‘:;r 4530677 IE
1 ‘z)n Cumulative Remote Base: 7.5
i T 1:6.7
Windows 4030702 Important Code 4525243 emporal: 6 Yes
8.1 for Monthly Execution vector:
' Rollup CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
x64-based
systems
Internet Remote
4530702 Base: 7.5
Explorer 53070 Important Code 4525243 ase Yes
Monthly . Temporal: 6.7
11 on Execution
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702

CVE-2019-1485

Windows Rollup Vector:
RT 8.1 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I1:H/A:H/E:P/RL:O/RC:C
Internet
Explorer
lon 1 ea0677 1E
Windows )
Server Cumulative Remote Base: 6.4
2008R2 V% low Code 4525235 emporal:S8 Yes
for x64 Monthly Execution Vector:
based Rollup CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
Systems
Service
Pack 1
Internet
ffz':rer 4530677 IE Remote 'Er;::::c?f:r -,

_ Cumulative Low ~ Code 4525106 porat: . Yes
Windows Execution Vector:
Server CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
2012
Internet 4530677 |IE Base: 6.4
Explorer |Cumulative Remote Temporal: 5.8
11 on 4530702 Low cE:zssution 4525243 Vector: Yes
Windows [Monthly CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530677
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702

CVE-2019-1485

Server
2012 R2

Rollup

Internet
Explorer
11 on
Windows
10
Version
1909 for
32-bit
Systems

4530684
Security
Update

Important

Remote
Code
Execution

4524570

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

Internet
Explorer
11 0n
Windows
10
Version
1909 for
ARM64-
based
Systems

4530684
Security
Update

Important

Remote
Code
Execution

4524570

Base: 7.5

Temporal: 6.7

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

Yes

@NSFOCUS 2019
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1485

Internet
Explorer

11 on
Windows 4530684 Remote Base: 7.5

Securit Temporal: 6.7
10 Y Important Code 4524570 emporal: 6 Yes
. Update . Vector:
Version Execution

1909 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

x64-based
Systems

CVE-2019-1486 - Visual Studio Live Share Spoofing Vulnerability

Maximum e rability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Visual Studio Live Share Spoofing Vulnerability
CVE- Description:
2019- A spoofing vulnerability exists in Visual Studio Live Share when a guest connected to a Live
1486 Share session is redirected to an arbitrary URL specified by the session host. An attacker who Important Spoofing
MITRE successfully exploited this vulnerability could cause a connected guest's computer to open a
NVD browser and navigate to a URL without consent from the guest.

@NSFOCUS 2019 http://www.nsfocus.com


https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1486
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1486

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

To exploit the vulnerability, an attacker would need to host a Live Share session and convince a
targeted user to connect to the session.

The update addresses the vulnerability by prompting the Live Share guest for consent prior to
browsing to the host-specified URL.

FAQ:
I want to install the latest supported service baseline for Visual Studio. Do | need to install
the previous versions first?

No. For both Visual Studio 2019 and Visual Studio 2017, the latest supported servicing baseline is
cumulative. For example, if you need to install Visual Studio 2019 version 16.4 you do NOT first
have to install any previous versions. See Visual Studio 2019 version 16.4 Release Notes for more
information.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00

@NSFOCUS 2019 http://www.nsfocus.com



https://docs.microsoft.com/en-us/visualstudio/releases/2019/release-notes

Maximum 1 erabilit
CVE ID Vulnerability Description Severity y
) Impact
Rating
Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2019-1486
. . CVSS Score |Restart
Product KB Article Severity [Impact Supersedence > .
Set Required
Base: N/A
. . . . Rel Not it
Microsoft Visual Studio 2019 version 16.4 Ue s:tsee otes Security Important Sooofin Temporal: Ves
(includes 16.0 - 16.3) P P POOTINg N/A
Vector: N/A
Release Notes Security '?:::g:ﬁ
Microsoft Visual Studio Live Share extension  |Update Important Spoofing N/ Ap ' Yes
Vector: N/A

@NSFOCUS 2019
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https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest

CVE-2019-1486

i Base: N/A
Release Notes Security Temporal-
Microsoft Visual Studio 2019 version 16.0 Update Important Spoofing N/ AIO ' Yes
ector: N/A

CVE-2019-1487 - Microsoft Authentication Library for Android Information

Disclosure Vulnerability

Maximum Vulnerability

CVE ID Vulnerability Description . .
y P Severity Rating Impact

CVE Title: Microsoft Authentication Library for Android Information Disclosure

Vulnerability

Description:
CVE- An information disclosure vulnerability in Android Apps using Microsoft Authentication
2019-1487 Library (MSAL) 0.3.1-Alpha or later exists under specific conditions. This vulnerability could Information
VIITRE  result in sensitive data being exposed. Important Disclosure

NVD To exploit this vulnerability an attacker would need to be authenticated to have rights to view

the sensitive data.

This security update addresses the vulnerability by modifying how the data is sanitized.

@NSFOCUS 2019 http://www.nsfocus.com


https://aka.ms/vs/16/release/latest
https://aka.ms/vs/16/release/latest
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1487
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1487

CVE ID Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

FAQ:
What type of information could be disclosed by this vulnerability?

vulnerability is sensitive information.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.

The type of information that could be disclosed if an attacker successfully exploited this

Affected Software

The following tables list the affected software details for the vulnerability.

@NSFOCUS 2019 http://www.nsfocus.com




CVE-2019-1487

CVSS Score |Restart

Product KB Article Severity Impact Supersedence .
y P P Set Required
Base: N/A
. . . Github R it .

Microsoft Authentication Library SelcuL:it Bp(;s;tsry Important Information Temporal: Ves
(MSAL) for Android yop P Disclosure N/A

Vector: N/A

CVE-2019-1488 - Microsoft Defender Security Feature Bypass Vulnerability

CVE ID Vulnerability Description Maxwum . Vulnerability
Severity Rating Impact
CVE Title: Microsoft Defender Security Feature Bypass Vulnerability
Description:
A security feature bypass vulnerability exists when Microsoft Defender improperly handles
CVE- specific buffers. An attacker could exploit the vulnerability to trigger warnings and false
2019-1488 Positives when no threat is present. Security Feature
Important
MITRE 70 exploit the vulnerability, an attacker would first require execution permissions on the Bypass
NVD victim system.
The security update addresses the vulnerability by ensuring Microsoft Defender properly
handles these buffers.
@NSFOCUS 2019 http://www.nsfocus.com



https://github.com/AzureAD/microsoft-authentication-library-common-for-android
https://github.com/AzureAD/microsoft-authentication-library-common-for-android
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1488
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1488

CVE ID Vulnerability Description

Maximum
Severity Rating

Vulnerability
Impact

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1488

KB .
Product \Article Severity ‘Impact

Supersedence

CVSS Score Set

Restart
Required
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CVE-2019-1488

Windows 10 4530717 . Base: 3.3
Version 1803 [Security Security Temporal: 3
for 32-bit Update Important I;eat:sr: 4525237 Vector: Yes
Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4530717 ) Base: 3.3
Version 1803 [Security Security Temporal: 3
Important Feature 4525237 ' Yes

for x64-based |Update BVDASS Vector:
Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Windows 30717 . Base: 3.3
Server, version Securit Security Temporal: 3
1803 (Server y Important Feature 4525237 porat: Yes
Core Update ByDasS Vector:

. yp CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Installation)
Windows 10 4530717 . Base: 3.3
Version 1803 [Security Security Temporal: 3
for ARM64- |Update Important I;eat:sr: 4525237 Vector- Yes
based Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4530715 . Base: 3.3
Version 1809 (Security Security Temporal: 3

. Important Feature 4523205 ' Yes
for 32-bit Update ByDass Vector:
Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530717
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715

CVE-2019-1488

Windows 10 4530715 . Base: 3.3
Version 1809 [Security Security Temporal: 3
for x64-based Update Important I;eat:sr: 4523205 Vector: ves
Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4530715 ) Base: 3.3
Version 1809 [Security Security Temporal: 3
for ARMB4-  Update Important I;eat:;: 4523205 Vector: Yes
based Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
4530715 Security Base: 3.3
Windows Security Temporal: 3
Server 2019  Update Important I;eat:sr: 4523205 Vector: Yes
yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Windows 4530715 . Base: 3.3
Server 2019  Security Security Temporal: 3
Important Feature 4523205 ' Yes
(Server Core  |Update ByDasS Vector:
installation) yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4530714 . Base: 3.3
Version 1709 (Security Security Temporal: 3
. Important Feature 4525241 ' Yes
for 32-bit Update ByDass Vector:
Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
. Security
w 10 4530714 Base: 3.
quWS 0 .. Important Feature 4525241 ase: 3.3 Yes
Version 1709 |Security Bypass Temporal: 3
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530715
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714

CVE-2019-1488

for x64-based |Update Vector:
Systems CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4530714 . Base: 3.3
Version 1709 [Security Security Temporal: 3
for ARM64- |Update Important I;eat:srse 4525241 Vector: Yes
based Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4530684 . Base: 3.3
Version 1903 |Security Security Temporal: 3

. Important Feature 4524570 ' Yes
for 32-bit Update ByDass Vector:
Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4530684 . Base: 3.3
Version 1903  Security Security Temporal: 3
for x64-based |Update Important I;eat:sr;a 4524510 Vector: Yes
Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4530684 ) Base: 3.3
Version 1903 [Security Security Temporal: 3
for ARMB4-  Update Important I;eat:;a 4524570 Vector: Yes
based Systems P CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Windows ) e30684 _ Base: 3.3
Server, version Securit Security Temporal: 3
1903 (Server y Important Feature 4524570 porat: Yes
Core Update ByDass Vector:
. . yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530714
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1488

. 4530681 . Base: 3.
Windows 10 Securit Security T:: o3r§I' 3
for 32-bit Y Important Feature 4525232 porat: Yes
Svstems Update BVDASS Vector:
y ¥p CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
. 4 1 . ;3.
Windows 10 Siigff Security _;B_:rss c?r:I' 3
for x64-based y Important Feature 4525232 porat: Yes
Svstems Update BVDASS Vector:
d yP CVSS:3.0/AV:L/AC:L/PR:L/ULN/S:U/C:N/IILIA:N/E:PIRL:O/RC:C
Windows 10 4530689 . Base: 3.3
Version 1607 Security Security Temporal: 3
. Important Feature 4525236 ' Yes
for 32-bit Update ByDasS Vector:
Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4530689 . Base: 3.3
Version 1607 [Security Security Temporal: 3
Important Feature 4525236 ' Yes
for x64-based Update ByDasS Vector:
Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
4530689 Security Base: 3.3
Windows Security Temporal: 3
Server 2016  |Update Important I;eat;srse 4525236 Vector: es
P CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
. Security
w 4530689 Base: 3.
Indows .. |Important Feature 4525236 ase: 3.3 Yes
Server 2016 Security Temporal: 3
Bypass
@NSFOCUS 2019 http://www.nsfocus.com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530681
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689

CVE-2019-1488

(Server Core  |Update Vector:
installation) CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
4530734
Monthly _
Windows 7 for Rollup Security '?:::.:r':l' 3
32-bit Systems 4530692 Important Feature 4525235 Vectzr' ' Yes
Service Pack 1 “:’)encll;”ty Bypass CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
4530734
Windows 7 for Monthly . Base: 3.3
x64-based Rollup Security Temporal: 3
4530692 Important Feature 4525235 porat Yes
Systems Securit BVDASS Vector:
Service Pack 1 only y yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
4530702
Monthly _
Windows 8.1 Rollup Security '?:rsr?.osr.:r 3
for 32-bit 4530730 Important Feature 4525243 Vectgr' ' Yes
systems f’)encl‘;”ty Bypass CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530689
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730

CVE-2019-1488

4530702
Monthly .
Windows 8.1 |Rollup Security ';B':f:.jr.:l- 3
for x64-based 4530730 [Important Feature 4525243 VectF())r' ' Yes
systems genclir'ty Bypass CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
4530702 Security Base: 3.3
Wi RT [Monthl T l:
indows oninly Important Feature 4525243 emporal: 3 Yes
8.1 Rollup BVDASS Vector:
yp CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
4530695
Windows Monthly _ Base: 3.3
Server 2008  Rollup Security Temporal- 3
for 32-bit 4530719 Important Feature 4525234 Vecth’)r' ' Yes
Systems security Bypass CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:PIRL:O/RC:C
Service Pack 2 Only
Windows 4530695 Base: 3.3
Server 2008  Monthly Security Tem.or.al' 3
for 32-bit Rollup  Important Feature 4525234 Vectgr' ' Yes
Systems 4930719 Bypass CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:PIRL:O/RC:C
Service Pack 2 |Security
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719

CVE-2019-1488

(Server Core  |Only
installation)
4530695
Windows Monthly . Base: 3.3
Server 2008  Rollup Security Temporal: 3
for Itanium- 4530719 |Important Feature 4525234 Vectzr' ' Yes
Based Systems ecurity Bypass CV/SS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Service Pack 2 Only
4530695
Windows Monthly . Base: 3.3
Server 2008  Rollup Security Temporal- 3
for x64-based 4530719 |Important Feature 4525234 Vectzr' ' Yes
Systems Security Bypass CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Service Pack 2 Only
Windows 4530695
Server 2008  Monthly _ Base: 3.3
for x64-based Rollup Security Temporal- 3
Systems 4530719 Important Feature 4525234 Vectgr' ' Yes
Service Pack 2 Security Bypass CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
(Server Core  |Only
installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530695
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530719

CVE-2019-1488

: 4530734
Windows I\/?jr?th?
Server 2008 y . Base: 3.3
R2 for Rollup Security Temporal: 3
_ 4530692 Important Feature 4525235 porat: Yes
Itanium-Based Securit BVDass Vector:
Systems o / ¥p CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Service Pack 1 y
4530734
Windows Monthly _ Base: 3.3
Server 2008  Rollup Security Temporal- 3
R2 for x64- 4530692 [Important Feature 4525235 Vectzr' ' Yes
based Systems. Security Bypass CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:PIRL:O/RC:C
Service Pack 1 Only
Windows 4530734
Server 2008  Monthly _ Base: 3.3
R2 for x64-  Rollup Security Temporal- 3
based Systems 4530692 |Important Feature 4525235 Vect?)r' ' Yes
Service Pack 1 Security Bypass CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
(Server Core  Only
installation)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530734
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530692

CVE-2019-1488
4530691
Monthly . Base: 3.3
Windows Rollup Security Temporal: 3
4530698 Important Feature 4525246 porat: Yes
Server 2012 Securit BVDass Vector:
oty Y yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
4530691
Windows g(;?:;ly Security Base: 3.3
Server2012 | oo 608 Important Feature 4525246 | omPoral3 Yes
(Server Core Securit BvDass Vector:
installation) | y yp CVSS:3.0/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
4530702
M
. onthly . Base: 3.3
Windows Rollup Security Temporal- 3
Server 2012 4530730 [Important Feature 4525243 VectF())r' ' Yes
R2 z?l‘;”ty Bypass CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530691
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530698
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730

CVE-2019-1488

4530702

Windows Monthly _ Base: 3.3

Server 2012 Rollup Security Temporal: 3

R2 (Server 4530730 Important Feature 4525243 Vectt))r' ' Yes
Core Security Bypass CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:PIRL:O/RC:C
installation)  Only

Windows 10 4530684 Security Base: 3.3

Version 1909 Security Temporal: 3

for 32-bit Update Important I;eat:;: 4524570 Vector: Yes
Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4530684 Security Base: 3.3

Version 1 it T I:

ersion 1909 - [Security Important Feature 4524570 emporal: 3 Yes
for x64-based |Update ByDasS Vector:

Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UIL:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
Windows 10 4530684 Security Base: 3.3

Version 1909 [Security Temporal: 3

for ARM64-  |Update Important I;eat:srse 4524570 Vector: Yes
based Systems yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
s S sy B

Server, version y Important Feature 4524570 porat: Yes
1909 (Server Update Bypass vector:

yp CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530702
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530730
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4530684

CVE-2019-1488

Core

installation) ‘ ‘ ‘ ‘

CVE-2019-1489 - Remote Desktop Protocol Information Disclosure

Vulnerability

Maximum —\ inerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE Title: Remote Desktop Protocol Information Disclosure Vulnerability
Description:
An information disclosure vulnerability exists when the Windows Remote Desktop Protocol
CVE- (RDP) fails to properly handle objects in memory. An attacker who successfully exploited this
2019- vulnerability could obtain information to further compromise the usera€™s system.
Information
1489 To exploit this vulnerability, an attacker would have to connect remotely to an affected system ~|Important Disclosure
MITRE " fand run a specially crafted application.
NVD
FAQ:
Why is there no update for this vulnerability?
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1489
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1489

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

Microsoft will not provide an update for this vulnerability because Windows XP is out of

support. Microsoft strongly recommends upgrading to a supported version of Windows
software.

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.

Aftected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1489

|Product KB Article Severity Impact Supersedence CVSS Score Set Restart Required
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CVE-2019-1489

Base: N/A
Microsoft Windows XP Service Pack 3 Important Information Disclosure Temporal: N/A
Vector: N/A

CVE-2019-1490 - Skype for Business Server Spoofing Vulnerability

Maximum Vulnerability
CVE ID Vulnerability Description Severity
) Impact
Rating
CVE Title: Skype for Business Server Spoofing Vulnerability
Description:
CVE- A spoofing vulnerability exists when a Skype for Business Server does not properly sanitize a
9019- specially crafted request. An authenticated attacker could exploit the vulnerability by sending a
1490 specially crafted request to an affected server. The attacker who successfully exploited this Important Spoofing
MITRE vulnerability could then perform cross-site scripting attacks on affected systems and run scripts in
NVD the security context of the current user.
For the vulnerability to be exploited, a user must click a specially crafted URL that takes the user
to a targeted Skype for Business site.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1490
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-1490

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

In an email attack scenario, an attacker could exploit the vulnerability by sending an email
message containing the specially crafted URL to the user of the targeted Skype for Business site
and convincing the user to click the specially crafted URL.

The security update addresses the vulnerability by helping to ensure that Skype for Business
Server properly sanitizes web requests.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 12/10/2019 08:00:00
Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2019-1490
|Product KB Article Severity |Impact \Supersedence CVSS Score Set Restart Required
i Base: N/A
Skype for Business Server 2019 CU2 4534761 Security Update Important Spoofing Temporal: N/A  Yes
ector: N/A
Statement

This advisory is only used to describe a potential risk. NSFOCUS does not provide any commitment or promise on this advisory. NSFOCUS and
the author will not bear any liability for any direct and/or indirect consequences and losses caused by transmitting and/or using this advisory.
NSFOCUS reserves all the rights to modify and interpret this advisory. Please include this statement paragraph when reproducing or transferring

this advisory. Do not modify this advisory, add/delete any information to/from it, or use this advisory for commercial purposes without
permission from NSFOCUS.
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https://www.microsoft.com/en-us/download/details.aspx?id=58347

About NSFOCUS

NSFOCUS, Inc., a global network and cyber security leader, protects enterprises and carriers from advanced cyber attacks. The company's
Intelligent Hybrid Security strategy utilizes both cloud and on-premises security platforms, built on a foundation of real-time global threat
intelligence, to provide multi-layered, unified and dynamic protection against advanced cyber attacks.

NSFOCUS works with Fortune Global 500 companies, including four of the world's five largest financial institutions, organizations in insurance,
retail, healthcare, critical infrastructure industries as well as government agencies. NSFOCUS has technology and channel partners in more than
60 countries, is a member of both the Microsoft Active Protections Program (MAPP), and the Cloud Security Alliance (CSA).

A wholly owned subsidiary of NSFOCUS Information Technology Co. Ltd., the company has operations in the Americas, Europe, the Middle
East and Asia Pacific.
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